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ABSTRACT

Machine learning (ML) has significantly improved facial recognition systems’

(FRS) accuracy, robustness, and reliability, making them one of the most viable biomet-

ric identity verification solutions in various authentication applications. However, there

are concerns about using FRSs, including privacy violations, fake presentations, potential

biases, and security issues. Furthermore, the remarkable advancement of AI-leveraged

production and manipulation techniques of fictitious human facial images, DeepFake,

elevates spreading misinformation and creating deception for identity theft, which be-

comes critical security and privacy threat. In this dissertation, ML-CHIEFS: Machine

Learning-based Corneal-specular Highlight Imaging for Enhancing Facial recognition

Security, we researched and developed unique technologies to resolve significant FRS

challenges, including Deepfakes and identity thefts, liveness presentation attacks (PA),

and master face dictionary attacks (MFDA). We propose countermeasures against facial
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biometric PAs, detect DeepFakes, and identify MFDA using intelligent ML-based specu-

lar highlights detections upon the hypothesis that the existing facial spoofings fail to co-

ordinate their counterfeits with the reflective components. First, we designed a software-

based facial liveness detection method named Apple in My Eyes (AIME). AIME is in-

tended to detect the liveness against spoofing for mobile device security using challenge-

response testing. Our comprehensive experimental results reveal that AIME can effi-

ciently detect PAs with high accuracy at around 200 ms against different types of sophis-

ticated presentation attacks without any costly extra sensors nor involving users’ active re-

sponses. Second, we proposed novel ML-based DeepFake detection technologies, includ-

ing CHIEFS (Corneal-Specular Highlights Imaging for Enhancing Fake-Face Spotter),

MobiDeep (Mobile DeepFake Detection through ML-based Corneal-Specular Backscat-

tering), and READFake (Reflection and Environment-Aware DeepFake). CHIEFS de-

tects various corneal-specular and facial highlights features and inspects the ensemble of

the highlights with the surrounding environmental factors. The empirical results show

that it improves the detection accuracy from 86.05% with the reflection shape similarity

alone to 99.00% with the ResNet-50-V2 architecture. MobiDeep is a real-time, cloudless,
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lightweight mobile application for human visual DeepFake detection using ML technolo-

gies, which achieved high accuracy (98.7%) and rapid detection speed in detecting sophis-

ticated DeepFake images within 200 ms. The READFake detection technique uses spec-

ular highlights on various facial and body parts and environmental factors. We have con-

ducted extensive experiments to evaluate the performance of READFake using different

input parameters and advanced DNN architectures on multiple public DeepFake datasets.

The experimental results indicate that READFake achieves better accuracy (99.0%) than

the SOTA methods in detecting DeepFake images. Finally, we develop a novel counter-

measure against MFDAs using a Reflection-based Identification (DARI) system. Using

a lightweight and low-latency vision transformer, we build a feature extractor network to

identify the inconsistencies among the facial image’s specular highlights and physiolog-

ical characteristics. The empirical results show that DARI achieves very high detection

accuracy ranging from 97.83% to 99.56% on public GAN-face detection datasets and

instantaneous detection speed (less than 11 ms) against SOTA master face dictionary at-

tacks.
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CHAPTER 1

INTRODUCTION

1.1 An Overview of Biometric Authentications

Passwords have been a staple of online security for decades. However, in recent

years they have increasingly become less effective for authentication due to various fac-

tors. One major issue is that passwords are the primary cause of more than 80% of data

breaches because people tend to choose weak and easily guessable passwords, which

hackers can easily crack [27]. This is especially problematic given the prevalence of

large-scale data breaches in recent years, which have exposed billions of user-sensitive

information.

According to Fast Identity Online (FIDO) Alliance [27], up to 51% of passwords

are reused. Thus, even if users choose strong passwords, they often reuse them across

multiple accounts, which can lead to a domino effect where one compromised password

can compromise multiple accounts.

Another issue with passwords is that they are vulnerable to phishing attacks, where

attackers trick users into revealing their passwords by impersonating legitimate websites

or services. Phishing attacks can be challenging to detect, especially when they are well-

crafted, and can lead to the theft of sensitive information and account takeover [35].

In addition to these human factors, passwords are also vulnerable to technical

weaknesses. For example, passwords can be intercepted by malware running on a user’s
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computer or transmitted in plaintext over unsecured networks. They can also be brute-

forced by attackers with access to powerful computing resources or by exploiting weak-

nesses in the authentication system [35].

To address these weaknesses, many organizations have begun implementing addi-

tional forms of authentication, such as multi-factor or biometric authentications. Multi-

factor authentications require users to provide two or more types of authentication cre-

dentials, such as a password and a one-time code sent to their mobile device, which can

provide a much higher level of security than passwords alone [33].

Biometric authentication, which uses physiological characteristics like fingerprints,

facial recognition, or iris scans, can also provide a high level of security, as these charac-

teristics are unique to each individual and difficult to replicate [65]. Biometrics are be-

coming increasingly popular as a replacement for password-only logins because of their

secure and fast login experiences across websites and apps, capabilities to mitigate data

breach risks and damages, and enhanced user experience [65].

The COVID-19 pandemic also has led to a surge in demand for contactless bio-

metric authentication methods as people have become more concerned about the potential

spread of the virus through physical contact. Several popular touch-based authentication

methods, such as fingerprint scanning or hand geometry, were heavily restricted for per-

ceptions of safety as impacts of Coronavirus. As a result, contactless biometric authenti-

cation methods have gained popularity as a safer alternative. In addition to reducing the

risk of virus transmission, contactless biometric authentication methods also offer other

benefits. They are often faster and more convenient than traditional methods, as users do
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not need to physically interact with a device or surface, reducing the likelihood of errors

or delays. Contactless methods are also more hygienic and require less maintenance com-

pared to traditional methods [84]. The COVID-19 pandemic has accelerated the adoption

of contactless biometric authentication methods in many organizations. As a result, the

global contactless biometrics market was valued at USD 11.8 billion in 2020, grew to

USD 13.45 billion in 2022, and is expected to reach USD 78.86 billion by 2032, growing

at a compound annual growth rate of 19.35% [4].

Facial recognition system (FRS) is currently the most popular contactless biomet-

ric authentication [182]. FRS is not only contactless but works with all devices people use

daily. It is also fast, convenient, and works across all services. FRS is now widely avail-

able in many consumer electronic devices, including smartphones, laptops, and tablets.

This has made it a popular authentication method for mobile device users who want a

convenient and secure way to access their devices.

FRS is a technology that can identify individuals based on their facial features,

usually using images or video footage captured by cameras. In authentication and iden-

tity verification, FRS confirms persons’ identities by comparing their facial features to a

previously stored template.

FRS works in authentication and identity verification by following three basic

steps:

1. Enrollment, the FRS captures an image of the user’s face and creates a digital tem-

plate that is stored in a database.
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2. Authentication, so when the user tries to access a system or service, the FRS cap-

tures another image of the face and compares it to the stored template.

3. Verification, if the facial features in the new image match those in the stored tem-

plate within a certain degree of accuracy, the user is verified and granted access to

the system or service.

FRS used in authentication and identity verification offers several benefits. For

instance, FRS can enhance security by making it difficult for unauthorized users to access

sensitive information or services. In addition, it can provide a convenient and seamless

user experience by eliminating the need for passwords or other authentication methods.

FRS also can help prevent identity theft and other types of fraud by verifying the user’s

identity in real-time. Furthermore, FRS can process authentication and identity verifica-

tion requests quickly and accurately, which can save time and resources.

Overall, FRSs have the potential to improve security and enhance user experi-

ence in authentication and identity verification. However, their use should be carefully

evaluated to ensure that they do not infringe on individuals’ security or privacy.

1.2 Face Spoofing Attacks

FRSs offer several benefits, including enhanced security, personalized experi-

ences, and convenient authentication. Nevertheless, significant security and privacy chal-

lenges are also associated with these systems. Some of the critical challenges are FRSs’

vulnerability to face spoofing attacks, which involve presenting the system with a fake
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or manipulated image of a face to impersonate someone else and gain unauthorized ac-

cess to a system or data. Face spoofing attacks can be performed using various methods,

including print attacks, replay attacks, 3D mask attacks, DeepFakes attacks, and master

face dictionary attacks (MFDA).

1.2.1 Presentation Attacks (PA)

Presentation attacks (PA) are a type of biometric attack where an unauthorized

person attempts to gain access to a system or information by impersonating a legitimate

user through the use of fake or altered facial features. This is usually done by presenting

a counterfeit image or video of the user’s face, such as a printed photograph, a digital

image, or a video recording, to FRS. The goal of the attacker is to bypass the security

measures that rely on facial recognition technology, which may include authentication

systems for accessing a computer or mobile device, entering secure areas, or making

financial transactions [34]. As shown in Figures 1 and 2, there are different types of face

PAs, including:

Figure 1: Face presentation attacks: (a) print attack [76], (b) replay attack, (c) 3D mask
attack [107], and (d) DeepFake attack [17].
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1. Print Attack: In this attack, an attacker uses a printed image of a user’s face to

impersonate them.

2. Replay Attack: In this type of attack, an attacker uses a recorded video of a user’s

face to impersonate them.

3. 3D Mask Attack: In this type of attack, an attacker uses a 3D printed or molded

mask of a user’s face to impersonate them.

4. DeepFake Attack: In this type of attack, an attacker uses artificial intelligence (AI)

and machine learning (ML) algorithms to create a realistic fake video of a user’s

face to impersonate them.

5. Camouflage Attacks: Face camouflage attacks are a type of biometric attack where

an attacker tries to evade FRSs by disguising their facial features using makeup,

accessories, or other techniques to alter their appearance. This attack aims to fool

the FRSs into thinking that the attacker is a different person or to make it difficult

for the systems to identify the attacker accurately [139, 174]. Figure 2 shows some

common techniques used in face camouflage attacks, including:

(a) Makeup: The attacker can use makeup to change the appearance of their face,

such as applying dark shadows to change the shape of their eyes or applying

foundation to alter the skin tone.

(b) Wigs or Hats: The attacker can wear a wig or hat to change the shape of their

hairline or the size of their forehead.
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Figure 2: Face camouflage attacks [158].

(c) Glasses: The attacker can wear glasses to obscure their eyes and eyebrows,

making it difficult for the facial recognition system to detect their facial fea-

tures.

(d) Masks: The attacker can wear a mask or other facial covering to hide their

face from the FRSs completely.

6. Adversarial Attacks: Adversarial attacks are a type of attack that is used against

FRSs to avoid or trick them by introducing small perturbations or changes to the

input data. Adversarial attacks can be used to bypass or misclassify the input data,

leading to incorrect recognition results. The main idea behind adversarial attacks
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is to generate small perturbations that are not noticeable to the human eye but can

significantly change the input data in a way that the FRS misclassifies the input.

These perturbations can be added to the image, or the attacker can change the light-

ing conditions or the camera angle to generate the perturbations. There are different

types of adversarial attacks used against FRSs [168], such as:

(a) Targeted Attacks: In this type of attack, the attacker has a specific target in

mind, and they generate the adversarial perturbations to misclassify the input

data as that specific target.

(b) Non-targeted Attacks: In this type of attack, the attacker does not have a spe-

cific target in mind, and they generate the adversarial perturbations to make

the FRS misclassify the input data as something other than the correct identity.

(c) Transfer Attacks: In this type of attack, the attacker generates the adversarial

perturbations on one FRS and then transfers them to another system to test the

system’s robustness and generalizability.

To prevent face PAs, security measures, such as liveness detection, anti-spoofing

techniques, and combining different biometric authentication factors can increase the se-

curity of FRSs and reduce the risk of face presentation spoofing attacks [34].

1.2.2 DeepFakes Attacks

DeepFake is a type of synthetic media that uses AI and deep learning techniques

to create realistic fake videos or images. The term ”DeepFake” is a combination of ”deep

learning” and ”fake.” DeepFakes can be created by training ML models on large datasets

9



of images and videos of a person’s face, voice, or body movements. These models can

then generate new images or videos that appear to be of the same person but are actually

entirely fabricated [91].

The implications of DeepFakes are significant and far-reaching. One of the biggest

concerns is their potential to be used for malicious purposes, such as spreading misinfor-

mation, committing fraud, or creating fake pornography. For example, a DeepFake video

of a politician saying or doing something inappropriate or illegal could be used to damage

their reputation or sway public opinion. DeepFakes can also be used to impersonate some-

one, such as creating a fake video or audio message from a CEO to trick employees into

revealing sensitive information. Another concern is the impact of DeepFakes on trust and

credibility. As DeepFakes become more sophisticated and harder to detect, it becomes

more challenging to determine what is real and what is fake. This can erode public trust

in media, undermine the credibility of information sources, and fuel conspiracy theories

and misinformation [31, 63, 91].

To address these concerns, researchers are developing new methods to detect

DeepFakes and identify their sources. However, detecting DeepFakes can be difficult

and time-consuming. Furthermore, there is no guarantee that detection methods will keep

up with the rapid advancements in DeepFake technology. Overall, deepfakes represent a

significant challenge for society and require careful consideration and action to mitigate

their negative impacts [31].
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1.2.3 Master Face Spoofing Attacks (MFDA)

MFDA is a type of cyber attack that targets biometric FRSs. In this type of at-

tack, the attacker creates a database of facial images, which is known as the ”master face

dictionary.” The attacker then uses this database to gain unauthorized access to FRS by

presenting a fake or modified image of someone else’s face [129, 154]. The process of

creating a master face dictionary typically involves the following steps:

• Collecting facial images: The first step is to collect a large number of facial images.

These images can be obtained from public sources such as social media or through

more nefarious means, such as hacking into a database of images.

• Pre-processing images: Once the images have been collected, they are pre-processed

to enhance their quality and remove any noise or distortions that could affect creat-

ing a master face dictionary.

• Creating templates: The next step is to create templates from the facial images.

Templates are essentially mathematical representations of a person’s face that can

be used to compare against other facial images.

• Storing templates: The templates are then stored in a database or ”master face dic-

tionary” that can be used in a subsequent attack on FRSs.

• Modifying images: In some cases, attackers may modify the facial images to im-

prove their chances of bypassing the FRSs. For example, they may alter the lighting

or angle of the image or add accessories such as glasses or hats to the face.
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Once the master face dictionary has been created, the attacker can try to gain

unauthorized access to FRS by presenting a fake or modified image from the master face

dictionary. Suppose the system is not able to detect that the image is not a genuine rep-

resentation of the person’s face. In that case, the attacker can successfully bypass the

system.

The implications of MFDA can be significant. If the FRSs are compromised,

it can result in unauthorized access to sensitive information or locations. For example,

if the attack successfully compromises FRSs to access a secure facility or authenticate

financial transactions, it could lead to theft or other criminal activity. Moreover, FRSs

are increasingly being used in law enforcement, border control, and other security-related

applications. If these systems are compromised, it could have serious implications for

public safety.

To mitigate the risk of MFDA, it is important to ensure that FRSs incorporate

robust security measures such as strong authentication, multi-factor authentication imple-

mentation, and liveness detection technologies [129].

1.3 An Overview of Light Specularity

Light specularity refers to the phenomenon of light reflecting off a surface in a

mirror-like manner. Objects can exhibit a range of colors due to the varying wavelengths

of light that their surfaces reflect. Furthermore, the shininess of objects can vary based on

the directions in which their surfaces reflect light [165].

When light strikes a surface, it can be absorbed, transmitted, or reflected. When
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(c). Perfect Specular Surface

(a). Diffuse Surface (b). Glossy Specular Surface

(d). Retro-Reflection Surface

Figure 3: Types of surfaces and reflected light directions.

it is reflected, the angle of incidence (the angle between the incident light and the surface

normal) and the angle of reflection (the angle between the reflected light and the surface

normal) are equal. As demonstrated in Figure 3, four types of surfaces reflect light over a

different range of directions. In each case, the light ray is shown in black and the reflected

ray(s) are shown in gray. For example, the diffuse surfaces in Figure 3 (a) reflect light

equally in all directions. The glossy specular surfaces in Figure 3 (b) reflect light over a

limited range of directions. The perfect specular surfaces in Figure 3 (c) reflect light in a
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single direction. Finally, the retro-reflective surfaces in Figure 3 (d) reflect light back in

the same direction as the incoming light [64].

In computer graphics and computer vision, light specularity is an important prop-

erty for creating realistic images of shiny or reflective objects. When a glossy, specular

surface is illuminated, it reflects the light preferentially in a particular direction, resulting

in what is known as specularity. The location of this specularity is influenced by three key

factors: the position of the light source, the shape of the surface being illuminated, and

the position of the viewer or camera observing the surface [64].

Face Image Specular Highlights Mask Contours Specular Highlights Map and Intensity 

Figure 4: The specular reflection of light on human skin [8].

The specular reflection of light can be observed in a wide range of natural and

artificial surfaces, such as mirrors, water surfaces, shiny metal surfaces, and human skin,

as illustrated in Figure 4. The human eye’s cornea is also highly specular and frequently

contains a reflection of the light in the scene [64], as shown in Figure 5.

In the context of FRS, light specularity can be used to detect and prevent facial
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Figure 5: The corneal reflection of human eyes [134].

spoofing attacks, such as using printed or digital images. Analyzing the specular reflec-

tions on a face makes it possible to distinguish between a real face and a spoofed one, as

the specular reflections on a spoofed face are usually absent or differ in their pattern from

those of a real face. This technique is often used as part of a liveness detection system to

prevent fraudulent access to secure systems [62].

1.4 Research Objectives and Hypothesis

The main objective of this dissertation is to enhance facial recognition security and

performance. Therefore, in this dissertation, we studied and verified the hypothesis that

facial spoofings struggle to fake the reflective components in their counterfeits. Thus, we

developed novel countermeasures against various FRS spoofing attacks, including Deep-

fakes, PA, and MFDA using intelligent ML-based specular highlights detections.
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1.5 Dissertation Contributions

This dissertation presents novel ML-based technologies aimed at enhancing the

security of FRS against various attacks, such as identity theft, DeepFakes, liveness PA,

and MFDA. To achieve this, we have developed countermeasures to identify and prevent

facial biometric PA, detect DeepFakes, and identify MFDA. Our approach is based on

intelligent ML-based specular highlights detections, which leverage the assumption that

existing facial spoofing techniques fail to replicate reflective components accurately. The

contributions of this dissertation work can be summarized as follows:

• For facial liveness detection, we design a software-based approach to enhance mo-

bile security using a new liveness detection method named AIME, which utilizes

corneal-specular reflections to detect various presentation attacks automatically.

The study involved collecting two ML datasets, an eye reflection dataset to learn

corneal-specular reflection detection and a corneal-specular reflection dataset to

learn liveness authentication. An advanced lightweight ML package was devel-

oped to identify corneal reflective patterns and authenticate users. The proposed

method was implemented as a native-like app for multiple platforms, providing a

reliable multi-factor authentication solution for eye-based biometric and FRSs.

• We propose three ML-based methods, CHIEFS, MobiDeep, and READFake, to

build an ensemble for DeepFake detection using reflection features from different

body and facial parts instead of relying on a single feature from human eyes. New
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facial image datasets are collected and annotated for corneal reflection segmenta-

tion and DeepFake detection applications. We study the impact of environmental

factors, such as color and illumination conditions, on reflectance. A lightweight

real-time mobile application is developed by modularizing feature extraction and

embedding to address the limitations of cloud-based ML approaches. The applica-

tion provides high accuracy and fast classification speed for DeepFake detection.

Furthermore, we investigate various state-of-the-art DeepFake datasets and feature

extractors. The proposed modular designs for feature extraction and embedding

make it possible to use our tools as complementary solution modules in other exist-

ing tools.

• We design a lightweight, modular, and real-time approach named DARI to render

a complementary MFDA detection module for edge and mobile FRSs. We exploit

reflective elements of a human face to detect physiological flaws effectively. We

generate and annotate a new DARI dataset with master and real face images for

MFDA.

1.6 Dissirtation Structures

The remainder of this dissertation is organized as follows: Part 2 reviews and

summarizes relevant studies on liveness detection in Chapters 2 and 3, and introduces

AIME, the proposed facial liveness detection method in Chapter 4. Part 3 reviews and

summarizes relevant studies on DeepFake detection in Chapters 5 and 6, and presents

our novel ML-based DeepFake detection technologies, including CHIEFS, MobiDeep,
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and READFake in Chapters 7, 8, and 9, respectively. Part 4 reviews and summarizes

relevant research on MFDA in Chapters 10 and 11, and introduces DARI, the proposed

countermeasure against MFDA in Chapter 12. Finally, Part 5 concludes the dissertation

and provides recommendations for future work in Chapter 13.
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PART 2

FACE LIVENESS DETECTION
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CHAPTER 2

AN OVERVIEW OF FACE LIVENESS DETECTION

2.1 ”It is Liveness, not Secrecy, that Counts”

Biometric authentication relies on unique physical or behavioral characteristics to

identify and verify individuals. Examples of biometric identifiers include fingerprints,

facial recognition, iris scans, voice recognition, and even gait analysis. While biometric

authentication can be a convenient and secure way to verify a user’s identity, it cannot

rely solely on secrecy for its security [54].

One of the main reasons for this is that biometric identifiers are not secret. Unlike a

password or PIN, which can be kept confidential, biometric information is often publicly

available or can be easily obtained. For example, a person’s face can be captured by

surveillance cameras or found in public records. Even more concerning, biometric data

can be stolen from databases that store this information, making it much more difficult to

change or revoke once it has been compromised [54, 167].

Another reason why secrecy cannot be relied upon for biometric authentication is

that it is vulnerable to attacks that exploit the physical nature of the identifiers. For exam-

ple, an attacker could use a high-quality photograph or 3D-printed replica to trick a facial

recognition system, or they could use a silicone mold to replicate a user’s fingerprint.

Even more advanced attacks involve creating artificial biometric data that is designed to

fool a system into thinking it is a real person [167].
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The biometric authentication process must include a check for liveness, which

involves verifying that the biometric data is being captured from a live person and not a

spoof or fake. This helps improve the security of the authentication system, even though

the biometric data itself does not need to be kept secret.

2.2 Biometric Liveness Verification

Biometric liveness verification is an essential tool for protecting us against fraud

and improving the security of authentication systems. Liveness verification ensures that

the biometric data used to verify a user’s identity is live and not a fake or altered repre-

sentation. This helps prevent attacks that attempt to spoof biometric systems with pho-

tographs, videos, or other impersonation methods [149, 167].

One of the main ways that liveness verification protects us is by reducing the

risk of identity theft. Biometric data is unique to each individual and cannot be easily

changed or revoked once it has been compromised. This means that if an attacker were to

obtain someone’s biometric data, they could use it to impersonate the individual and gain

access to sensitive information or areas. By using liveness verification to confirm that the

biometric data is live, organizations can reduce the risk of identity theft and improve the

overall security of their systems [21, 149].

Liveness verification is also essential for protecting privacy. Biometric data is

highly personal, and individuals have a right to control how it is used and who has access

to it. Organizations can ensure that biometric data is only used for its intended purpose

by using liveness verification [21, 149].
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Finally, liveness verification is vital for ensuring the accuracy and reliability of

biometric authentication systems. Without liveness verification, biometric systems would

be vulnerable to attacks that attempt to spoof the system with fake or altered biometric

data. Therefore, organizations can improve the accuracy and reliability of their biometric

authentication systems by using liveness verification to confirm that the biometric data is

live and not fake [21, 149].

In summary, biometric liveness verification is a critical tool for protecting us

against fraud, improving the security of authentication systems, protecting privacy, and

ensuring the accuracy and reliability of biometric systems. By using liveness verification,

organizations can create a more robust and secure authentication system that reduces the

risk of fraud and data breaches while providing a better user experience.

2.3 Face Presentation Attack

A type of attack that aims to deceive biometric recognition is known as a Presen-

tation Attack (PA), which is defined by ISO/IEC 30107 as an attempt to interfere with the

operation of the biometric system by presenting fraudulent information to the biometric

capture subsystem. When this type of attack is focused on facial biometric data, it is

specifically referred to as a Face PA [11, 21].

A PA is carried out with the intention of achieving either of two objectives: im-

personation or obfuscation [21]. Impersonation is when the attacker tries to use someone

else’s identity, while obfuscation is when the attacker tries to avoid being recognized by

the biometric system.

22



Impersonation attacks can be carried out using different Presentation Attack In-

struments (PAIs). PAIs are physical or digital objects, tools, or materials that can be used

to perform presentation attacks against FRS. Digital PAIs refer to displays that can be

used to reproduce real or modified digital face photos and videos, while physical PAIs are

those that the human attacker can literally touch, such as silicone masks or printed masks

and faces. Attackers can hold these objects in front of their faces, wear them, and attempt

to trick the system into recognizing them as someone else [21].

The ISO/IEC 30107-3 standard defines three levels of spoof artifacts based on

their complexity and difficulty of creation [11]:

• Level 1 (A): A level 1 (A) spoof artifact refers to a basic and easily producible PA,

such as printed photos or digital images of the subject’s face.

• Level 2 (B): A level 2 (B) spoof artifact is a more sophisticated PA that requires

some effort and skill to create, such as preparing 2D paper masks and video displays

of faces with movement and blinking.

• Level 3 (C): A level 3 (C) spoof artifact is the most advanced and difficult-to-create

type of PA. It involves creating a custom-made, lifelike mask that closely resembles

the target individual’s facial features, including their skin texture and other physical

characteristics. Creating level 3 spoof artifacts usually requires specialized equip-

ment and expertise and is typically reserved for high-level targeted attacks.
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CHAPTER 3

FACE LIVENESS DETECTION LITERATURE REVIEW

The existing face liveness detection techniques can be classified into three broad

categories: hardware-based techniques, software-based techniques, and eye-based tech-

niques. This chapter presents an overview of current liveness detection techniques and

their drawbacks.

3.1 Hardware-based Techniques

Hardware-based techniques acquire the user’s facial features using special add-on

sensors that operate in association with a facial recognition sensor and process the cap-

tured facial data using internal software. For instance, using special sensors such as Light

Field Camera (LFC) [137] or TrueDepth camera system [40] to obtain distinct facial char-

acteristics for liveness detection. Several works also have used reflectance/multispectral

properties for liveness detection [158, 173, 180]. They employed Short-Wave Infrared

(SWIR) advanced imaging technology to produce images based on radiation to find how

skins and masks react differently to light in order to distinguish between real facial skins

and mask materials. The main limitations of hardware-based techniques are the require-

ments of special lighting devices, user collaboration, and expensive sensors to obtain

facial liveness information.
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3.2 Software-based Techniques

On the other hand, software-based liveness detection techniques do not require

user cooperation or extra costly hardware components. Software-based techniques com-

prise hand-crafted feature extraction algorithms and deep learning features-based algo-

rithms. The texture pattern analysis [110] is the most widely used software-based tech-

nique. The authors utilized three hand-crafted feature extraction algorithms, including

Local Binary Patterns (LBP), Gabor wavelet features, and Histogram of Oriented Gradi-

ents (HOG), to obtain low-level features from facial images in order to explore the micro-

textural pattern differences between real faces and PA artifacts. Although this technique

is easy to implement and effective on specific databases, it can not generalize well when

confronting sophisticated PAs such as hyper-realistic and 3D masks. Shao et al. [151]

presented a 3D mask face anti-spoofing approach using VGG-16 deep convolutional lay-

ers to obtain dynamic facial texture features caused by facial muscle movements. Sim-

ilarly, [152] used the deep dynamic texture using a joint discriminative learning model

for 3D mask spoof detection. Both approaches cannot detect VR-based spoofing with dy-

namic facial motion patterns. Wang et al. [172] also proposed a software-based 3D face

mask anti-spoofing technique by fusing texture and geometry features with facial depth

information to represent the differences between real and spoofed faces. However, the

proposed technique required a special camera to record depth images, which is not appli-

cable for PAD on various mobile and IoT devices. Additionally, it is sensitive to mask

qualities, and the processing requires substantial memory and computational resources.
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3.3 Eye-based Techniques

Corneal-specular reflections and visual attention have been investigated in many

applications, such as human-to-human interaction [97], human-computer interaction [41],

human behavior tracking [157], and human activity recognition [42]. Backes et al. [36]

also investigated the sensitive information that could be accessible through corneal-specular

reflections. While previous studies have mainly focused on gaze and humans’ daily activ-

ities tracking applications, only a few studies have concentrated on exploiting the corneal-

specular reflections and eyes’ visual features for liveness detection. For example, blink

detection techniques [47,71] which continuously tracked the action of eyes’ blinks that are

performed unconsciously, or challenge-response techniques such as tracking the gaze of a

user toward a predefined challenge in order to record and identify real face [32]. Another

eye-based liveness detection technique [49] examined pupil dilation (pupil dynamics) to

detect whether the eyes are alive or the presentation is suspicious by making the screen

dark and then suddenly bright to constrict the pupil while a near-IR video sensor records

a short video of the eyes. However, according to [75], this approach requires a near-IR

video sensor with a special design to capture pupil dynamic dilation. A more sophisti-

cated technique is presented in [113], which used facial images captured in a couple of

sequential time points associated with the camera movement between different positions

to compare the corneal-specular reflection changes. It tracked user motion using multiple

sensors, including GPS, a gyroscope, and an accelerometer. However, this technique is

sensitive to lighting and noise. Furthermore, it requires users’ collaboration and special

equipment, which is incompatible with most webcams available today.
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In the following chapter, we introduce AIME, the proposed facial liveness detec-

tion method. AIME is a software-based liveness detection method, it does not require

any expensive extra sensors. AIME displays a challenging pattern on the authentication

screen, and then it captures the corneal-specular reflections using a front camera. Using

lightweight ML, AIME processes and detects human liveness with high accuracy under

subsecond time. AIME is the first work that uses human corneal-specular reflections as

a challenge-response for mobile and IoT security and builds such a system with high

accuracy and efficiency, to the best of our knowledge.
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CHAPTER 4

APPLE IN MY EYES (AIME): LIVENESS DETECTION FOR MOBILE SECURITY

USING CORNEAL SPECULAR REFLECTIONS

4.1 Background

Figure 6: AIME process overview.

Biometric characteristics, including but not limited to fingerprint, voice, iris pat-

terns, or facial features, have rapidly become popular in many mobile security applica-

tions for the applicability across multiple devices and services, automated recognition,

and fast authentication experiences of individuals [117]. Additionally, the recent global

pandemic caused by COVID-19 has spurred a big shift to touchless biometric authenti-

cation methods such as facial recognition due to their contactless and non-invasive pro-

cess. Also, several popular touch-based authentication methods are heavily restricted for

28



Table 1: Difficulty levels and requirements of biometrics presentation attacks (PAs) (by
Fast Identity Online (FIDO) Alliance [150]).

Type Biometric Difficulty Attack Requirements
Level A Immediate Time: <1 day photo printouts

Expertise: Layman photo display
Equipment: Standard on mobile device

Level B Moderate Time: <7 day paper mask
Expertise: Proficient video display
Equipment: Special (with movement)

Level C Difficult Time: >7 day 3D mask
Expertise: Expert theatrical mask

Equipment: Bespoke HD video

perceptions of safety as impacts of Coronavirus [84]. Almost all modern smartphones

and surveillance devices deploy facial recognition as multi-factor security for device ac-

cess control, personal data security, online financial services and payment authentication.

However, the vulnerability of facial recognition-based biometrics to Presentation Attacks

(PA) (as known as spoofing) causes a significant challenge to their usability as they cannot

assess real user physical presence in unsupervised settings. Thus liveness detection is an

essential step of facial recognition-based biometrics.

a b c

Figure 7: PA with hyper-realistic masks: a [1], b [24], and c [9].
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The Fast Identity Online (FIDO) Alliance [150] has considered three levels of PA

scenarios for facial recognition-based biometrics to be tested, as summarized in Table 1.

Levels A and B attacks are straightforward for attackers to generate and present to biomet-

ric systems whereas Level C is more difficult to perform for attackers [138]. A Presenta-

tion Attack Detection (PAD) algorithm must detect spoofed artifacts on Levels A and B by

default for a FIDO certification. However, PAD against Level C attacks, including 3D sil-

icon masks and 3D facial models using VR, is very challenging. Several PAD techniques

have been proposed to identify liveness against Level C attacks, such as hardware-based

techniques, software-based techniques, and eye-based techniques. The hardware-based

techniques [40, 137, 158, 173, 180] require high computational overhead, extra expensive

imaging and lighting sensors (e.g., Light Field Camera (LFC) and TrueDepth camera [40])

in order to extract facial features and detect liveness accurately. The software-based tech-

niques [110,151,152,172] require high memory and computational resources and cannot

overcome sophisticated attacks. The eye-based techniques [32, 47, 49, 71, 113] require

users’ collaboration and special equipment. In addition, they are sensitive to illumina-

tion and environmental conditions and are not useful for replay attacks. Moreover, as

the quality of PA instruments (e.g., hyper-realistic masks, 3D reconstruction, and printing

technologies in Figure 7) improves and the difficulty (in terms of time, expertise, equip-

ment, and cost) of creating these artifacts decreases, achieving reliable liveness detection

with the existing techniques alone remains challenging.

This chapter introduces a novel software-based facial liveness detection approach
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named ”Apple in My Eyes (AIME),” using a challenge-response authentication proto-

col, AIME employs a screen display as the challenge and the valid corneal-specular re-

flections as the response for detecting the liveness against spoofing for mobile device

security [120–122]. As presented in Figure 6, we hypothesize and validate the idea of

”Your Eyes Show What Your Eyes See! (YES2).” Therefore, AIME generates multi-

ple security challenge patterns on the authentication screen in different sequences and

captures meaningful reflective pattern responses from the user’s eyes using the front cam-

era to distinguish real humans from spoofing attacks. We design and develop various

Machine Learning (ML) techniques to identify reflective patterns from the user’s eyes

and perform authentication, including face and eye images acquisition (Cascaded Shape

Regression (CSR) [89] and Google ML Kit [5]), corneal-specular reflections detection

(MobileNet-V2 Single Shot Detector (SSDLite) [146]), detected reflective pattern im-

ages super-resolution (Super-Resolution Convolutional Neural Network (SRCNN) [57]),

deep learning feature extraction (VGG-16 [155], ResNet-152 [74], MobileNet-V2 [146],

EfficientNet-B0 [164], DenseNet-121 [80], and Principal Component Analysis (PCA)

[30]), and classification (Support Vector Machine (SVM) [147]). We compose them in

a lightweight ML package to achieve liveness under a subsecond level delay (200 ms)

for the entire task. We also create two ML datasets, including eye images for reflection

localization and corneal reflection images for classification and learning liveness authen-

tication. We have implemented AIME as a cross-platform application to be compatible

with multiple operating systems (e.g., Android and iOS) and can, therefore, be deployed
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to various mobile and IoT devices as a multi-factor authentication alternative or as a com-

plementary software solution for eye and facial recognition-based biometrics without los-

ing the level of security.

We have performed experiments on various devices by collecting over a thousand

eye and corneal reflection images under different conditions, including daylight, dark,

indoor, outdoor, wearing glasses, and gaits (laying, sitting, walking, and standing). We

verify that AIME can detect levels A, B, and C attacks, including images and videos

displayed on a phone or tablet screen, printed-out paper images, 3D silicon masks, and

3D facial models with real-time simulations through Virtual Reality (VR) technology.

The experimental results in accuracy and performance indicate that AIME is effective

and efficient in detecting the liveness against sophisticated PAs.

The main contributions of this work include:

• A new software-based liveness detection method for mobile security is introduced

using corneal-specular reflections to automatically detect different presentation at-

tacks;

• Two types of ML datasets are collected, the eye reflection dataset for learning

corneal-specular reflection detection and the corneal-specular reflection dataset for

learning liveness authentication;

• An advanced lightweight ML package is proposed to identify corneal reflective

patterns and perform authentication;

• The proposed method is implemented as a native-like app for multiple platforms to

be deployed as a multi-factor authentication solution for eye-based biometric and
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facial recognition systems.

4.2 Proposed Architecture

The principal objective of AIME is to detect liveness by challenging and sensing

the reflective corneal-specular patterns. AIME consists of Challenge and Pattern Detec-

tion (CPD), Feature Extraction and Classification (FEC), and Data Augmentation and

Training (DAT) modules, as illustrated in Figure 25.

SVM

Training & Enrollment: 
Labeling

Authentication: 
Prediction

PCA (Dimensionality 
Reduction)

Feature Extraction 
(FE)

Reflective Patterns 

Features

Low-Dimensional 
Features

Super-Resolution 
(SR)

Reflection 
Localization (RL)

Facial (eyes) 
Landmarks 

Detection (FLD)

(b) Feature Extraction and Classification (FEC)

Augmentation:
72 images per 

pattern

(c) Data Augmentation and Training (DAT) Presentation Attack Detection (PAD)

SpoofSpoofSpoofSpoof

Challenge Face Detection

(a) Challenge and Pattern Detection (CPD)

Level (A)Level (B) Level (A)Level (C)

Figure 8: The block-diagram of AIME liveness detection method.
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4.2.1 Challenge and Pattern Detection (CPD)

The CPD module in Figure 25 (a) performs Challenge and Face Detection (CFD),

Facial Landmark Detection (FLD), Reflection Localization (RL), and Super-Resolution

(SR) functions. The CFD function displays a sequence of image patterns on the authenti-

cation screen as challenges, captures facial images using the front camera, and processes

captured facial images for identity verification. For authentication, we use a Cryptogra-

phy Secure Pseudo-Random Number Generators (CSPRNG) algorithm [22] to generate a

list of secure random numbers. It ensures that no two constant unlock attempts can obtain

the same security pattern id or the same sequence of challenge patterns appearance. A

pre-trained cascaded classifier [171] is used to identify faces in collected images. It is

capable of processing images quickly with a high detection rate. CPD is also responsi-

ble for extracting reflective pattern images from the detected facial landmark (eyes) and

generating high-resolution (HR) reflection images. FLD function in AIME is accountable

for detecting right and left eyes from facial images. RL is responsible for locating the

corneal-specular reflection images from the extracted eye images. We use manual anno-

tation software called VGG Image Annotator (VIA) [61] to annotate the corneal-specular

reflection area in eye images. Then, we train the RL model with the MobileNet-V2 as

a feature extractor and its modified version of the Single Shot Detector (SSD), known

as SSDLite. We also use the open-source TensorFlow [10] object detection API [83] to

perform the task. After we extract the reflective patterns from eye images, we use Super-

Resolution Convolutional Neural Network (SRCNN) [57] to recover HR images from the

reflective pattern regions and enhance their perceptual quality.
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4.2.2 Feature Extraction and Classification (FEC)

Using HR corneal-specular reflective pattern images extracted from the CPD mod-

ule, the FEC module in Figure 25 (b) performs Feature Extraction (FE), Principal Com-

ponent Analysis (PCA), and Support Vector Machine (SVM) functions.

The FE function is responsible for learning a new set of deep learning features

from corneal-specular reflective pattern images. It uses transfer learning to obtain fea-

tures using various pre-trained deep neural network architecture models, such as deep

convolutional network (VGG-16) [155], deep residual network (ResNet-152) [74], in-

verted residual network with linear bottlenecking features (MobileNet-V2) [146], scaled

deep convolutional network (EfficientNet-B0) [164], and densely connected convolutional

network (DenseNet-121) [80]. To determine the optimal effective feature extractor model,

we have evaluated AIME with different backbones for feature extraction to assess their

authentication accuracy and speed.

For example, VGG-16 returns the last max-pooling layer’s output by removing

the final three fully connected layers from VGG-16 with an HR RGB image of 224× 224

input. First, VGG-16 subtracts the mean RGB value from each pixel. After that, the input

image passes through a stack of convolutional layers. Eventually, VGG-16 produces a

volume shape of 25,088 (7 × 7 × 512) dimensions. When ResNet-152 deep residual net-

work architecture is used as a backbone for feature extraction, the default input image size

is 224×224 and returns a 2048-dimensional feature vector using a global average-pooling

layer. Using the MobileNet-V2 as a backbone for feature extraction takes 224 × 224 as

the default input image size. It uses the default number of filters at each layer and controls
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the width of the network, defining alpha value to 1.0 (𝛼= 1.0). MobileNet-V2 generates

a 1280-dimensional feature vector using a global average-pooling layer by removing the

fully-connected layer at the top of the network. When EfficientNet-B0 neural network

architecture is used as a backbone for feature extraction, the default input image size is

224×224 and generates a 1280-dimensional feature vector using a global average-pooling

layer. Similarly, when the densely connected convolutional network (DenseNet-121) is

used as a backbone for feature extraction, DenseNet-121 takes the default input image size

of 224 × 224 and returns a 1024-dimensional feature vector from the last global average-

pooling layer. AIME FE function uses feedforward to extract features from every network

and then applies PCA to reduce the dimensionality of the extracted feature vectors into

the optimal lower-dimensional space (64-dimensions). SVM with Radial Basis Function

(RBF) kernel [147] is used for labeling the classification at the training and enrollment

stages and making predictions for authentication.

4.2.3 Data Augmentation and Training (DAT)

The DAT module in Figure 25 (c) is accountable for creating patterns, augment-

ing corneal-specular reflection images in different reflective conditions, and generating

datasets. We first generated various challenge image patterns with a white background on

the screen to enhance the reflection image on the cornea surface. For evaluation purposes,

as shown in Figure 9, we created 15 challenge patterns, including eight black and white

shapes, four black and white alphanumeric images, and three color patterns. We then

built two types of ML datasets, eye reflection data (i.e., whole eye images that contain
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Rotation Brightness Crop Noise Saturation

Patterns (15) Reflection Mode (indoor, outdoor, dark, light)

Augmentation (72 for a pattern)

Light Dark

Outdoor

Figure 9: Reflection pattern data collection.

reflections of screen challenge patterns) and corneal reflection data (i.e., the reflection of

challenge patterns on eyes) for learning liveness authentication. We have collected eye

reflection images from diverse environments, including daylight, darkness, indoor, out-

door, wearing glasses, and various postures (lying, sitting, walking, and standing). We

have used the AIME application to collect facial images using different challenge pat-

terns, including shapes, letters, numbers, and colors. We have built a dataset of 1,300 eye

reflection images for training the reflection location learning. We have created a dataset

of 1080 reflection pattern images for the initial training by augmenting 72 images from

every 15 patterns for classification in SVM. We have used the image data augmentation

technique to create modified versions of the enrollment images to improve the classifica-

tion model’s performance. We augment corneal-specular reflection images using rotation,
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crop, noise, saturation, and brightness variations.

4.3 Evaluations

We carried out extensive experiments using AIME cross-platform implementation

in Android, iOS, and web to evaluate its performance under real-world scenarios. We

primarily used the AIME mobile application on Samsung Galaxy S9 (SM-G960F) and

iPhone 11 to check its authentication delay and accuracy. SM-G960F screen’s size is

5.8 inches. It also comes with a 2.7 GHz Octa-Core processor, 64 GB memory, 4 GB

RAM, and a 3000 mAh battery. In addition, it has dual selfie cameras with resolutions

of 8MP and up to 30 frames per second imaging rate for the primary camera and 2MP

for the dedicated iris scanner camera. iPhone 11 comes with a screen of size 6.1 inches,

an A13 Bionic chip (with 6-core CPU, 4-core GPU, and 8-core Neural Engine), 128 GB

memory, 4 GB RAM, and a built-in rechargeable lithium-ion battery. It has a TrueDepth

front camera with 12MP resolution and an extended dynamic range for video at 30 fps,

4K video up to 60 fps, 1080p HD video at 60 fps, and auto image stabilization. We also

used the AIME web application to collect corneal-specular reflection images from the

15 patterns using Microsoft LifeCam HD-3000, which supports the resolution of 1280

by 720 pixels for video and 1280 by 800 pixels for a static image. Authentication delay

is measured as the interval between when the authentication system detects the facial

authentication event and when the system generates the result, including the time for data

collection, reflection detection and processing, feature extraction, and classification. We

set the subject-camera distance between 20 cm and 50 cm during the data collection stage.
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AIME temporarily increases its screen brightness for better reflection.

4.3.1 Performance of Reflection Detection

Microsoft LifeCam iPhone 11 Galaxy S9

Figure 10: Samples of reflection detection results.

Table 2: The reflection detector results (%) on the testing datasets.

iPhone 11 Galaxy S9 Microsoft LifeCam
mAP mAR mAP mAR mAP mAR

87.36% 88.92% 87.28% 88.38% 87.10% 89.74%

AIME uses a reflection detection model (i.e., reflection localization) to identify

the corneal-specular reflection presence (classification task) and its location (localization

task) within eye images. The reflection detection model predicts a bounding box that

surrounds the corneal-specular reflection. It then assigns a class (screen reflection) and

a confidence score to the predicted box. We primarily evaluated the reflection detection

model using mean Average Precision (mAP) and mean Average Recall (mAR) to quan-

tify how the model performed across images in our test set and at various confidence

thresholds and object size variations.

We trained MobileNet-V2 to detect corneal-specular reflections in three datasets.
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The iPhone 11 image dataset consists of 434 eye images collected by the iPhone 11 app.

We split the dataset in an 80:20 ratio. 80% (347 images) of the data were used for training

the model, while 20% (87 images) were used for validation and testing. As presented

in Table 2, the reflection detection model achieves 87.36% mAP and 88.92% mAR. We

also trained MobileNet-V2 to detect the corneal-specular reflection in the Galaxy S9 eye

images dataset, consisting of 433 eye images. We split the dataset into 80% (346 images)

for training the model and 20% (87 images) for validation and testing. The reflection

detector model obtains 87.28% mAP and 88.38% mAR. Also, we trained MobileNet-V2

to detect the corneal-specular reflection in the Microsoft LifeCam eye images dataset,

consisting of 433 eye images collected using Microsoft LifeCam HD-3000 installed on

desktop and laptop with 21 and 13-inch monitors. We split the dataset in an 80:20 ratio

as well. The reflection detector model scores 87.10% mAP and 89.74% mAR. Figure 10

shows the reflection detection sample results using iPhone 11, Galaxy S9, and Microsoft

LifeCam testing datasets. Although Microsoft LifeCam’s reflection locations are slightly

bigger than others due to the larger challenge screen size, all devices can detect explicit

reflection images.

4.3.2 Performance of Authentication with Different Backbone Models for Feature

Extraction

The primary goal of the experiments is to assess the feasibility of AIME usage on

mobile devices by checking the performance of AIME authentication accuracy and speed

on both Android and iOS. In addition, we also conducted an ablation study using vari-

ous deep neural network architectures, including VGG-16, ResNet-152, MobileNet-V2,
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EfficientNet-B0, and DenseNet-121, as backbones for feature extraction to find suitable

feature extractor models for the mobile application.

Table 3: A comparison of CPD’s average delay on Android and iOS.

Type CPD Delay (ms)
Android 203.00
iPhone 212.59

Table 4: A comparison of authentication performance using different backbone models
for feature extraction on Android and iOS.

Backbones Type FEC Delay (ms) FEC Acc

AIME (DenseNet-121)
Android 71.36
iPhone 75.61 96.00%

AIME (EfficientNet-B0)
Android 50.12
iPhone 58.13 97.00%

AIME (MobileNet-V2)
Android 43.76
iPhone 50.41 97.00%

AIME (ResNet-152)
Android 64.82
iPhone 68.31 98.00%

AIME (VGG-16) Android 56.70
iPhone 59.52 99.99%

As shown in Tables 3 and 4, we performed authentication delay experiments using

a react-native based mobile application with the TensorFlow.js react-native package on

both Samsung Galaxy S9 (SM-G960F) and iPhone 11. We collected the average delay

of CPD and FEC processes, respectively. Besides, as presented in Table 4, we used five

deep neural network architectures (VGG-16, ResNet-152, MobileNet-V2, EfficientNet-

B0, and DenseNet-121) for feature extraction. Using transfer learning to obtain deep

learning features from reflective pattern images, we reused layers from previously trained
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models on the ImageNet dataset [52] and removed the fully-connected layer at the top of

every network except VGG-16, we removed the final three fully connected layers. Then,

PCA was used to reduce the dimensionality of the extracted feature vector from every

network into lower-dimensional space (64-dimensions). Finally, we trained the SVM

classifier in the FEC module using the obtained lower-dimensional feature vectors. Five

SVM classifiers were trained using the corneal reflection training dataset (870 images)

and tested on the corneal reflection testing dataset (210 images).

Tables 3 and 4 show that CPD average delay, FEC average delay, and SVM clas-

sifiers accuracy with different feature extractors. Overall, AIME is highly effective, it

achieves over (95%) accuracy in classifying corneal reflection pattern images by using

various types of screen patterns (i.e., 15 patterns), and its average authentication delay is

less than (300 ms), which presents an insignificant performance overhead. AIME (VGG-

16) classifier’s accuracy is better than (99.9%) with an average authentication delay of

(259.70 ms) on Samsung Galaxy S9 and (272.11 ms) on iPhone 11. AIME (ResNet-

152) is the second-best in accuracy (98%), and its average authentication delays are

(267.82 ms) and (280.90 ms) on Samsung Galaxy S9 and iPhone 11, respectively. AIME

(MobileNet-V2)’s accuracy is the third-best (97%), and it has the lowest average authen-

tication delay on both Samsung Galaxy S9 (246.76 ms) and iPhone 11 (263 ms). AIME

(EfficientNet-B0)’s classifier also scores (97%) accuracy and achieves the second-lowest

average authentication delay of (253.12 ms) on Samsung Galaxy S9 and (270.72 ms) on

iPhone 11. AIME (DenseNet-121)’s accuracy is the least (96%), and its average authenti-

cation delay is the highest (274.36 ms) on Samsung Galaxy S9 and (288.20 ms) on iPhone
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Figure 11: AIME SVM classifiers’ prediction confusion matrices for corneal reflection
training dataset using different backbone models for feature extraction.
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Figure 12: AIME SVM classifiers’ prediction confusion matrices for corneal reflection
testing dataset using different backbone models for feature extraction.
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Label:1
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Figure 13: SVM classifier performance on the corneal reflection testing dataset.

11. To quantify the accuracy of our SVM classifiers, the confusion matrices in Figures 11

and 12 show the training and testing error rate. For instance, the top left-hand panels of

Figures 11 and 12 show the training and testing error rate of AIME (VGG-16), all corneal

reflective pattern images in our training and testing datasets are classified correctly by

AIME (VGG-16) SVM model.

Figure 13 shows some SVM classifier performance samples from the testing dataset.

We tested the AIME classifier with the images collected from four different modes (dark,

light, indoor, and outdoor). Besides, we tested reflections with and without glasses. Fig-

ure 13 shows six challenge patterns (1, 3, 11, 12, 14, and 15) and predictions of images

collected from different illumination conditions. For example, in challenge patterns 15
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Figure 14: Principal Components Analysis (PCA) transform of the training dataset fea-
tures using different backbone models for feature extraction. Top left: AIME (VGG-16)’s
features. Top right: AIME (ResNet-152)’s features. Bottom left: AIME (MobileNet-
V2)’s features. Bottom right: AIME (EfficientNet-B0)’s features.

and 14, we compare reflective pattern classification in indoor and outdoor modes. Our

model correctly predicts outdoor reflective pattern labels with noise reflected from the

scene. For challenge patterns 12 and 3, Figure 13 shows testing images in dark and light

modes. For challenge patterns 11 and 1, we show a comparison of patterns classification

with and without glasses. As shown in the top left-hand panel and the top right-hand

panel of Figure 14, there is clear evidence that corneal reflective pattern images with the
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same type tend to be located near each other in these two-dimensional representations

which are obtained using AIME (VGG-16) and AIME (ResNet-152). In addition, the

result of the AIME five SVM classifiers indicates that the combination of AIME deep

learning feature extractor backbones and PCA features proved to be an effective method

in corneal reflection pattern recognition. It also implies that AIME can detect liveness in

different environments and illumination conditions. Furthermore, according to Android

Profiler [18], AIME one-time power usage is trivial (i.e., 17.3mw on average), and there

is no power drain during the normal smartphone operation.

4.3.3 Evaluation of Presentation Attack Detection Scenarios

According to FIDO recommendations [11], we have evaluated AIME with three

levels of Presentation Attack Instruments (PAI) scenarios in Table 1. We focus on the

effectiveness of the AIME PAD method alone without combining other face recognition

modules (e.g., turning off Face ID in iPhone 11 and Face Unlock in Samsung Galaxy S9).

4.3.3.1 Level A (Immediate) Attacks

are easy to deploy as many biometric sources such as photos (both online and

offline) are available from social media. To test a level A attack against AIME, we pre-

pared paper printouts and tablet displays of face images from the Flickr Faces HQ (FFHQ)

dataset [87]. We printed six different face samples on different surface-type papers (matte

and glossy). For the digital photo presented on a tablet screen, we prepared a few sample

images and displayed them on the ASUS Chromebook Flip C214, which has a standing

screen display size of 11.6 inches. We use both Samsung Galaxy S9 (SM-G960F) and
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Figure 15: Samples of level A (immediate) attacks, including tablet display, glossy and
matte paper printouts.
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iPhone 11 cameras for the level A scenarios. Figure 15 shows that AIME detects all level

A attacks as a spoof within about 270 ms due to the deformation and lack of complete

reflection images around the corneal area.

4.3.3.2 Level B (Moderate) Attacks

require moderate skills, special equipment, and more time to prepare. To perform

the level B attacks, we printed two URME paper surveillance masks [25] on heavy card

stock papers. We altered some of the masks by making small holes (e.g., mask (2))

and wearing glasses. We use both Samsung Galaxy S9 (SM-G960F) and iPhone 11 for

testing. As shown in Figure 16, the covered eyes in the mask (1) are classified as a spoof

(an accurate classification) due to the lack of corneal reflection for the challenging pattern.

Even if glasses can reflect some image patterns, it is still classified as a spoof because the

reflection images are not in the right reflection location. Also, the reflective patterns do

not match the challenging pattern. It is interesting to see the results of the paper mask (2).

Even if it has small eye holes, the reflections are unacceptable because the mask becomes

an obstacle blocking screen light from reaching the cornea and distorting the reflections.

4.3.3.3 Level C (Difficult) Attacks

are the most difficult attacks requiring expert skills, bespoke equipment, and a

longer time to prepare. For example, Virtual Reality (VR) based spoofing attacks require

advanced skills to obtain biometric characteristics. As shown in Figure 17, we recon-

structed a virtual 3D facial model from a single image via [85], then we used the same

approach explained in [176] to present the 3D facial model using VR system. The virtual
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Card Stock Paper Mask (1)

Mask (1)

Spoof
Execution Time: 253.50 ms 

Spoof
Execution Time: 264.70 ms 

Obtained from URME Surveillance

Figure 16: Samples of level B (moderate) attacks using 2D paper masks.
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Figure 17: VR-based spoofing attack.

3D facial model of the user is displayed on the screen of the VR device with a real-time

3D simulation. Therefore, when the device rotates and translates, the 3D face moves

accordingly. AIME is resilient against VR-based spoofing attacks since the VR device

prevents screen challenge pattern reflection. We also evaluate the level C attacks against

AIME using realistic silicone masks. As presented in Figure 18, we prepared two silicone

masks, one with eye holes and wearing glasses and the second with fake eye images cov-

ering the eye holes. The level C attacks are correctly predicted as a spoof due to the lack

of correct reflective images around the corneal area. AIME can prevent realistic silicone

masks regardless of the eye covers. Even if the eye is open to the faker’s natural eyes,

AIME can detect spoofing if face recognition is used with iris detection.
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Level C Attacks with 3D Silicone Masks

 3D Silicone Masks

Spoof
Execution Time: 265.51 ms 

Spoof
Execution Time: 275.49 ms 

Two silicone masks, one with 
eye holes and wearing glasses 
and the second with fake eye 
images covering the eye holes.

Figure 18: Level C attacks with 3D silicone masks.

4.3.4 A Comparison of Software-based PAD Methods

This section presents a comprehensive comparative analysis of different software-

based liveness detection methods based on multiple criteria (e.g., technique, type of

features, classifier, accuracy, application environment, hardware and processing require-

ments, applications, and PAD scenarios). Table 5 summarizes the comprehensive com-

parison of software-based liveness detection methods.

A passive face spoofing detection method using the micro-texture analysis was

presented in [110]. The authors used three hand-crafted feature extraction algorithms to

obtain features from facial images, including Local Binary Patterns (LBP), Gabor wavelet
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features, and Histogram of Oriented Gradients (HOG). They transformed the extracted

features vector into compact linear representations and then used linear SVM for classifi-

cation. Their method was tested using images of real subjects and high-quality photo at-

tacks recorded in different environmental and illumination conditions using conventional

webcams with a 640 × 480 pixels resolution. Their method achieved 99.99% accuracy

in detecting levels A and B attacks. However, the proposed method is less efficient in

detecting level C attack scenarios and requires high computation.

Wang et al. [172] also proposed a passive 3D face mask anti-spoofing method

by fusing texture and shape features. This method rebuilt facial depth information from

RGB images through 3D Morphable Model (3DMM) and obtained texture and geometry

feature sets using the LBP hand-crafted algorithm and deep learning model to represent

the differences between real and spoof faces. For classification, they used SVM and deep

neural network models. This method was tested using videos of real faces and mask

attacks recorded by a Microsoft Kinect sensor under controlled conditions. The proposed

method achieved 100% accuracy in detecting 3D mask attacks. However, it requires a

special camera to record depth images, such as the Microsoft Kinect sensor, which is

not applicable for liveness detection on various mobile and IoT devices. Furthermore,

the processing requires considerable memory and high computational resources, which is

consequently power-consuming.

Shao et al. [151] presented a passive 3D mask face anti-spoofing approach using

VGG-16 deep convolutional layers to obtain dynamic facial texture features caused by
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facial muscle movements, such as eye blinking and lip movements. Similarly, [152] ex-

ploited the deep dynamic texture using a joint discriminative learning model for 3D mask

spoof detection. Both [151] and [152] tested their approach using real faces and masked

faces videos recorded through the Microsoft Kinect sensor and Logitech C920 web cam-

era with the resolution of 1280 × 720. Furthermore, both approaches selected one frame

in every five consecutive frames in each input video to extract dynamic information rep-

resentation, which resulted in a 51-frame sequence. The authors in [151] used SVM

classifier and achieved 98.93% average accuracy. Likewise, [152] used SVM classifier

and achieved 97.44% average accuracy on various datasets. However, both approaches

may not be able to distinguish such subtle differences in dynamic textures of the VR-

based spoofings with various facial motion patterns and real faces. Besides, it requires

substantial memory and computational resources to process 51 frames for authentication.

In contrast, AIME uses a lightweight ML-based technique and successfully detects

levels A, B, and C sophisticated attacks such as 3D masks and VR-based spoofings using

deep learning features obtained from corneal reflective pattern images. Moreover, AIME

can identify reflective patterns and perform authentication in different environmental and

illumination conditions with high accuracy at around 200 ms using only the front camera.

4.3.5 Discussion

The primary purpose of this study is to investigate the feasibility of using corneal-

specular reflections for liveness detection in mobile and IoT devices. Our approach uses

screen display and human corneal-specular reflections as a challenge-response method
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by creating multiple screen patterns as a challenge, then detecting corneal-specular re-

flections as a response using a front camera and analyzing the reflective pattern images

using lightweight ML techniques. In summary, the findings from the experimental re-

sults include the following: AIME can detect and return corneal-specular reflection im-

ages of various screen patterns with different color and size variations. AIME achieves

very high accuracy in classifying corneal-specular reflection pattern images using various

deep neural network architectures as backbones for feature extraction, including VGG-

16 (99.99%), ResNet-152 (98.00%), MobileNet-V2 (97.00%), EfficientNet-B0 (97.00%),

and DenseNet-121 (96.00%). AIME accurately performs liveness detection in different

environments with different illumination conditions on multiple mobile devices at around

200 ms against various types of sophisticated PAs, such as paper printouts, photo dis-

play, 2D paper mask, video display, 3D mask spoofing, and VR-based spoofing. AIME

requires the user’s attention (open eyes and look at the screen) in order to authenticate.

However, it can still authenticate users passively, assuming they are holding the device in

front of their faces. Moreover, AIME’s lightweight ML package does not require signif-

icant computation overhead or costly extra sensors, making it fully integrable with other

contactless biometric authentications.

4.4 Summary

AIME is a software-based human liveness detection method, proposing and ap-

plying the notion of ”Your Eyes Show What Your Eyes See! (YES2)” for mobile device

security. As a challenge-response method for liveness of mobile authentication, AIME
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uses screen display and human corneal-specular reflection. We designed and built multi-

ple Machine Learning (ML) functions to identify reflective patterns and perform authenti-

cation, including eye image acquisition, reflection image augmentation, super-resolution,

feature extraction, and classification. We have also created a couple of ML datasets (e.g.,

eye images for reflection localization and corneal reflection images for super-resolution

and classification) for learning liveness authentication. We have built a lightweight ML

package for Android, iOS, and web applications. We have demonstrated that AIME pro-

vides an accurate and efficient PAD using only a front-facing camera, without using any

infrared or depth sensors, through extensive experiments under diverse conditions. AIME

has a broad applicability, as it can be used either as a stand-alone human liveness detec-

tion app or for various mobile and IoT device apps as a complementary software solution

for touchless biometric systems.
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PART 3

HUMAN VISUAL DEEPFAKE DETECTION
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CHAPTER 5

AN OVERVIEW OF DEEPFAKE

5.1 DeepFakes: The Threat to Trustworthy Visual Information

The rise of a new generation of digitally manipulated media has caught the at-

tention of researchers, policy-makers, and the public [16, 23]. Artificial intelligence (AI)

advances have enabled the production of highly convincing fake videos that depict people

doing or saying things they have never done or said before. These fabrications are com-

monly referred to as ”deepfakes,” a term coined from ”deep learning” and ”fake” [118].

DeepFakes can be defined as manipulated or synthetic media that seem authentic

and feature individuals who appear to say or do something they have never said or done.

They are produced using AI techniques, including machine learning and deep learning

[118].

The rapid development in the production and manipulation of synthetic media has

raised concerns about potential misuse. DeepFakes can be used to extort, harass, humili-

ate, or blackmail victims, leaving individuals, companies, and government institutions at

risk [26].

The adverse effects of DeepFakes and synthetic media go beyond the immediate

harm caused by their misuse. It leads to a loss of public trust in digital content as they

can never be sure if what they see is manipulated or not. This scenario poses a signifi-

cant challenge to democracy and national security, as DeepFakes could be used to spread
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misinformation and undermine public trust in information [23, 26].

Recently, there has been a lot of focus on synthetic media, especially DeepFakes,

due to the rapid advancements in technology. These advancements are making it increas-

ingly difficult to distinguish between real and fake content [23]. For example, Nightin-

gale et al. [132] evaluated the photorealism of AI-synthesized faces. The results indicate

that synthesis models are capable of creating faces that are indistinguishable and more

trustworthy than real faces. Additionally, the technology used to create DeepFakes is

becoming more affordable, accessible, and easy to use [23].

5.2 Trends in Deepfake and Synthetic Media Technologies

Several factors have contributed to the emergence of various trends in DeepFake

and synthetic media technologies, such as [23]:

• Access to datasets, high-quality algorithms, pre-trained models, and computing

power: The computer vision community has developed large datasets of facial im-

ages to train machine learning algorithms like Generative Adversarial Networks

(GANs) and Autoencoders, which can analyze a set of images and generate new

ones with high quality. Additionally, pre-trained models are shared among deep-

fake creators, eliminating the need for training models on datasets and computing

power. Furthermore, cloud computing services have made it possible to train ma-

chine learning algorithms at a much lower cost than before, making it easier to cre-

ate high-quality DeepFake. Even a regular computer or smartphone with internet

access can now achieve this purpose.
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• The latest advancements in mobile connectivity networks: 5G connectivity offers

increased bandwidth, enabling users to stream and view high-quality video con-

tent, transforming the media landscape to evolve in the direction of user-generated

content.

• The availability of 3D sensors in the latest generation of consumer devices: 3D

sensors can capture 3D information of entire scenes and scan objects. This can

be beneficial for the creators of DeepFakes as they can obtain 3D data to generate

high-quality media.

• Increased image forensics and DeepFake detection capabilities: The use of Deep-

Fake detection technologies helps to enhance the quality of DeepFake. By provid-

ing feedback to the algorithms used to create DeepFakes, detectors assist in improv-

ing their learning capacity.

Therefore, these factors lead to several trends in DeepFake and synthetic media

technologies [23]. For instance, with the advent of 5G and cloud computing, users are

now able to manipulate video streams in real-time. This opens up possibilities for the

application of Deepfake technologies in video conferencing, live-streaming services, and

television [23]. In addition, the growing demand for AI-generated media has led to the

creation of supply and demand platforms for manipulated content. These marketplaces

allow users to request DeepFake videos and images [7, 17, 136]. Furthermore, the easy

access to advanced computing and algorithms has caused a rise in DeepFake technology

availability. These technologies are easily accessible and come with guides, making them
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easy to use for those with technical expertise [7]. There are also user-friendly smartphone

apps available that require no technical knowledge [20, 28]. Even chatbots on platforms

like Telegram have been known to produce DeepFake images, including ones that exploit

women and minors [23]. Moreover, the utilization of photorealistic 3D avatar technology

in combination with AI-based deepfake technology holds significant potential for various

applications. This powerful combination can enable the creation of highly realistic and

lifelike virtual representations of individuals, which can be utilized for a wide range of

purposes, including entertainment and online education and training [125]. Finally, Deep-

Fake creators are now focusing on developing algorithms that can generate high-quality

output with minimal input. For example, some algorithms can generate videos based on a

single picture of the target or produce audio speeches resembling the target’s voice based

on only a few seconds of audio. This means that large amounts of visual data of a specific

person are no longer necessary, making anyone with only a small number of audio-visual

representations on the internet a potential target [23].
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CHAPTER 6

DEEPFAKE DETECTION LITERATURE REVIEW

In this chapter, first, we discuss DeepFake creation techniques. Next, we briefly

present the current DeepFake detection datasets available. Then, we review notable re-

lated DeepFake image and video detection techniques and their limitations.

6.1 DeepFake Creation Techniques

The existing human visual DeepFake creation techniques can be classified into

four categories: Face reenactment, face replacement, face editing, and face synthesis

DeepFakes [118]. Face reenactment DeepFake [67, 96, 136] uses a source person im-

age to drive the target person’s expression, mouth, gaze, pose (head position), or body

(whole-body pose). With face reenactment, an attacker can impersonate the target’s iden-

tity and control what the target can say or do. A face replacement DeepFake [7,100,133]

aims to replace a target person’s facial landmarks with that of a source person, preserving

the source person’s identity. Common types of face replacement attacks are face transfer

and face swap. A face editing DeepFake is where a target person’s attributes are added,

changed, or removed, such as modifying the target’s appearance by changing his or her

weight, ethnicity, or age. Finally, face synthesis DeepFake [86, 88] is where a Deep-

Fake image (fake identity) is generated without a target person as a basis. Using editing
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and synthesis techniques, an attacker can build a fake identity to mislead other individu-

als [118].

6.2 DeepFake Detection Datasets

We summarize DeepFake detection datasets available in Table 6. Generations of

DeepFake detection datasets are classified based on the number of frames and videos, as

presented in [56].

6.3 DeepFake Detection Techniques

There are several notable studies that proposed techniques for DeepFake detection,

using various machine learning architectures and models. The existing DeepFake detec-

tion techniques comprise deep learning-based, physical-based, and physiological-based

techniques.

6.3.1 Deep Learning-based Techniques

The deep learning-based DeepFake detection techniques trained DNN to learn

deep hierarchical features and the classifiers jointly in an end-to-end manner in order to

identify fake faces from real ones. For example, Do et al. [55] used VGG-16 neural net-

work architecture with pre-train weights of VGG-Face to detect DeepFake faces. [43, 99]

utilized luminance and chrominance color components to improve DeepFake detection.

Mansourifar et al. [111] applied one-shot learning to determine out-of-context objects that

appeared in DeepFake to distinguish synthesized faces from real ones. [112] employed in-

cremental learning for DeepFake detection. Guo et al. [69] proposed an attention-based
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approach to detect DeepFakes using inconsistency of the right and left eyes. Authors

of [124] proposed a hybrid combination of supervised and deep reinforcement learning to

improve the generalization of DeepFake detectors. [58] proposed an identity consistency

transformer DeepFake detection technique using identity consistency in the image. [143]

designed a hybrid model for video DeepFake detection using a combination of CNN and

RNN architectures to extract temporal optical flow features from video frames. In [78],

authors proposed a frame inference-based detection framework to learn the referenced

representations of the video frames and predict the future frame’s representations using an

autoregressive model and representation prediction loss. [77] proposed a pairwise learn-

ing model to distinguish the features between fake and authentic images. [181] created

multi-attentional network architecture to capture local discriminative features from mul-

tiple face regions. Nguyen et al. [126] also developed a multi-task DeepFake images de-

tection approach which performed classification and segmentation using an autoencoder

model containing an encoder and a Y-shaped decoder.

6.3.2 Physical-based Techniques

The physical-based DeepFake detection techniques concentrated on identifying

artifacts and inconsistencies between the face and the physical world, such as using il-

lumination and reflection. For instance, Matern et al. [115] detected GAN-synthesised

faces through corneal specular reflection, which are either missing or appear simplified as

a white blob.
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Hu et al. [79] proposed a DeepFake detection technique that used the inconsis-

tency of the corneal specular highlights between the two synthesized eyes, assuming that

two eyes look at the same scene, their corneal specular highlights should show high sim-

ilarities. This technique can distinguish between the real and GAN-synthesized faces

when light sources are visible to both eyes and the eyes are distant from the light source.

However, when these two conditions are defied, [79] will raise many false positives. [51]

examined the spatial, temporal, and spectral consistency of eyes and gazes in five domains

(e.g., visual domain, geometric domain, temporal domain, etc.) to classify DeepFake

videos.

6.3.3 Physiological-based Techniques

The physiological-based DeepFake detection techniques utilized the physiologi-

cal characteristics of real human faces and obvious artifacts in generated faces, such as

asymmetric faces [178], facial geometric information [161], abnormalities in the config-

uration of facial landmarks [178], eyes’ inconsistent iris color [115], and irregular pupil

shapes [68], to identify DeepFakes. However, these techniques can not generalize well

when confronting highly realistic DeepFake because they only consider single artifacts of

eyes, such as iris color, pupil shapes, or similarity of corneal reflections on both eyes. In

addition, such artifacts may not always be available due to the limitations of the images

with blurriness, low-quality images, or occlusions.
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6.3.4 DeepFake Detection on Mobile Devices

The Korea Advanced Institute of Science and Technology (KAIST) recently pro-

posed a cloud-based mobile application service called KaiCatch [13] for DeepFake detec-

tion. However, KaiCatch requires users to download the KaiCatch mobile application and

register the service to upload the images or videos to be tasted. After three to four days,

a classification result (fake or real) will be sent back to the user, and for more detailed

results sent via email, it charges $1.76 per image. Nowadays, anyone can make real-

istic DeepFake media using easy-to-use DeepFake creation mobile applications such as

Reface, Avatarify, or Wombo. Using generated DeepFake media for defamation, black-

mailing, and harming innocent individuals’ credibility, necessitates having a real-time

DeepFake detection mobile application to quickly and precisely identify forged media.

To address the limitations of the existing DeepFake detection techniques, our pro-

posed techniques, including CHIEFS, MobiDeep, READFake, and DARI, are designed

to efficiently detect sophisticated DeepFakes using specular reflection highlights from

various body parts (e.g., eyes, nose, cheeks, etc.) along with the environmental factors,

since most DeepFake creation techniques can not coordinate their fakes with the reflec-

tive components and the surrounding illumination and environmental conditions. There-

fore, unlike most existing DeepFake detection techniques, our techniques detect various

features from the specular reflection highlights, such as color components, shapes, and

textures, and check the coordination with the surrounding environmental factors such as

indoor/outdoor, bright/dark, backgrounds, and light strength.
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Table 6: DeepFake detection datasets [56].

Datasets Size Identity Methods Quality
1st Generation DeepFake Detection Datasets

DF-TIMIT [94] 960 videos (640
fake and 320

real)

43 subjects Replacement low

UADFV [178] 98 videos (49
fake and 49

real)

49 subjects Replacement low

FaceForensics++
[142]

5000 videos
(4000 fake and

1000 real)

- Replacement,
Reenactment,

Editing &
Synthesis

low

2nd Generation DeepFake Detection Datasets
Google-DF [60] 3000 fake

videos
28 subjects - low

Celeb-DF [103] 6229 videos
(5639 fake and

590 real)

59 subjects Replacement,
Editing &
Synthesis

low

3rd Generation DeepFake Detection Datasets
DFFD [50] 299039 images

(240336 fake
and 58703 real)
and 4000 videos
(3000 fake and

1000 real)

- Replacement,
Reenactment,

Editing &
Synthesis

low & high

DFDC [56] 128154 videos
(104500 fake)

960 subjects Replacement,
Editing &
Synthesis

high
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CHAPTER 7

CHIEFS: CORNEAL-SPECULAR HIGHLIGHTS IMAGING FOR ENHANCING

FAKE-FACE SPOTTER

7.1 Background

The AI-fueled production and manipulation techniques of fictitious human facial

images, DeepFake, have accomplished notable advancement. Due to the sophisticated

DeepFake generation technologies [88], [95], [136], it is getting harder to distinguish

the forged images by eye. Despite many benign applications such as fun memes, vi-

sual effects, and realistic avatars, the generated fake media can be malignantly used by

spreading misinformation on social media, creating deception for identity theft, and caus-

ing manipulation on election security. Hence, DeepFake has become a pandemic risk to

authenticity, privacy, and security for our society. DeepFake detection technologies have

become essential vaccines to mitigate the possible malignant risks.

There has been a large number of research works to detect DeepFakes. For exam-

ple, [175] proposed an attention-based DeepFake detection distiller by applying frequency

domain learning and optimal transport theory in knowledge distillation to improve the

detection of low-quality DeepFake images. Le et al. [98] explored the asynchronous fre-

quency spectra of color channels to train unsupervised and supervised learning models to

identify GAN-based synthetic facial images. [166] extracted deep features from facial im-

ages using a Convolutional Neural Network (CNN). Another technique [102] checked eye
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blinking motions, which tended to be missing in DeepFake videos using the Long-Term

Recurrent Convolutional Network (LRCN). Sun et al. [161] also detected DeepFake using

facial geometric characteristics. However, previous methods lacked detection generaliza-

tion on unseen data because they were trained on datasets containing few low-quality

video frames generated with a single model and fewer subjects. In addition, eye-based

DeepFake detection techniques in [68], [79], [102], and [115] only focused on a single

artifact of eyes, either iris color, blinks, or similarity of corneal reflections on both eyes.

Hence, they failed to detect sophisticated DeepFake media.

This chapter presents a novel ML-based DeepFake detection technology named

CHIEFS (Corneal-Specular Highlights Imaging for Enhancing Fake-Face

Spotter) [119]. As shown in Figure 24, we focus on the most reflective area of a human

face, eyes, upon the hypothesis that DeepFake technologies, such as replacement and syn-

thesis, are hard to coordinate their counterfeits with the reflective components. We seek

similarity and consistency of corneal-specular highlights (CSH) with multiple surround-

ing semantics, such as illumination and environmental conditions that are hard to forge.

Thus, instead of checking a single aspect of the eyes, we extract multiple features, includ-

ing CSHs’ color components, shapes, and textures. In addition, we extract facial images

surrounding environmental factors (SEF) to check the ensemble of the reflectance with

the SEF such as indoor/outdoor, bright/dark, backgrounds, and light strength. CHIEFS

embeds the SEF into the feature extraction and classification process to detect the sym-

metricity and consistency in both eyes’ color components and reflection patterns.

As illustrated in Figure 20, CHIEFS consists of a couple of ML components,
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Figure 19: Samples of real and DeepFake facial images with their reflective elements. (a)
and (b) are both real, (c) is a DeepFake face generated using the Face Swapper online
tool [6], and facial images in (d) are GAN-based synthetic faces from [88] and [14].
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including Training Data Collection and Annotation (TDCA), Highlights and Environ-

mental Factors Detection (HEFD), and Feature Extraction, Embedding, and Classifica-

tion (FEEC). The TDCA involves creating and annotating a new dataset named CHIEFS

DeepFake Detection (CHIEFS-DFD). The CHIEFS-DFD dataset includes real and GAN-

generated DeepFake facial images annotated with various CSH and environmental infor-

mation. The HEFD detects right and left CSH, as well as identifies the SEF features. The

FEEC extracts features from the CSH images, measures the right and left corneal high-

lights consistency (CHC), embeds additional SEF features, and classifies the input facial

images as fake or real. We use Siamese Convolutional Neural Networks (SCNN) with

various configurable neural network backbones, including ResNet-50-V2 [74], VGG-

16 [155], Xception [45], and DenseNet-201 [80], for the feature extraction. We have

conducted experiments with various GAN-generated DeepFake datasets to validate the

accuracy of CHIEFS. The results show that CHIEFS achieves 99.00% accuracy in de-

tecting highly realistic DeepFake facial images. Further, the modular design of CHIEFS

renders itself as a complementary DeepFake detection module for any existing tools to

limit the potential harm from DeepFake.

The main contributions of this work include:

• A new facial images dataset is collected and annotated for corneal reflection seg-

mentation and DeepFake detection applications.

• A ML method is proposed to build an ensemble with various facial reflection fea-

tures instead of a single feature.
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• We study the impact of environmental factors on reflectance by collecting various

parameters such as color and illumination conditions.

• We made modular designs for feature extraction and embedding to make it portable

to other existing tools as a complementary solution module.

7.2 Proposed Architecture

(c). Feature Extraction, Embedding, and Classification (FEEC)

SCNN Features

EDS: Euclidean Distance Score 
CDS: Cosine Distance Score

Deep Neural Network Backbones
(e.g., VGG-16, ResNet-50-V2, etc.)

(a). Training Data Collection and Annotation (TDCA)

Data Annotation

Input
(b). Highlights and 

Environmental 
Factors Detection 

(HEFD)

SEF Feature Extraction

IO LL LS

I Mid 0.474

CSH Detection

Left CSH

Right CSH

Feature Extraction

SCNN 1

SCNN  2

Reflection Shape Similarity 
(RSS) Measure

EDS

CDS

ReLU ( )

ReLU ( )

Embedding Function

Similarity Measures

EDS’

CDS’

SEF Features

IO’ LS’LL’

Classification

BatchNormalization ( )

FC (128)

BatchNormalization ( )

ReLu ( )

FC (2, Softmax)

Real

DeepFake

Output

SCNN 1 
Features

SCNN 2 
Features

IO’: indoor or outdoor
LL’: light level
LS’: light strength FC (128)

BatchNormalization ( )

ReLu ( )

FC (128)

BatchNormalization ( )

ReLu ( )

Data Collection

Figure 20: The CHIEFS architecture block-diagram.
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CHIEFS is an ML-based DeepFake detection technology that analyzes facial im-

ages’ corneal-specular highlights consistency (CHC) and checks the ensemble of the high-

lights with multiple surrounding environmental factors (SEF). CHIEFS is designed in a

hierarchical structure, and its components are separated into three modules. Training

Data Collection and Annotation (TDCA), Highlights and Environmental Factors Detec-

tion (HEFD), and Feature Extraction, Embedding, and Classification (FEEC) modules in

Figure 20. The modular structure of CHIEFS allows agile updates of every module, like

adding new features and enhancements according to specific use cases, as well as mak-

ing CHIEFS available as a complementary DeepFake detection module for other existing

tools.

7.2.1 Training Data Collection and Annotation (TDCA)

Current DeepFake detection datasets, such as UADFV [178], FaceForensics++

[142], Celeb-DF [103], and DFDC [56] do not contain the CSH annotation or facial im-

age environmental factors information. Therefore, the main responsibility of the TDCA

module in Figure 20 (a) is to create CHIEFS-DFD dataset [3] by collecting and anno-

tating real and GAN-generated DeepFake facial images. We manually label the right and

left CSH and provide the facial image-specific SEF information using the VGG Image

Annotator (VIA) software [61]. The CHIEFS-DFD dataset contains 1,285 facial images

in high resolution. 716 real facial images were collected from different datasets, includ-

ing Flickr Faces HQ (FFHQ) dataset [87], Celeb-DF dataset, FaceForensics++ dataset,
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Figure 21: Environmental parameter samples and annotations in CHIEFS-DFD dataset.

and DFDC dataset. Additionally, 569 GAN-generated DeepFake facial images were ac-

quired from various DeepFake detection datasets and human visual DeepFake generation

tools, such as StyleGAN2 [88], StyleGAN3 [86], FSGAN [133], DeepFaceLab [136], and

FaceShifter [100].

As illustrated in Figure 30 (a), the CHIEFS-DFD dataset contains DeepFake and

real facial images in high resolutions with different environmental parameters, including

illumination conditions, background colors, indoor or outdoor settings, face pose orienta-

tions, age, ethnicity, and appearances (e.g., wearing makeup and accessories). As demon-

strated in Figure 30 (b) and Figure 30 (c), the CHIEFS-DFD-dataset contains two types of

annotations. The CSH region annotation in Figure 30 (b) defines the shapes and locations
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of CSH and classifies them into right-reflection and left-reflection classes. The Image

Annotation in Figure 30 (c) identifies the image label (either Real or DeepFake), along

with SEF, including indoor or outdoor (IO), light level (LL), and light strength (LS). The

CHIEFS-DFD dataset contains the 2,570 annotated CSH segmentation masks for 1,285

facial images (two eyes per facial image). In addition, 959 images (74.63%) are labeled

as indoor, and 362 images (28.17%) are labeled as outdoor. Furthermore, collecting and

analyzing the distribution of CHIEFS-DFD dataset facial images’ LS values (explained

in Subsection 7.2.2) results in different LL classes (806 mid images (62.72%), 258 low

images (20.07%), and 221 high images (17.19%)).

7.2.2 Highlights and Environmental Factors Detection (HEFD)

The HEFD module in Figure 20 (b) performs two major tasks, including SEF

feature extraction and CSH detection. The SEF parameters include IO, LS, and LL. We

train a MobileNet-V2 model on the Dense Indoor and Outdoor Depth (DIODE) dataset

[169] and labeled facial images from the CHIEFS-DFD dataset (total 20,420 images) to

classify the IO of an input image. To calculate the LS, we convert the input image’s

color space into a LAB format. The L channel is independent of color information in the

LAB color space and only encodes intensity. The other two channels A and B encode

color. Then, we extract the L channel and normalize it by dividing all pixel values by the

maximum pixel value to have an LS value of the input image. Using the LS value, we

identify an LL into the low, mid, and high classes (e.g., according to the LS distribution,

the LL is a low if LS is less than 0.419, high if LS is greater than 0.637, and a mid if it
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is in between). To detect the right and left reflections, we train the CSH detection model

using the MobileNetV2-SSDLite [146] to detect the bounding boxes of right and left CSH

regions and class labels.

7.2.3 Feature Extraction, Embedding, and Classification (FEEC)

Using the right and left CSH images and the SEF extracted from the HEFD mod-

ule (7.2.2), the FEEC module in Figure 20 (c) performs four primary functions, includ-

ing deep hierarchical feature extraction using Siamese Convolutional Neural Network

(SCNN) model with configurable neural network backbones, reflection shape similarity

(RSS) measure, similarity measures (RSS), environmental factors (SEF), and CSH fea-

tures embedding, and classification.

7.2.3.1 Feature Extraction:

As shown in Figure 20 (c), two SCNN models with the same weights and network

architecture receive the right and left CSH images in parallel. Various configurable neu-

ral network backbones can be used for feature extraction, including VGG-16, Xception,

ResNet-50-V2, and DenseNet-201. The two SCNN models use feedforwards to extract

features using a global max-pooling layer by removing the fully-connected layer at the

top of every network (𝑖𝑛𝑐𝑙𝑢𝑑𝑒𝑡𝑜𝑝= False). We do not need activation and classes because

we only use the backbone models for feature extraction. Then, we use the right and left

CSH features to measure RSS using euclidean and cosine distance scores.
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7.2.3.2 Reflection Shape Similarity (RSS) Measure:

CSH can be detected in various shapes, which can be deformed in different colors

according to illumination conditions and blended into the background. Furthermore, CSH

can be occluded by glasses, eyelids, or eyelashes, and only a tiny portion of the reflection

can be visible. Hence, the similarity measures of a single factor, such as the shape or

color of the CSH alone, cannot be a strong indicator for classifying DeepFake or real im-

ages. We measure the similarity scores using the extracted feature vectors, which contain

multiple features, including color, edge, and the texture of the CSH images. We measure

both Euclidean distance scores (EDS) and cosine distance scores (CDS) to statistically

compare the similarity between two extracted feature vectors and find the geometric dif-

ferences between right and left CSH images. The EDS is defined as:

𝑑 (𝐴, 𝐵) =

√√
𝑛∑︁
𝑖=1

(𝐴𝑖 − 𝐵𝑖)2 (7.1)

Where 𝑛 is the number of elements of the feature vectors, 𝐴 and 𝐵 are the corresponding

CSH image vectors. 𝑑 is a numerical value representing the Euclidean distance between

𝐴 and 𝐵. The more similar CSH images, the EDS converges to 0. We also compute CDS,

which is defined as:

cos(𝐴, 𝐵) =
∑𝑛

𝑖=1 𝐴𝑖𝐵𝑖√︃∑𝑛
𝑖=1 (𝐴𝑖)2

√︃∑𝑛
𝑖=1 (𝐵𝑖)2

(7.2)

If 𝐴 and 𝐵 are identical, the cos(𝐴, 𝐵) = 1. Otherwise, if they are completely different

cos(𝐴, 𝐵) = −1. Thus, numbers between 0 and 1 indicate a similarity score, and numbers

between −1 and 0 indicate a dissimilarity score. We applied the ReLU activation function

to the EDS and CDS to avoid vanishing gradient problems while training our classifiers.
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The output [CDS, EDS] represents the semantic similarity between the projected repre-

sentations of the two input CSH images.

7.2.3.3 Embedding Similarity Measures and Environmental Factors:

In addition to the reflection shape similarity (RSS) measure, we have designed

similarity measures and environmental factors embedding function, which takes similarity

measures [CDS, EDS], SEF features, and extracted (right and left) CSH features. Taking

[IO, LL, LS] values from the input and annotated SEF values from the TDCA during

training or from HEFD during testing, the similarity measures and environmental factors

embedding function creates adjusted SEF values such as [IO’, LL’, LS’]. Merging them

with the similarity measures [CDS’, EDS’] creates a row of mixed values [CDS’, EDS’,

IO’, LL’, LS’] as an output. Finally, it takes vectors of (right and left) CSH images features

and combines them in a vector for classification.

7.2.3.4 Classification:

As illustrated in Figure 20, the classification module classifies the input image,

either real or DeepFake, by taking features from the embedding facility. We defined

the classification network with a sequence of five blocks. The first block consists of a

single BatchNormalization layer that normalizes its inputs ([CDS’, EDS’, IO’, LL’, LS’])

by applying a transformation that maintains the mean output close to 0 and the output

standard deviation close to 1. The following three blocks are similar. Every block consists

of a sequence of a fully connected (fc) layer with 128 nodes, a single BatchNormalization

layer followed by a ReLU activation function. The BatchNormalization layer centers the
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learned features from the fully connected layer on 0, while the ReLU activation uses 0 as a

pivot to keep or drop the activated channels [46]. The fifth block consists of a concatenate

layer and a fully connected layer. The concatenate layer merges the fourth block’s output

tensor with the CSH features vector. The fully connected layer (predication layer) returns

a probability distribution with two nodes and a softmax activation function for binary

classification. A binary cross-entropy probabilistic loss function was used to compute

the cross-entropy loss between actual and predicted labels and to measure the model’s

accuracy during training and testing. Eventually, it creates a binary classification result

(either real or DeepFake).

7.3 Evaluations

We conducted extensive experiments using CHIEFS-DFD datasets to evaluate the

performance under real-world scenarios and compare the accuracy with current state-of-

the-art (SOTA) DeepFake detection methods. We demonstrate one of the environmental

parameter classification results (indoor or outdoor (IO)) and evaluate CSH regions detec-

tion. Finally, we present the classification performances with the CHIEFS-DFD datasets

using different feature extraction backbone models and various similarity measures and

environmental factors.

7.3.1 Evaluation of Indoor/Outdoor Classification

The primary purpose of this experiment is to assess the CHIEFS accuracy in clas-

sifying input facial images to either indoor or outdoor environments. We combined the

CHIEFS and DIODE datasets with training the indoor/outdoor classifier. Among the
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20,420 images, we labeled indoor (50%) and outdoor (50%) images equally and divided

16,336 images (80%) for the training set and 4,084 images (20%) for validation and test-

ing sets. We used MobileNetV2 inverted residuals and linear bottlenecks neural network

with binary cross-entropy loss function, dense layer of two nodes, and softmax activa-

tion at the top of the network to train the indoor/outdoor classifier. All images were

pre-processed and scaled between -1 and 1. We used the Glorot normal initializer from

the Keras library for the default weight initialization. We trained the model on the GPU

environment for 18 hours using the Google Colab Compute Engine (GCE) VM backend

with (NVIDIA Tesla-P100-PCIE-16GB) model for 512 iterations with an RMSprop opti-

mizer, batch size of 32, and learning rate of 0.001. The early stopping criterion was used

with patience set to 32 to stop training when a monitored metric (validation loss) stopped

improving. The indoor/outdoor classifier achieves a 94.00% success rate in predicting in-

door and outdoor images. The result indicates that CHIEFS can efficiently classify input

facial images into indoor or outdoor categories.

7.3.2 Evaluation of CSH Regions Detection

We evaluated the CHIEFS accuracy in detecting CSH regions from the facial im-

ages. We split the CHIEFS dataset (1,285 facial images containing 2,570 annotated CSH

segmentation masks) into 1,028 images (80%) for the training set and 257 images (20%)

for validation and testing sets. We used the MobileNet-V2 feature extractor model and the

Single Shot Detector (SSD) to detect and return the bounding boxes of right and left CSH

regions and class labels. We trained the CSH detection model on the GPU environment
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Table 7: Classification performance comparison on CHIEFS-DFD dataset with different
backbone models for feature extraction.

Backbone Accuracy Loss
CHIEFS (DenseNet-201) 96.00% 0.592
CHIEFS (Xception) 98.00% 0.242
CHIEFS (VGG-16) 98.75% 0.203

CHIEFS (ResNet-50-V2) 99.00% 0.160

for 6 hours using the Google Colab Compute Engine (GCE) VM backend with (NVIDIA

Tesla-P100-PCIE-16GB) model for 1,028 iterations. We use the standard RMSprop opti-

mizer by configuring decay and momentum to 0.9, the standard weight decay to 0.00004,

an initial learning rate of 0.045, a learning rate of 0.98 per epoch, and a batch size of 32.

The result demonstrates that the overall mean average precision (mAP) of detecting right

and left CSH regions is 90.53%, the right-reflection average precision (AP) is (90.81%),

and the left-reflection AP is (90.26%), both are high enough for the CSH detection task.

7.3.3 Classification Using Different Backbone Models for Feature Extraction

We evaluated the CHIEFS method with four different neural network backbones

for feature extraction, including ResNet-50-V2, VGG-16, Xception, and DenseNet-201,

using the CHIEFS-DFD dataset. After splitting the dataset with an 80:20 (training vs.

validation) ratio. We trained the models on the GPU environment using the Google Colab

Compute Engine (GCE) VM backend with (NVIDIA Tesla-P100-PCIE-16GB) model for

1,024 iterations with RMSprop optimizer, batch size of 8, and a learning rate of 1e-5. The

early stopping criterion was used with patience set to 64 epochs to stop training when a

monitored metric (validation loss) stopped improving. The results in Table 14 show the
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Figure 22: Sample of the CHIEFS-DFD testing dataset classification result.
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Table 8: Classification performance comparison with CHIEFS-DFD dataset using differ-
ent feature classifiers (i.e., CSH, CDS’, EDS’, IO’, LL’, LS’) for CHIEFS (ResNet-50-
V2).

Feature Classifiers Accuracy
[CDS’] 89.92%
[CDS’, IO’, LL’, LS’] 94.00%
[EDS’] 86.05%
[EDS’, IO’, LL’, LS’] 96.00%
[CDS’, EDS’] 91.47%
[CSH] 93.00%
[CSH, IO’, LL’, LS’] 97.00%

[CSH, CDS’, EDS’, IO’, LL’, LS’] 99.00%

classification accuracy and loss of the CHIEFS method with different backbone models

for feature extraction on the CHIEFS-DFD testing datasets. Overall, CHIEFS performs

well with different feature extractors. For example, CHIEFS (ResNet-50-V2) is the best

in both accuracy (99.00%) and loss (0.160). CHIEFS (VGG-16) is the second-best in

both accuracy (98.75%) and loss (0.203). CHIEFS (Xception) is the third-best with accu-

racy (98.00%) and loss (0.242). Finally, CHIEFS (DenseNet-201)’s accuracy is the least

(96.00%), and its loss is the highest (0.592). Figure 31 presents samples of the CHIEFS-

DFD testing dataset classification results. CHIEFS detects DeepFake images with various

face pose orientations, age, ethnicity, and appearances, such as makeup and accessories.

Results indicate that CHIEFS performs well on realistic human visual DeepFake images.

7.3.4 Classification Using Different Feature Classifiers

Using the CHIEFS-DFD dataset, we assess different feature classifiers for

CHIEFS (ResNet-50-V2). Table 15 shows that using all features, including right and left
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CSH, RSS ([CDS’, EDS’]), and SEF ([IO’, LL’, LS’]) for classification achieves the best

performance for CHIEFS (ResNet-50-V2) (99.00%) in accuracy. However, using a single

RSS feature alone, such as [CDS’] or [EDS’], results in low accuracy (around 89.92%)

with [CDS’] and (86.05%) with [EDS’]. It also demonstrates that using right and left CSH

features achieves high accuracy (93.00%) compared with other single components such

as [CDS’] and [EDS’]. When SEF features are used with the CSH features, the accuracy

improves to (97.00%). Similarly, when SEF features are used with [CDS’] and [EDS’],

the accuracy also improves to (94.00%) and (96.00%), respectively. The results indicate

that using a single feature alone is not a good idea, and combining various features can

improve performance greatly. In addition, the SEF features significantly impact accuracy

improvement.

7.4 Summary

We proposed a novel ML-based DeepFake detection technology named CHIEFS

(Corneal-Specular Highlights Imaging for Enhancing Fake-Face Spotter). We focus on

the most reflective area of a human face, eyes, using CSH images. We verified the hy-

pothesis that DeepFake technologies struggle to fake reflective components in their coun-

terfeits by using various classifiers with environmental factors embedding. We designed

and implemented feature extractors, classifiers, and embedding functions using advanced

DNN architectures and tested them with different GAN-generated DeepFake datasets.

The experimental results show that CHIEFS achieved high accuracy 99.00% in detect-

ing sophisticated GAN-generated DeepFake images. Note that the modular design of
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CHIEFS renders itself as a complementary DeepFake detection module for any existing

tools.
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CHAPTER 8

MOBIDEEP: MOBILE DEEPFAKE DETECTION THROUGH MACHINE

LEARNING-BASED CORNEAL-SPECULAR BACKSCATTERING

8.1 Background

Corneal-Specular Backscatter 
Detection (CSBD)

Feature Extraction & 
Classification (FEC)

Feature Extraction

Similarity Measures & 
Feature Embedding

Classification

      MobiDeep

Input

Training Data Annotation (TDA) 

Figure 23: MobiDeep DeepFake detection method.

DeepFake techniques generating AI-leveraged fictitious human facial images, have
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garnered increasing attention for their diverse usage scenarios. Although many benign ap-

plications such as funny jokes and visual humans, DeepFake can be malignantly used by

spying on people with fake identities over social media, creating humiliating and noncon-

sensual fake images, spreading fake news, and planning scams and financial fraud, which

becomes serious security and privacy threat in social networks. As DeepFake genera-

tion technologies have been improving sophisticatedly, it is getting difficult to differenti-

ate the falsified images by bare human eyes. Furthermore, due to the recent advancement

of the mobile DeepFake applications such as Reface [20], Avatarify [2], and Wombo [28],

making realistic DeepFake images and videos has become astonishingly easy. Tens of

millions of clips are generated every day on social networks. DeepFakes are ready to

disrupt and diminish authenticity, privacy, and security for our society and worsen when

the Internet becomes an immersive metaverse. The current DeepFake detection meth-

ods [68, 104, 161, 181] lack the transferability to unseen cases and become overfitted to

low-quality datasets due to the limited training on low-quality videos with easy-to-detect

artifacts such as shapes or visible boundaries of the fakes. Similarly, eye-based DeepFake

detection methods [79, 102, 115] cannot generalize well when confronting sophisticated

DeepFake media because they only consider single artifacts of eyes, either iris color,

blinks, or similarity of corneal reflections on both eyes. KaiCatch [13] is the most recent

DeepFake detection mobile application. However, it is a cloud-based service that takes a

few days to get a classification result. Hence, real-time DeepFake detection and limitation

technologies are essential to prevent the imaginable chaos that manipulates the incapacity

to discern DeepFake images and videos.
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(a). AI-synthesized Face

Eyes Image

Corneal-specular Backscatter Images 

(b). Source Person Face Image (c). Target Person Face Image (d). Face Swap Result 

Face Swap

DeepFake DeepFakeReal Real

Figure 24: Samples of real and DeepFake facial images with their reflective elements (the
corneal-specular backscatter images of eyes): (a) is AI-synthesized face from [88], (b)
and (c) are both real, (d) is a DeepFake face generated using the Face Swapper online
tool [6], Face Swapper replaces the target person’s (c) facial landmarks with that of a
source person (b), in the same time it preserves the source person’s (b) identity.

This chapter presents a real-time, cloudless, lightweight mobile DeepFake de-

tection technology named MobiDeep (Mobile DeepFake Detection through Machine

Learning-based Corneal-Specular Backscattering), shown in Figure 23 [123]. We hypoth-

esized that the existing DeepFake generation techniques, including replacement, editing,

and synthesis, are hard to coordinate their counterfeits with the reflective elements, as

presented in Figure 24 (a) and (d). Therefore, we focus on the most reflective area of a
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human face, corneal-specular backscatter images of eyes. We seek the similarity and con-

sistency of corneal-specular backscatters with multiple surrounding semantics, such as il-

lumination and environmental conditions that are hard to fake. Thus, we extract numerous

features, including corneal-specular backscatter images’ color components, shapes, and

textures, instead of checking a single aspect of the eyes, such as the similarity of corneal

reflections on both eyes. Furthermore, we extract Facial Image Environmental Parameters

(FIEP) to check the ensemble of the reflectance with the surrounding environmental fac-

tors such as indoor/outdoor, bright/dark, backgrounds, and strength and direction of light.

MobiDeep embeds the FIEP into the feature extraction and classification process to detect

the symmetricity and consistency in both eyes’ color components and reflection patterns.

As illustrated in Figure 23, we have implemented a cross-platform mobile application

to evaluate the performance using various input parameters and lightweight Deep Neural

Network (DNN) architectures. MobiDeep consists of a couple of ML components, includ-

ing Training Data Annotation (TDA), Corneal-Specular Backscatter Detection (CSBD),

and Feature Extraction and Classification (FEC). CSBD detects a face area and surround-

ing scenes from the input images to identify CSB images and extracts FIEP features. FEC

extracts corneal highlight features from the CSB images, measures the CSBs symmetry

and color consistency, embeds additional FIEP features, and classifies the CSB images as

fake or real. We use Siamese Convolutional Neural Networks (SCNN) with three most

lightweight CNN backbones including MobileNet-V2 [146], EfficientNet-B0 [164], and

DenseNet-121 [80] for the feature extraction. We also create a new MobiDeep DeepFake

Detection (MobiDeep-DFD) dataset, including real and fake images to annotate it with
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various CSB information for corneal highlights segmentation. The experimental results

using MobileNet-V2 with the MobiDeep-DFD dataset show that MobiDeep achieved a

high accuracy (98.70%) and fast classification speed (less than 200 ms) in detecting so-

phisticated DeepFake images on various mobile devices.

The main contributions of this work include the following:

• A lightweight real-time mobile application is designed to cope with the cloudless

ML approach by modularizing feature extraction and embedding.

• High accuracy and fast classification speed DeepFake detection application is im-

plemented in the mobile environment.

• A high-quality DeepFake Detection dataset is collected and annotated for corneal

highlight segmentation and DeepFake detection applications.

• ML methods are proposed to build an ensemble with multiple surrounding reflective

features, and the impact of environmental factors on reflectance is evaluated.

8.2 Proposed Architecture

The principal objective of MobiDeep is to detect DeepFake by analyzing CSB

images with multiple surrounding environmental parameters. MobiDeep mainly consists

of Training Data Annotation (TDA), Corneal-Specular Backscatter Detection (CSBD),

and Feature Extraction and Classification (FEC) modules as illustrated in Figure 25.
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Figure 25: The block-diagram of MobiDeep DeepFake detection method.

8.2.1 Training Data Annotation (TDA)

The TDA module in Figure 25 (a) creates MobiDeep DeepFake Detection (MobiDeep-

DFD) dataset by collecting and annotating real and fake facial images. The MobiDeep-

DFD dataset contains the 4272 annotated corneal-specular reflection segmentation masks

for 2136 facial images (two eyes per facial image). 716 real facial images were collected

from different datasets, including 565 images from Flickr Faces HQ (FFHQ) dataset [87],
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Figure 26: Image classification and annotation.

69 images from Celeb-DF dataset, 53 images from FaceForensics++ dataset, and 29 im-

ages from DFDC dataset. Similarly, 1420 fake facial images were acquired from var-

ious DeepFake detection datasets using various DeepFake generation tools, including

569 face synthesis DeepFake images from StyleGAN2 [88], 431 images from the Celeb-

DF dataset, 369 images from the FaceForensics++ datasets, and 51 images from DFDC

dataset. As presented in Figure 26, the MobiDeep-DFD dataset contains fake and real

facial images in high and low quality with various facial image environmental param-

eters (FIEP), including illumination conditions, background colors, indoor or outdoor

settings, face poses orientations, age, ethnicity, and appearances (e.g., wearing makeup

and accessories). As illustrated in Figure 26, the MobiDeep-DFD dataset has two types
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of annotation for each facial image, including the Reflection Region Annotation to de-

fine the shapes and locations of CSB regions, classifying them into right-reflection and

left-reflection classes and the Image Annotation to identify the image label (either real or

fake), along with FIEP, including indoor or outdoor (IO), light or dark (LD), and light

strength (LS).

8.2.2 Corneal Specular Backscatter Detection (CSBD)

The CSBD module in Figure 25 (b) performs face detection, FIEP feature extrac-

tion, and CSB localization. CSBD uses a pre-trained MediaPipe Face Detection model to

locate a human face in an image and provide its associated position, size, and orientation.

CSBD is also responsible for detecting FIEP, including indoor or outdoor (IO), light or

dark (LD), and light strength (LS). We train a MobileNet-V2 model on the dense indoor

and outdoor depth (DIODE) [169] dataset and labeled facial images from the MobiDeep-

DFD dataset to classify input images into indoor or outdoor. Our indoor/outdoor dataset

includes 20420 images by merging the DIODE and MobiDeep-DFD datasets. To calcu-

late the light strength (LS) of the input facial image, first, we convert the input image

color space to LAB format. The L channel is independent of color information in the

LAB color space and only encodes lightness (intensity). The other two channels A and B

encode color. Next, we extract the L channel and normalize it by dividing all pixel values

by the maximum pixel value. Finally, it returns the input image’s mean of light strength

(LS). Analyzing the distribution of the obtained light strength values from our dataset and

using the standard deviation, we have a standard way of knowing what image has normal
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light intensity and which has high light or dark. The input image will be classified as

normal light if its mean light strength (LS) is in the range of 0.419 to 0.637, high light if

it is more than 0.637, or dark if it is less than 0.419. CSBD also detects right and left CSB

from the detected face and generates high-quality CSB images. We train the CSBD model

using the MobileNet-V2 and its modified Single Shot Detector (SSD) version, known as

SSDLite, to detect and return the bounding boxes of right and left CSB regions and class

labels.

8.2.3 Feature Extraction and Classification (FEC)

Using the right and left CSB images extracted from the CSBD module, the FEC

module in Figure 25 (c) performs feature extraction, measures similarity scores, embeds

the similarity score with FIEP, and does classification. FEC can extract features from

each CSB image by using a Siamese Convolutional Neural Network (SCNN) model with

various CNN backbones.

8.2.3.1 Feature Extraction

Table 9: Size and parameters of feature extraction backbone models.

Backbones Size (MB) Parameters
MobileNet-V2 [146] 14 3,538,984

EfficientNet-B0 [164] 29 5,330,571
DenseNet-121 [80] 33 8,062,504

ResNet-152 [73] 232 60,419,944
VGG-16 [155] 528 138,357,544
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To obtain features from the CSB images, the feature extraction model runs a couple

of SCNN models in parallel for left and right CSBs. The proposed SCNN model consists

of two identical CNNs with the same weights to extract deep learning features from the

CSB inputs. It takes various CNN backbones, including MobileNet-V2, EfficientNet-

B0, DenseNet-121, ResNet-152, and VGG-16. As shown in Table 9, we have picked

the three most lightweight neural network architectures in both the package size and the

number of parameters to cope with the resource constraints (GPU, CPU, memory, and

communication) on the mobile devices. Each SCNN module accepts an RGB image of

size 224×224 pixels from the CSBD module. Two SCNNs are both used feedforwards to

extract features using a global max-pooling layer by removing the fully-connected layer

at the top of every network (𝑖𝑛𝑐𝑙𝑢𝑑𝑒𝑡𝑜𝑝= False). We do not need activation and classes

because we only use the backbone models for feature extraction and compare their output

at the end by measuring similarity scores.

8.2.3.2 Similarity Measures

As illustrated in Figure 26, CSBs are detected in various shapes. According to

illumination conditions and background settings, the CSBs can be deformed in different

colors and blended into the background. For example, in Figure 26, CSB shapes of the left

and right eyes are different even if the person is looking in the same direction. Also, CSBs

can be occluded by glasses, eyelids, or eyelashes, and only a tiny portion of reflection can

be visible. Hence, the similarity measures of a single factor such as the CSB shape or

color on both eyes alone cannot be a strong indicator for classifying fake or real images.
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We measure the similarity scores using the extracted feature vectors, which contain mul-

tiple features, including color, edge, and the texture of the CSB images. We measure

both Euclidean distance scores (EDS) and cosine distance scores (CDS) to statistically

compare the similarity between two extracted feature vectors and find the geometric dif-

ferences between right and left CSB images. We applied the ReLU activation function

to the EDS and CDS to avoid vanishing gradient problems while training our classifiers.

The output [CDS, EDS] generated by SCNN execution represents the semantic similarity

between the projected representations of the two input CSB images. In addition to the

similarity measures, we have designed a feature embedding facility to enhance the fea-

ture classification result by applying the environmental factors (FIEP). It is a configurable

platform to add multiple embedding functions. For MobiDeep, we have implemented an

Environmental Feature Embedding (EFE) function, which takes a few FIEPs, including

indoor/outdoor (IO), light/dark (LD), and light strength (LS). As shown in Figure 26, for

simplicity, we take boolean values for IO and LD and numerical values from 0 to 1 for

LS. These FIEPs can be added and merged according to the requirements. Taking a row

of [IO, LD, LS] from the input and annotated FIEP values from the TDA, EFE create

adjusted FIEP values such as [IO’, LD’, LS’]. Merging them with the similarity measures

[CDS’, EDS’] creates a row of 5 col numerical values [CDS’, EDS’, IO’, LD’, LS’] as

an output. EFE function also takes the right and left CSB features vectors and combines

them in one vector for classification.
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8.2.3.3 Classification

As illustrated in Figure 25, the classification module finally classifies images to

either real or fake by taking a row of 5 column values [CDS’, EDS’, IO’, LD’, LS’] cre-

ated from the EFE function. We defined the classification network with a sequence of

five blocks. The first block consists of a single BatchNormalization layer that normalizes

its inputs by applying a transformation that maintains the mean output close to 0 and the

output standard deviation close to 1. The following three blocks are similar. Every block

consists of a sequence of a fully connected (fc) layer with 128 nodes, a single Batch-

Normalization layer followed by a ReLU activation function. The BatchNormalization

layer centers the learned features from the fully connected layer on 0, while the ReLU

activation uses 0 as a pivot to keep or drop the activated channels [46]. The fifth block

consists of two layers, a concatenate layer to merge the fourth block’s output tensor with

the right and left CSB features tensor, and a fully connected layer (predication layer) with

two nodes and a softmax activation function to return a probability distribution for binary

classification. A binary cross-entropy probabilistic loss function is used to compute the

cross-entropy loss between actual labels and predicted labels and measure how accurate

the model is during training and testing. Eventually, it creates a binary classification result

(either real or fake) as an output.

8.3 Evaluations

We conducted extensive experiments on the MobiDeep implementation in An-

droid, iOS, and web applications to evaluate the performance under real-world scenarios
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and compare the accuracy and speed with current state-of-the-art (SOTA) DeepFake de-

tection methods.

8.3.1 Evaluations of Execution Speed

The primary goal of the experiments is to assess the feasibility of MobiDeep us-

age on mobile devices by checking the performance of MobiDeep classification speed

on both GPU and CPU environments and find suitable feature extractor models among

MobileNet-V2, EfficientNet-B0, and DenseNet-121 for the mobile application.

Figure 27: Evaluation of testing speed with GPU and CPU using different backbone
models for feature extraction.

Figure 27 shows the testing speed on the GPU environment using the Google

Colab Compute Engine (GCE) VM backend (with NVIDIA Tesla-P100-PCIE-16GB) and

8-cores CPU. Testing batch sizes (i.e., images per step) increases, and the delay for all

models on both GPU and CPU increases. MobileNet-V2 is the fastest, and DenseNet-121

is the slowest. As presented in the left-hand panel of Figure 27 for the typical batch size of

128 images with GPU, all models can evaluate within 250 ms. In contrast, the right-hand
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panel of Figure 27 shows that with 8-core CPU, MobileNet-V2 and EfficientNet-B0 both

models can classify a batch size of 128 images in 3 seconds and 6 seconds, respectively.

The DenseNet-121 delay grows faster than other models on an 8-core CPU. MobileNet-

V2 offers the fastest evaluation speed.

Table 10: Detection speed on Android and iOS.

Backbones Type FEC Delay (ms) Total Delay (ms)

MobiDeep (DenseNet-121)
Galaxy S9 69.68 191.31
iPhone 11 72.83 197.36

MobiDeep (MobileNet-V2) Galaxy S9 45.82 167.45
iPhone 11 47.59 172.12

As shown in Table 10, we assessed the feasibility of MobiDeep on mobile de-

vices, including Android and iOS. We have built a real-time, cloudless, lightweight cross-

platform mobile application using React Native user interface software framework and

TensorFlow.js hardware-accelerated JavaScript library for deploying our ML models on

mobile devices. Samsung Galaxy S9 (SM-G960F) comes with a 2.7 GHz Octa-Core pro-

cessor, 64 GB memory, 4 GB RAM, and a 3000 mAh battery. iPhone 11 has an A13

Bionic chip (with 6-core CPU, 4-core GPU, and 8-core Neural Engine), 128 GB memory,

4 GB RAM, and a built-in rechargeable lithium-ion battery. We collected the average

execution speed of CSBD and FEC with two deep neural network feature extraction ar-

chitectures (MobileNet-V2 and DenseNet-121). MobiDeep (MobileNet-V2) has a low

average execution delay on both Samsung Galaxy S9 (167.45 ms) and iPhone 11 (172.12

ms) compared to MobiDeep (DenseNet-121)’s average execution speed was (191.31 ms)

on Samsung Galaxy S9 and (197.36 ms) on iPhone 11. MobiDeep operates efficiently
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within 200 ms on Android and iOS mobile devices with an easy-to-use, stand-alone, and

lightweight mobile application.

8.3.2 Classification Using Different Backbone Models for Feature Extraction

Table 11: Classification accuracy.

Backbones Accuracy Loss
MobiDeep (EfficientNet-B0) 91.27 0.185
MobiDeep (DenseNet-121) 97.35 0.053
MobiDeep (MobileNet-V2) 98.70 0.029

The primary goal of the experiments is to assess the feasibility of MobiDeep us-

age on mobile devices by checking the performance of MobiDeep classification accuracy

with various feature extractor models. As shown in Table 14, we used the three most

lightweight CNN backbones ( MobileNet-V2, EfficientNet-B0, and DenseNet-121) for

feature extraction. Three classifiers were trained on the MobiDeep-DFD training dataset

and tested on the MobiDeep-DFD testing dataset. Table 14 shows that classifier accuracy

with different feature extractors. MobiDeep is highly effective (over 90%) in detecting

DeepFake images. MobiDeep (MobileNet-V2) is the best in both accuracy (98.70%) and

loss (0.029). MobiDeep (DenseNet-121) is the second-best in both accuracy (97.35%) and

loss (0.053). Hence, MobileNet-V2 and DenseNet-121 can be used for feature extraction

without any significant difference. However, MobiDeep (EfficientNet-B0)’s accuracy is

the least (91.27%), and MobiDeep (EfficientNet-B0)’s loss is the highest (0.185). Hence,

EfficientNet-B0 may not be recommended for MobiDeep’s feature extraction.

101



8.4 Summary

This chapter presented the design and development of a real-time, cloudless, light-

weight mobile DeepFake detection technology named MobiDeep (Mobile DeepFake De-

tection through Machine Learning-based Corneal-Specular Backscattering). Focusing on

the hypothesis that the existing DeepFake methods, including replacement, editing, and

synthesis, are hard to coordinate their counterfeits with the reflective elements, MobiDeep

took a novel approach using the corneal-specular backscatter images of human eyes. It

evaluates the similarity and consistency with multiple surrounding environment features,

Facial Image Environmental Parameters (FIEP), including color components, shapes, and

textures, instead of merely checking the similarity between eye reflection shapes. We

have implemented a cross-platform mobile application to evaluate the performance us-

ing various input parameters and lightweight Deep Neural Network (DNN) architectures.

The experimental results show that MobiDeep achieved the high accuracy (98.70%) and

rapid detection speed (less than 200 ms) in detecting sophisticated DeepFake images us-

ing MobileNet-V2 with the MobiDeep-DFD dataset.
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CHAPTER 9

READFAKE: REFLECTION AND ENVIRONMENT-AWARE DEEPFAKE

DETECTION

9.1 Background

The AI-fueled production and manipulation techniques of fictitious human facial

images, DeepFake [118], have accomplished notable advancement. Due to the sophisti-

cated DeepFake generation technologies [88,95,136], it is getting harder to distinguish the

forged images. Despite many benign applications such as fun memes, visual effects, and

realistic avatars, the generated fake media can be malignantly used by spreading misin-

formation on social media, creating deception for identity theft, and causing manipulation

of election security. It may become a critical risk to authenticity, privacy, and security for

our society [130]. Hence, appropriate DeepFake detection technologies are essential to

mitigate potential malignant risks.

Recently, DNN-based DeepFake detection methods have been developed by ex-

tracting discriminative features from facial images. For example, [166] used Convolu-

tional Neural Network (CNN) to detect synthesis faces. [77] proposed a pairwise learn-

ing model to distinguish the features between fake and authentic images. [181] created

multi-attentional network architecture to capture local discriminative features from mul-

tiple face regions. Another technique by [161] used facial geometric information and its
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temporal characteristics to classify DeepFake videos. [48] used the photoplethysmogra-

phy optical measurement technique to monitor and examine the subtle biological signals

hidden in portrait videos and run the collected signatures through a classifier to determine

whether the video is real or fake. [51] examined the spatial, temporal, and spectral consis-

tency of eyes and gazes in five domains (e.g., visual domain, geometric domain, temporal

domain, etc.) to classify DeepFake videos. However, the existing methods suffer from

overfitting and lack of detection generalization on unseen cases because they were trained

on datasets containing few low-quality videos generated with a single model and fewer

subjects. Likewise, eye-based DeepFake detection methods [68,79,102,115] cannot gen-

eralize well when confronting sophisticated DeepFake media because they only consider

single artifacts of eyes, either iris color, blinks, or similarity of corneal specular reflections

on both eyes.

We propose a novel Reflection and Environment-Aware DeepFake (READFake)

detection technology. We focus on the similarity and consistency of specular highlights on

various body parts such as eyes, nose, cheeks, etc., as shown in Figure 28, along with mul-

tiple surrounding semantics. For example, illumination and environmental conditions are

hard to forge, upon the hypothesis that the existing DeepFake creation methods, includ-

ing reenactment, replacement, and synthesis, are hard to coordinate their counterfeits with

the reflective components along with the given environmental mapping. Originally, the

project focused on Corneal Specular Highlights (CSH) on eyes, the most reflective areas

of human faces. However, as shown in Figure 28, it may not always be available due to the

limitations of the images with blurriness, profile faces, low-quality images, and occlusions
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Figure 28: Body reflection highlights from various facial images (profile, front, open or
closed eyes).

(hair occludes one eye while leaving the other visible). We collect diverse features such as

color components, shapes, and textures from specular highlight images from various fa-

cial and body parts to check the coordination with the surrounding environmental factors,

including indoor/outdoor, bright/dark backgrounds, and light strength. As illustrated in

Figure 29, READFake consists of Machine Learning (ML) components, including Train-

ing Data Annotation (TDA), Reflections and Environmental Factors Detection (REFD),

and Feature Extraction, Embedding, and Classification (FEEC). The TDA creates and an-

notates a new DeepFake detection dataset named READFake. The READFake dataset
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includes real and DeepFake facial images annotated with various specular highlights and

environmental information. The REFD detects facial image environmental parameters

FIEP (e.g., indoor/outdoor, light level, and light strength) and identifies specular high-

lights from various body parts. The FEEC leverages various configurable neural network

backbones, including ResNet152-V2 [74], DenseNet-169 [80], EfficientNet-B1 [164],

and Inception-V3 [162] to extracts features from specular highlight images. It checks

the right and left eyes’ CSH and BSH symmetry and consistency with embeds reflections

and environmental features. We have conducted experiments with the existing DeepFake

detection datasets, including FaceForensics++ [142], Celeb-DF [103], and DFDC [56]

in addition to the READFake dataset to validate the accuracy of READFake. The re-

sults show that the accuracy (99.0%) READFake achieved is better than state-of-the-art

(SOTA) methods. Furthermore, the modular design of READFake makes it available as a

complementary DeepFake detection module for the existing tools.

The main contributions of this work include:

• A new DeepFake detection dataset is created by collecting and annotating diverse

facial images.

• A ML method is proposed to build an ensemble with various reflection features

from the diverse body and facial parts instead of a single feature from the human

eyes.

• The impact of environmental factors on reflectance is studied by collecting various

environmental information.
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• An investigation study on various SOTA DeepFake datasets and feature extractors

is performed.

• A modular design is created for feature extraction and embedding for porting to

other existing tools as a complementary module.

9.2 Proposed Architecture
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Figure 29: The READFake architecture block-diagram.

READFake is a reflection and environment-aware DeepFake detection technology

that aims to analyze specular highlights on various body parts and check the coordination
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with the surrounding environmental parameters. We design READFake in a hierarchical

structure and organize its components into three distinct modules. READFake mainly

consists of Training Data Annotation (TDA), Reflections and Environmental Factors De-

tection (REFD), and Feature Extraction, Embedding, and Classification (FEEC) modules

as illustrated in Figure 29. The proposed structure supports agile updates of each compo-

nent according to specific use cases and makes READFake available as a complementary

DeepFake detection module for other existing tools.

9.2.1 Training Data Annotation (TDA)

The current DeepFake detection datasets (e.g., UADFV, FaceForensics++, Celeb-

DF, DFFD, and DFDC) do not contain specular highlights annotation or facial image

environmental parameters information. Thus, the main responsibility of the TDA module

in Figure 29 (a) is to create READFake dataset [19] by collecting and annotating real

and DeepFake facial images. We manually label the most reflective regions on the hu-

man body, CSH, and provide facial image-specific environmental information using the

VGG Image Annotator (VIA) software [61]. The READFake dataset contains 2136 facial

images in high and low resolution. 716 real facial images were collected from different

datasets, including 565 images from Flickr Faces HQ (FFHQ) dataset [87], 69 images

from Celeb-DF dataset, 53 images from FaceForensics++ dataset, and 29 images from

DFDC dataset. We acquired 1420 DeepFake facial images from various DeepFake detec-

tion datasets and human visual DeepFake generation tools, including 569 face synthesis

DeepFake images from StyleGAN2 [88] and StyleGAN3 [86]. Also, we collected 431
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images from the Celeb-DF dataset, 369 images from the FaceForensics++ dataset with

Face2Face and FaceSwap methods, and 51 images from the DFDC dataset.

Figure 30: Environmental parameter samples and annotations in READFake dataset.

As presented in Figure 30 (a), the READFake dataset contains DeepFake and real

facial images in various resolutions with different environmental parameters, including

illumination conditions, background colors, indoor or outdoor settings, face pose ori-

entations, age, ethnicity, and appearances (e.g., wearing makeup and accessories). We

annotated the READFake dataset with 3 different types. The Body Specular Highlight
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(BSH) region annotation in Figure 30 (b) identifies highlight patterns from various reflec-

tive body regions except eyes. The CSH region annotation in Figure 30 (c) defines the

shapes and locations of CSH and classifies CSHs into right-reflection and left-reflection

classes. The Image Annotation in Figure 30 (d) identifies the image label (either Real or

Fake), along with FIEP parameters, including indoor or outdoor (IO), light level (LL),

and light strength (LS). The READFake dataset contains the 4272 annotated CSH seg-

mentation masks for 2136 facial images (two eyes per facial image). In addition, 1779

images (83.30%) are labeled as indoor, and 357 images (16.70%) are labeled as outdoor.

Furthermore, collecting and analyzing the distribution of READFake facial images’ LS

values (explained in Subsection 9.2.2) results in different LL classes (1414 mid images

(66.20%), 438 low images (20.50%), and 284 high images (13.30%)).

9.2.2 Reflections and Environmental Factors Detection (REFD)

The REFD module in Figure 29 (b) performs two major tasks, including FIEP

feature extraction and specular highlights detection. The FIEP parameters include IO,

LS, and LL. We train a MobileNet-V2 model on the Dense Indoor and Outdoor Depth

(DIODE) dataset [169] and labeled facial images from the READFake dataset to classify

the IO of an input image (totaling 20420 images). To calculate the LS, we convert the

input image’s color space into a LAB format. The L channel is independent of color

information in the LAB color space and only encodes intensity. The other two channels

A and B encode color. Then, we extract the L channel and normalize it by dividing all

pixel values by the maximum pixel value to have an LS value of the input image. Using
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the LS value, we identify an LL into the low, mid, and high classes (e.g., according to the

LS distribution, the LL is low if LS is less than 0.419, high if LS is greater than 0.637, and

a mid if it is in between). The specular highlights detection consists of BSH and CSH

detections. We train the CSH detection model using the MobileNetV2-SSDLite [146]

to detect the bounding boxes of right and left CSH regions and class labels. To identify

the BSH detection, it remaps the input image’s primary colors into HSV (hue, saturation,

value) color space dimensions. Hue specifies the angle of the color from 0 to 360 degrees,

saturation controls the amount of color used from 0 to 100 percent, and value controls the

brightness of the color from 0 (black) to 100. The BSH detection highlights the brightest

point with a high value and low saturation.

9.2.3 Feature Extraction, Embedding, and Classification (FEEC)

Using specular highlight features and FIEP extracted from the REFD module,

the FEEC module in Figure 29 (c) performs four primary functions, including deep

hierarchical feature extraction, similarity scores measure, reflections and environmental

factors embedding, and classification.

9.2.3.1 Feature Extraction

As shown in Figure 29 (c), the CNN models with the same weights and network

architecture in the FEEC module receive the right and left CSH and BSH images in paral-

lel. Various configurable neural network backbones, including ResNet152-V2, DenseNet-

169, EfficientNet-B1, and Inception-V3, are used for the feature extraction. The CNNs

use feedforwards to extract features using a global max-pooling layer by removing the
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fully-connected layer at the top of every network (𝑖𝑛𝑐𝑙𝑢𝑑𝑒𝑡𝑜𝑝= False). We do not need

activation and classes because we only use the backbone models for feature extraction.

Then, we use the right and left CSH features to measure a similarity score.

9.2.3.2 Similarity Measures

CSH can be detected in various shapes, which can be deformed in different colors

according to illumination conditions and blended into the background. Also, CSH can be

occluded by glasses, eyelids, or eyelashes, and only a tiny portion of the reflection can

be visible. Hence, the similarity measures of a single factor, such as the shape or color

of the CSH alone, cannot be a strong indicator for classifying fake or real images. We

measure the similarity scores using the extracted feature vectors, which contain multiple

features, including color, edge, and the texture of the CSH images. We measure both Eu-

clidean distance scores (EDS) and cosine distance scores (CDS) to statistically compare

the similarity between two extracted feature vectors and find the geometric differences

between right and left CSH images. We applied the ReLU activation function to the EDS

and CDS to avoid vanishing gradient problems while training our classifiers. The output

[CDS, EDS] represents the semantic similarity between the projected representations of

the two input CSH images.

The EDS is defined as:

𝑑 (𝐴, 𝐵) =

√√
𝑛∑︁
𝑖=1

(𝐴𝑖 − 𝐵𝑖)2 (9.1)
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Where 𝑛 is the number of elements of the feature vectors, 𝐴 and 𝐵 are the corre-

sponding CSH image vectors. 𝑑 is a numerical value representing the Euclidean distance

between 𝐴 and 𝐵. The more similar CSH images, the EDS converges to 0. We also

compute CDS, which is defined as:

cos(𝐴, 𝐵) =
∑𝑛

𝑖=1 𝐴𝑖𝐵𝑖√︃∑𝑛
𝑖=1 (𝐴𝑖)2

√︃∑𝑛
𝑖=1 (𝐵𝑖)2

(9.2)

If 𝐴 and 𝐵 are identical, the cos(𝐴, 𝐵) = 1. Otherwise, if they are completely

different cos(𝐴, 𝐵) = −1. Thus, numbers between 0 and 1 indicate a similarity score, and

numbers between −1 and 0 indicate a dissimilarity score.

9.2.3.3 Feature Embedding

We implemented an environmental feature embedding function, which takes sim-

ilarity measures [CDS, EDS], FIEP features and extracted (right and left) CSH and BSH

features. Taking [IO, LL, LS] values from the input and annotated FIEP values from the

TDA during training or from REFD during testing, it creates adjusted FIEP values such

as [IO’, LL’, LS’] using one hot encoding and normalization. Merging them with the

similarity measures [CDS’, EDS’], creates a row of mixed values [CDS’, EDS’, IO’, LL’,

LS’] as an output. Finally, it takes the obtained feature vectors of (right and left) CSH and

BSH images and combines them in a vector for classification.
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9.2.3.4 Classification

It classifies the real or DeepFake input image by taking features from the embed-

ding vector created by the environmental feature embedding function. We defined the

classification network with a sequence of five blocks. The first block consists of a single

BatchNormalization layer that normalizes its inputs ([CDS’, EDS’, IO’, LL’, LS’]) by

applying a transformation that maintains the mean output close to 0 and the output stan-

dard deviation close to 1. The following three blocks are similar. Every block consists of

a sequence of a fully connected (fc) layer with 128 nodes, a single BatchNormalization

layer followed by a ReLU activation function. The BatchNormalization layer centers the

learned features from the fully connected layer on 0, while the ReLU activation uses 0 as

a pivot to keep or drop the activated channels. The fifth block consists of a concatenate

layer and a fully connected layer. A concatenate layer merges the fourth block’s output

tensor with the specular highlights features vector. A fully connected layer (predication

layer) returns a probability distribution with two nodes and a softmax activation func-

tion for binary classification. A binary cross-entropy probabilistic loss function is used to

compute the cross-entropy loss between actual and predicted labels and measure the accu-

racy of the model during training and testing. Eventually, it creates a binary classification

result (either Real or DeepFake) as an output.

9.3 Evaluations

We conducted extensive experiments using various DeepFake datasets to evalu-

ate the performance under real-world scenarios and compare the accuracy with current
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SOTA DeepFake detection methods. We demonstrate one of the environmental param-

eter classification results (indoor or outdoor (IO)) and evaluate CSH regions detection.

Then, we present results with the READFake and FaceForensics++ datasets for training

and testing. Also, we show the cross-dataset classification performance evaluation results

of the READFake pre-trained model compared with the Celeb-DF and DFDC datasets,

respectively. Finally, we present the classification performances using different feature

extraction backbone models and different reflections and environmental factors.

9.3.1 Evaluation of Indoor/Outdoor Classification

The primary purpose of this experiment is to assess the READFake accuracy in

classifying input facial images to either indoor or outdoor environments. We combined the

READFake and DIODE datasets with training the indoor/outdoor classifier. Among the

20420 images, we labeled indoor (50%) and outdoor (50%) images equally and divided

16336 images (80%) for the training set and 4084 images (20%) for validation and testing

sets. We used MobileNetV2 inverted residuals and linear bottlenecks neural network with

binary cross-entropy loss function, dense layer of two nodes, and softmax activation at the

top of the network to train the indoor/outdoor classifier. All images were pre-processed

and scaled between -1 and 1. We trained the model on the GPU environment for 18 hours

using the Google Colab Compute Engine (GCE) VM backend with (NVIDIA Tesla-P100-

PCIE-16GB) model for 512 iterations with an RMSprop optimizer, batch size of 32, and

learning rate of 1e-3. The indoor/outdoor classifier achieves a 94.00% success rate in

predicting indoor and outdoor images. The result indicates that READFake can efficiently
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classify input facial images into indoor or outdoor categories.

9.3.2 Evaluation of CSH Regions Detection

We evaluated the READFake accuracy in detecting CSH regions from the facial

images. We have created a new dataset, READFake dataset [19] that includes 2136 facial

images containing 4272 annotated CSH segmentation masks. We split it into 1708 images

(80%) for the training set and 428 images (20%) for validation and testing sets. We used

the MobileNet-V2 feature extractor model and the Single Shot Detector (SSD) to detect

and return the bounding boxes of right and left CSH regions and class labels. We trained

the CSH detection model on the GPU environment for 6 hours using the Google Colab

Compute Engine (GCE) VM backend with (NVIDIA Tesla-P100-PCIE-16GB) model for

1028 iterations. We use the standard RMSprop optimizer by configuring decay and mo-

mentum to 0.9, the standard weight decay to 0.00004, an initial learning rate of 0.045,

a learning rate of 0.98 per epoch, and a batch size of 32. The result demonstrates that

the overall mean average precision (mAP) of detecting right and left CSH regions is

90.53%, the right-reflection average precision (AP) is (90.81%), and the left-reflection

AP is (90.26%), both are high enough for the CSH detection task.

9.3.3 Evaluation on READFake and FaceForensics++ Datasets

We assessed the READFake classification accuracy and compared it with other

SOTA DeepFake detection methods using the READFake and FaceForensics++ datasets.

We used ResNet152-V2 as the feature extraction backbone after splitting the READFake

dataset with an 80:20 (training vs. validation) ratio. We trained the models on the GPU
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Table 12: Accuracy comparison with SOTA methods on the READFake dataset, the FF++
dataset, and the Celeb-DF dataset. Results of some other methods are cited directly from
[44].

Methods READFake Accu 1 FF++ Accu 2 Celeb-DF AUC(%)
Capsule [128] 53.43% 96.60% 54.30%
SMIL [101] - 96.8% 56.3%
Two Branch [114] - 93.18% 73.41%
EfficientNet-B4 [39] 62.89% 99.70% 64.29%
SPSL [105] - 96.9% 72.4%
MaDD [181] 86.93% 99.8% 67.44%
CORE [131] 88.23% 99.97% 79.45%
EfficientNetV2L [124] - 99.40% 66.90%
ICT-Ref [58] - 98.56% 94.43%
Chen et al. [44] - 98.40% 67.40%

Ours (READFake) 99.00% 99.65% 72.67%

environment for 15 hours using the Google Colab Compute Engine (GCE) VM backend

with (NVIDIA Tesla-P100-PCIE-16GB) model for 352 iterations with RMSprop opti-

mizer, batch size of 8, and learning rate of 1e-5.

We tested Capsule [128], EfficientNet-B4 [39], MaDD [181], and CORE [131]

methods under the cross-dataset setup to evaluate their generalization using the READ-

Fake testing dataset. Also, we checked the FaceForensics++ training and testing datasets

as a reference for evaluating all SOTA methods with the proposed READFake classifi-

cation method. The results in Table 12 (Accu 1) demonstrate that READFake achieves

99.00% accuracy with the READFake testing datasets, which outperforms EfficientNet-

B4 [38, 39] (62.89%), Capsule [127, 128] (53.43%), and MaDD [181] (86.93%) with the

READFake testing dataset and FaceForensics++ training dataset. The results in Table 12

(Accu 2) show that the READFake classification method on the FaceForensics++ training
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Figure 31: Samples of the READFake testing dataset classification results.
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and testing datasets achieves 99.65% accuracy, which is as good as EfficientNet-B4 [39]

(99.70%), MaDD [181] (99.80%), and CORE [131] (99.97%), and much better than Two

Branch [114] (93.18%) and Capsule [128] (96.60%). The results show that the READ-

Fake classification method works well on both datasets. Figure 31 presents samples of

the READFake and FaceForensics++ testing dataset classification results. READFake

can discern DeepFake images well on realistic human facial images.

9.3.4 Cross-dataset Evaluation

Table 13: Comparison of READFake and SOTA methods with the DFDC dataset. Results
of some other methods are cited directly from [12].

Method Log loss
Good At Curve Fitting [12] 0.192
Deep Diggers [12] 0.199
WestLake [12] 0.200
Selim Seferbekov [12] 0.203
Vladislav Leketush [12] 0.228

Ours (READFake) 0.198

We conducted a cross-dataset evaluation with the Celeb-DF and DFDC datasets.

The objective is to assess the transferability of READFake in detecting DeepFake with

various public datasets. The testing results of READFake with the Celeb-DF and DFDC

datasets are compared with the SOTA DeepFake detection methods in the Area Under

the ROC Curve (AUC) and log loss scores. The results in Tables 12 (AUC) show that the

READFake AUC score is (72.67%) with the Celeb-DF testing dataset, which is the fourth-

best AUC score of all the comparing SOTA methods, behind ICT-Ref [58], CORE [131],

and Two Branch [114]. However, the ICT-Ref [58] and Two Branch [114] performances
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with the FaceForensics++ datasets were much lower than READFake (99.65%). The

results in Table 13 demonstrate that the READFake’s log loss score with the DFDC dataset

is only (0.198), which is the second-best of all compared methods with the DFDC dataset,

slightly behind Good At Curve Fitting [12] (0.192). The results demonstrate that the

proposed READFake classification method could outperform as a stand-alone detector

and enhance the existing methods as a complementary module.

9.3.5 Classification Using Different Backbone Models for Feature Extraction

Table 14: Classification performance comparison on READFake dataset with different
backbone models for feature extraction.

Backbone Accuracy Loss
READFake (Inception-V3) 96.40% 0.177
READFake (EfficientNet-B1) 97.00% 0.109
READFake (DenseNet-169) 98.80% 0.048

READFake (ResNet152-V2) 99.00% 0.011

We evaluated the READFake method with four different neural network back-

bones for feature extraction, including ResNet152-V2, DenseNet-169, EfficientNet-B1,

and Inception-V3. Table 14 shows the classification accuracy and loss with the READ-

Fake training and testing datasets. Overall, READFake performs well with different fea-

ture extractors. For example, the worst accuracy is 96.40% with READFake (Inception-

V3), and the highest loss is 0.177 with READFake (Inception-V3). READFake (ResNet152-

V2) is the best in both accuracy (99.00%) and loss (0.011).
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Table 15: Classification performance comparison with READFake dataset using modular
feature classifiers (i.e., CDS, EDS, CSH) for (Accu1 and Loss1: READFake (DenseNet-
169), Accu2 and Loss2: READFake (ResNet152-V2)).

Feature Classifiers Accu1 Loss1 Accu2 Loss2
CDS + EDS 83.64% 1.322 84.58% 0.920
CSH 85.05% 1.067 86.92% 0.914
BSH 88.79% 0.657 89.72% 0.627
CDS + EDS + FIEP 88.20% 0.642 89.71% 0.482
CSH + FIEP 89.61% 0.523 92.05% 0.433
BSH + FIEP 93.35% 0.415 94.85% 0.314

BSH + CSH + CDS + EDS + FIEP 98.80% 0.048 99.00% 0.011

9.3.6 Classification Using Different Feature Classifiers

We evaluated the contribution of different feature classifiers by combining various

modular components (CDS, EDS, CSH, BSH, and FIEP). We tested it using two top-

performing feature extractors, READFake (DenseNet-169) and READFake (ResNet152-

V2), with the READFake dataset. Table 15 shows that the best performance can be

accomplished by using all available feature classifiers of reflections and environmental

factors (BSH + CSH + CDS + EDS + FIEP) on the ResNet152-V2 (99.00% in accuracy

and 0.011 in loss) feature extraction. It demonstrates that the BSH feature achieves high

accuracy and low loss (89.72% accuracy and 0.627 loss with ResNet152-V2) compared

with other single components such as CDS, EDS, and CSH. Also, using FIEP over BSH

improves the accuracy from 89.72% to 94.85% and reduces the loss from 0.627 to 0.314.

The results indicate that using a single classifier alone is not a good idea, and combining

various modular classifiers can greatly improve performance.
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9.4 Summary

We proposed a novel Reflection and Environment-Aware DeepFake (READ-

Fake) detection technique that effectively exploits crucial and multiple factors of an im-

age. We implemented a DeepFake detection module that extracts various features from

the specular highlights of diverse body and facial parts, such as color components, shapes,

and textures, to check the coordination with the surrounding environmental factors. We

verified the hypothesis that the existing DeepFake creation methods are unsuccessful in

harmonizing their counterfeits with the reflective and surrounding components. We also

created a new READFake dataset and made it available to the research community. We

conducted extensive experiments to evaluate the performance of our method using various

input parameters and advanced Deep Neural Network (DNN) architectures on multiple

public DeepFake datasets. Our proposed READFake achieves better accuracy (99.0%)

than the SOTA methods. The modular design of READFake components makes itself use

with other DeepFake detection approaches in a complementary manner.
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CHAPTER 10

AN OVERVIEW OF MASTER FACE DICTIONARY ATTACKS

10.1 Understanding Master Face Dictionary Attacks (MFDA)

A dictionary attack is a type of cyberattack that involves trying a large number

of possible passwords or passphrases against a target system in an attempt to guess the

correct one. In the case of FRS, a dictionary attack could involve trying several different

faces in an attempt to bypass the FRS. A master face is a face image that passes face-

based identity authentication for a large portion of the population. Master face can be

used to impersonate, with a high probability of success, any user without having access

to their information [129, 154]. Master face dictionary attacks (MFDA) are a type of

attack that uses a pre-generated set of master faces to try to impersonate users on FRSs.

The attacker creates a set of master faces by generating a large number of face images

and then optimizing them to be as similar as possible to the faces of real people. Once

the master faces have been created, the attacker can then try to use them to impersonate

users on any FRS by presenting one of the master faces to the system and claiming to

be the corresponding user. MFDA are a serious threat to the security of FRSs. They

can be used to bypass FRSs that are not adequately secured, and they can be used to

impersonate users in a variety of contexts, such as accessing secure websites or buildings

[129, 154]. MFDA are particularly effective against FRS applications with the federated

learning environment on the edge and mobile devices due to the lack of computationally
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effective master face detectors.

10.2 The Technology Behind Master Face Dictionary Attacks (MFDA)

MFDA uses the power of deep learning models to create a set of master face im-

ages that never existed in the first place. Here we discuss two core advancements behind

MFDA, namely generative adversarial networks (GANs) and latent variable evaluation

(LVE) strategies, and how they further enable the generation of MFDA.

Deep learning is machine learning that applies neural networks to analyze datasets

and look for patterns with the help of neural networks. These neural networks mimic how

human brains work to learn more effectively from the data provided. Deep learning tech-

nology, paired with the availability of large face image datasets and efficient LVE strate-

gies to train the generative models, has allowed for rapid improvement of the generation

of MFDA [154].

Deep learning algorithms use neural networks to find patterns in data. Therefore,

the availability of large face image datasets is essential for a good MFDA generation

system. It needs examples to learn what the result in master face image looks like. It

will try to discover patterns in the available face image datasets and thus extract what

features are important and how they relate. That will allow it to construct a complete and

convincing master face image. The result may be more or less realistic depending on the

quality of the available face images in the datasets and the factors the algorithm uses.

The adaptation of GANs and LVE strategies made a significant leap in the quality

125



of master face images. A GAN works with two competing models: generative and dis-

criminating. The generative model creates master face images based on the available face

images in the training dataset, trying to capture the data as closely as possible to create

master face images that most closely mimic the real examples in the training dataset.

A discriminative model, which could be any FRS, then tests the results of the

generative model by measuring the similarity between the generated face images and the

real face images. The similarity between the generated face images and the real face

images can be measured using a variety of metrics. Some common metrics include the

Euclidean distance, the cosine similarity, and the structural similarity index (SSIM).

The LVE algorithm uses these scores to generate new latent vectors, and the mod-

els continuously improve until the generated master faces can have a better generalization.

This powerful method both simplifies the learning process, making it more accessible

and also improves the outcome by incorporating a mechanism designed to minimize the

chance that its generated master face images would be discriminated from authentic ones

by the FRS [154].
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CHAPTER 11

MASTER FACE DICTIONARY ATTACKS DETECTION LITERATURE REVIEW

In this chapter, first, we briefly present the current facial image generation tech-

niques. Next, we review notably related facial recognition systems. Lastly, we discuss

existing master face attacks and latent variable evaluation strategies.

11.1 Facial Image Generation

Today’s most popular application of image generation is the generation of highly

realistic faces by learning the latent visual spaces and sampling from them to generate

a new facial image interpolated from real ones. There are two main techniques for the

generation of highly realistic faces, using Variational Autoencoders (VAEs) [93, 141] or

using Generative Adversarial Networks (GANs) [66].

VAE consists of three main components: an encoder, a decoder, and a loss func-

tion. In order to generate an image with VAE, the encoder maps the input image into

a latent lower-dimensional representation space. The decoder then gets as input the la-

tent representation of the input image and outputs the probability distribution for each of

the pixels in the image. The VAE’s loss function is the negative log-likelihood with a

regularizer. The loss function is a key component of VAEs since it encourages the en-

coder to be informative and stochastic in generating new images with high similarity to

real ones. Earlier versions of VAEs tended to generate small, low-quality, blurry images.
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However, recently improved versions of VAEs [82, 140] have been developed to generate

high-resolution images.

Alternatively, GANs can generate highly realistic synthetic images by driving the

generated images to be statistically almost indistinguishable from real ones. Therefore,

a GAN model consists of a generator (decoder) network and a discriminator (adversary)

network. The generator network takes as input a random point in the latent space and

decodes it into a synthetic image. The discriminator network takes an image that could

be real or synthetic as input. Then, the discriminator predicates whether the input image

is real from the training dataset or is synthesized by the generator network. The main

objective is to fool the discriminator network by training the generator network to generate

new realistic images which the discriminator fails to distinguish from real ones. For

example, multiple GAN models (e.g., StyleGAN [87], StyleGAN2 [88], StyleGAN3 [86],

InterFaceGAN [153], Image2StyleGAN++ [29]) have been developed to generate fake

facial images with various characteristics, such as ages, expressions, backgrounds, and

viewing angles.

11.2 Facial Recognition Systems (FRS)

FRS is a technology that utilizes artificial intelligence algorithms to identify indi-

viduals based on their facial features and attributes. This technology is one of the most

demanded identification solutions for identity verification. It has constantly been evolv-

ing and being applied to new and innovative use cases, such as security and surveillance,

electronic device unlocking, and controlling access to secure areas.
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Large publicly available facial datasets are essential for the continuous advance-

ment and improvement of facial recognition technology. Today, various large facial

datasets are commonly used by researchers and developers in the field of computer vi-

sion and facial recognition to train and evaluate their algorithms, including the Labeled

Faces in the Wild (LFW) dataset [81], the MegaFace dataset [90], the WIDER Face

dataset [177], the CelebFaces Attributes (CelebA) dataset [108], the CASIA-WebFace

dataset [179], and MS-Celeb dataset [70].

Furthermore, several cutting-edge face recognition models have dominated the

field for the past few years, such as VGG-Face [135], FaceNet [148], OpenFace [37],

DeepFace [163], DeepID [160], Dlib [92], and ArcFace [53]. In addition, various simi-

larity matrices (e.g., cosine distance, euclidean distance, etc.) have been used to find the

similarity between the learned embedding face representations. Moreover, different loss

functions have been used in training face recognition models, including triplet, angular,

and contrastive loss functions. Further, the performance of face recognition models can

be assessed using different evaluation matrices, such as accuracy, false acceptance rate,

false rejection rate, and equal error rate.

Recent studies [144,154,176] showed that FRS are known to be vulnerable to sev-

eral types of adversarial attacks, such as inference attacks, reconstruction attacks, mem-

bership attacks, presentation attacks, and master face attacks, which cause significant

challenge to their usability as they can not assess real user physical presence in unsuper-

vised environments.
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11.3 Master Face Dictionary Attacks (MFDA) Generation

MFDA refers to a machine learning attack aimed to create a master or reference

face that can be used to spoof FRS. Such an attack generates a synthesized face image

similar to a large portion of a facial dataset population, fooling the FRS into misiden-

tifying the person in the generated image. [129, 154] demonstrated that it is possible to

spoof FRS at high success rates using MFDA. For example, Shmelkin et al. [154] used

StyleGAN [87] to generate nine master faces representing 40 percent of the 5,749 peo-

ple in the Labeled Faces in the Wild (LFW) dataset [81]. Next, they used the generated

master faces to spoof three different facial recognition models, including Dlib, FaceNet,

and SphereFace. They have yet to test their method against commercial FRSs. However,

MFDA poses a significant threat to the security and privacy of individuals, as they can be

used to gain unauthorized access or steal sensitive information.

Furthermore, latent variable evaluation (LVE) strategies can be used with GAN

models to evaluate the latent vector before passing it as an input into the GAN generator

model in order to generate highly realistic synthetic facial images. For instance, Nguyen

et al. [129] used the StyleGAN face generator and the Covariance Matrix Adaptation

Evolution Strategy (CMA-ES) [72] to generate high-resolution MFDA. [154] presented

a comprehensive comparison between the different latent variable evaluation strategies

for the MFDA generation task, such as the Limited-Memory Matrix Adaption Evalua-

tion Strategy (LM-MA-ES) [109], the Differential Evolution (DE) [159], the LSHADE
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algorithm with Rank-Based Selective Pressure Strategy (LSHADE-RSP) [156], the Im-

proved Multi-Operator Differential Evolution algorithm (IMODE) [145], and the Nev-

ergrad Gradient-Free Optimization algorithm (NGOpt) [106]. According to [154], LM-

MA-ES performed the best among the other evaluation strategies, which indicates that it

is appropriate for solving the high-dimensional black-box optimization problem.
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CHAPTER 12

A COUNTERMEASURE AGAINST MASTER FACE DICTIONARY ATTACKS VIA

REFLECTION-BASED IDENTIFICATION (DARI)

12.1 Background

With significant advancements in vision-based artificial intelligence (AI) tech-

nologies, Facial Recognition Systems (FRS) have emerged as one of the most practical

and viable authentication approaches. The utilization of FRS has been gaining traction in

various sectors, such as payment, access control, and security, due to their quick authen-

tication processes, and contactless and uninterrupted user interaction. However, FRS’s

accuracy and reliability are known to be vulnerable to various adversarial attacks, such

as identity theft, spoofing, and presentation attacks. Recently, Generative Adversarial

Networks (GAN) generated master face dictionary attacks (MFDA) [129,154] pose a sig-

nificant risk to FRS with the reasonably high matching ratio (40%) to multiple enrolled

face templates. MFDA is especially damaging to FRS applications with the federated

learning environment on the edge and mobile devices due to the lack of computationally

effective master face detectors. While [129] has suggested that GAN face detection meth-

ods may be able to detect MFDA, there is currently no widely accepted or implemented

MFDA countermeasure available for edge and mobile applications. Hence, developing a

lightweight and real-time MFDA detector optimized for the edge computing environment

could significantly enhance spoofing detection capabilities, ultimately enabling the more
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widespread and secure deployment of AI-based FRS in edge computing applications.

This chapter presents a novel countermeasure against Master Face Dictionary

Attacks using a Reflection-based Identification (DARI) system. DARI takes specular

reflections on different facial parts (e.g., eyes, cheeks, nose, chin, forehead, etc.) to ex-

tract their physiological characteristics, such as intensity and shape. We hypothesize that

the existing MFDAs fail to coordinate their counterfeits with the reflective elements on

each facial component and demonstrate noticeable physiological flaws on different facial

parts. Instead of assessing particular facial attributes or features, we have developed a

streamlined and sensible feature extraction network based on Vision Transformer (ViT)

technology [59]. This network can identify incongruences between specular highlights

and physiological traits by analyzing non-overlapping, minuscule segments of a facial

image. Our lightweight and low-latency approach renders it an efficient and practical

solution for facial recognition tasks. The proposed DARI model leverages the strengths

of both Convolutional Neural Networks (CNN) and ViT architectures to incorporate and

process both local and global information, ultimately improving the representation learn-

ing process from facial images with a reduced number of parameters. By fusing these two

methods, DARI effectively encodes the spatially-localized features captured by CNNs

with the global context awareness capabilities of ViT. As illustrated in Figure 32, DARI

comprises Training Data Annotation (TDA), Face Specular Highlights Detection (FSHD),

and Feature Extraction and Classification (FEC) modules. We create a new DARI dataset

with high-resolution real face and master face (MF) images. The TDA annotates the Face

Specular Highlight (FSH) regions with a range of environmental parameters to enable
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more accurate and precise analysis. For a given input image, the FSHD module can

identify various FSHs across different regions of the face by analyzing the HSV (hue,

saturation, value) color space of the pixels within the image. The FEC module employs

a lightweight ViT-based backbone model to extract features effectively from the FSH im-

ages. The extracted features are then used to classify the input image as either MFDA

or real. We have conducted extensive experiments to evaluate DARI’s performance on

public GAN-face detection datasets. The empirical results show that DARI achieves very

high accuracy ranging from 97.83% to 99.56% against state-of-the-art MFDA and fast de-

tection speed (less than 11 ms) on mobile devices. Further, the modular design of DARI

renders itself a complementary MFDA detection module for any existing FRS.

Our contributions include:

• Generating and annotating a new DARI dataset with MF and real face images for

MFDA detection.

• Exploiting reflective elements of human face to detect physiological flaws effec-

tively.

• Designing a lightweight, modular, and real-time approach to render a complemen-

tary MFDA detection module for edge and mobile FRSs.

12.2 Proposed Architecture

DARI consists of Training Data Annotation (TDA), Face Specular Highlights De-

tection (FSHD), and Feature Extraction and Classification (FEC) modules to analyze the
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Image Label

Real

Figure 32: The DARI architecture block-diagram.

semantic aspect of the MFDAs using inconsistencies among specular highlights on vari-

ous facial parts and physiological flaws of the MF images.

12.2.1 Training Data Annotation (TDA)

A large-scale benchmark dataset for evaluating GAN-based MFDA detection still

needs to be improved. First, we created a DARI dataset [15] by collecting and annotating

real-face and GAN-based MF images. The DARI dataset contains 28,620 (29.40 GB)

high-resolution facial images. Since MFDA detection is a binary classification problem,

we collected 14,310 MF images using various start-of-the-art (SOTA) GAN models, in-

cluding 6,580 images from StyleGAN, 6,580 images from StyleGAN2, and 1,150 images
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from StyleGAN3. In addition, we also collected 14,310 real-face images from diverse

datasets, including 4,770 images from the FFHQ dataset, 4,770 images from the CelebA-

HQ dataset, and 4,770 from the CelebA dataset.

Second, as presented in Figure 32 (a-1), the TDA module extracts environmental

parameters, including illumination conditions, background colors, indoor or outdoor set-

tings, face pose orientations, age, ethnicity, and appearances (e.g., wearing makeup and

accessories) from the DARI dataset images (1). Then, TDA annotates dataset images in

a couple of different types. The Face Specular Highlight (FSH) annotation in Figure 32

(a-2) identifies various highlight patterns from the reflective facial regions. The image

annotation in Figure 32 (a-3) labels the images either Real or MFDA. TDA also resizes

all images to the same 256 × 256 images. TDA applies various augmentations, including

horizontal flip, crop, and adjusting brightness and saturation to increase the diversity of

the training set.

12.2.2 Face Specular Highlights Detection (FSHD)

The FSHD module in Figure 32 (b) detects the FSH patterns from various face

parts by taking a 256× 256 RGB image as an input. First, it remaps the primary colors of

the input images into HSV (Hue (H), Saturation (S), Value (V)) color space dimensions.

H specifies the angle of the color from 0 to 360 degrees, S controls the used color amount

from 0 to 100 percent, and V maintains the brightness of the color from 0 (black) to 100.

Then, FSHD identifies the FSH regions by performing backward conversion from HSV to

BGR (RGB, revered) to highlight the brightest point with high and low saturation values.
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12.2.3 Feature Extraction and Classification (FEC)

As illustrated in Figure 32 (c), the FEC module conducts image preprocessing,

deep hierarchical feature extraction from the FSH images, and classification by employing

a lightweight ViT-based backbone model [116].

We built an input processing pipeline that standardizes the input images by rescal-

ing their values from the [0, 255] range to the [-1, 1] range. Then, it applies random

augmentation transforms during training, including contrast, brightness, horizontal flip,

crop, and zoom.

The FEC also leverages the strengths of both CNN and ViT architectures by fus-

ing the spatially-localized features captured by CNNs with the global context awareness

capabilities of ViT, ultimately improving the representation learning process from facial

images with fewer parameters. The FEC architecture is comprised of six blocks. The

first block consists of a strode 3 × 3 standard convolution, followed by one MobileNetV2

(MV2) [146] inverted residual block. The second block contains three inverted residual

MV2s for downsampling the resolution of the intermediate feature maps. The 3 to 5

blocks comprise a sequence of one inverted residual MV2 for downsampling and a Mo-

bileViT that captures local features through convolutional layers and global elements from

the small patches using a transformer block [170] with different lengths. The transformer

block learns a set of identity and reflection vectors from different facial parts simultane-

ously in a seamlessly unified model, instead of using several separate models that each

is accountable for one of the face regions. The output of the 5th block is considered

as the identity and reflection information which then is fed into the 6th block. The 6th
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block comprises a global average pooling (GAP) and fully connected layers. The GAP

layer performs downsampling, and the fully connected layer (predication layer) returns

a probability distribution with two nodes and a softmax activation function for binary

classification. A binary cross-entropy probabilistic loss function is used to compute the

cross-entropy loss between actual and predicted labels and to measure the model’s accu-

racy during training and testing. Eventually, it creates a binary classification result (either

MF or real).

All images were pre-processed and scaled between -1 and 1. We used the Glorot

normal initializer from the Keras library for the default weight initialization. We trained

all three models on the GPU environment using the Google Colab Compute Engine (GCE)

VM backend with (NVIDIA Tesla-P100-PCIE-16GB) model for 64 iterations with an

Adam optimizer, batch size of 32, a learning rate of 1e-5, and patch size of 2 × 2 for the

transformer blocks. In MV2s, we used an expansion factor of 4 for DARI (S) and DARI

(XS), except for DARI (XXS), we used an expansion factor of 2.

12.3 Evaluations

We conducted inference time and classification performance tests on DARI mod-

ules trained on three different backbone architectures (DARI (S), DARI (XS), and DARI

(XXS) in Table 16) with three distinct datasets (DARI (StyleGAN), DARI (StyleGAN2),

and DARI (StyleGAN3) in Table 17). Our evaluation study aimed to determine whether

particular combinations of backbones and datasets produce better inference time results

on resource-constrained devices and to evaluate the effectiveness of the DARI modules in
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classifying images.

Our experimental setup measured the inference time of different DARI backbones

(size and parameters) with CPU and GPU environments. A batch of 32 images was used

for GPU, while one image per batch is used for an 8-core CPU. We evaluated its clas-

sification performance on predefined image classes, including binary cross-entropy loss

function, a dense layer of two nodes, and softmax activation at the top of every network.

Table 16: Inference time with three different DARI backbones on CPU and GPU.

Backbones Size (MB) Params Inf. Time (ms)
CPU Batch Size

(1)
GPU Batch Size

(32)

DARI (S) 81.6 MB 7,040,002 10.55 ms 194 ms
DARI (XS) 32.8 MB 2,774,890 7.56 ms 146 ms

DARI (XXS) 16 MB 1,306,658 3.93 ms 126 ms

The inference time tests results are presented in Table 16. DARI (XXS), with 1.3

M parameters and 16 MB size, is the fastest network (within 4 ms) across all devices.

On the other hand, DARI (S), with 7 M parameters and 81.6 MB size, is the slowest.

All models can evaluate within 200 ms for the typical batch size of 32 images with GPU

and within 11 m for a single batch with CPU. The results have important implications for

developing and deploying lightweight DARI modules to detect MFDA in practical edge

and mobile environments.

The outcome of classification performance tests, including the classification accu-

racy, loss, false acceptance rate (FAR), and false rejection rate (FRR), are summarized in

Table 17. We observed that the DARI (S), the largest backbone, consistently outperformed

the XS and XXS backbones in all metrics on DARI (StyleGAN) and DARI (StyleGAN3)
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datasets. However, the smaller backbones, DARI (XS) or DARI (XXS), result in better

performance on DARI (StyleGAN2) dataset. Overall, our findings indicate that the clas-

sification performance is very effective (e.g., higher than 97.83 % accuracy) regardless of

the choice of backbone and dataset.

12.4 Summary

We proposed a novel technique against MFDA, called DARI, that generates and

annotates a new dataset with MFDA and real images, to detect MFDA. It uses reflective

elements to extract characteristics for MFDA detection that enables to detect noticeable

physiological flaws. We designed it as a lightweight, modular, real-time system to render

a complementary MFDA detection module for edge and mobile FRSs. The empirical

results show that DARI achieves high detection accuracy ranging from 97.83% to 99.56%

and rapid detection speed (less than 11 ms) against the current SOTA MFDAs.
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CHAPTER 13

CONCLUSIONS AND FUTURE WORK

In this dissertation, we introduced ML-CHIEFS: Machine Learning-based Corneal-

specular Highlight Imaging for Enhancing Facial Recognition Security. Based on the

hypothesis that existing facial spoofing techniques can not align their counterfeits with

reflective components, we proposed countermeasures against facial biometric presenta-

tion attacks (PA), detect DeepFakes, and identify master face dictionary attacks (MFDA)

using intelligent ML-based specular highlights detections.

For liveness detection against facial biometric PA, we introduced AIME, a software-

based human liveness detection method for mobile device security. AIME utilizes the

”Your Eyes Show What Your Eyes See! (YES2)” concept using screen display and human

corneal-specular reflection as a challenge-response method for liveness authentication.

We designed and built multiple ML functions to identify reflective patterns and perform

authentication, including eye image acquisition, reflection image augmentation, super-

resolution, feature extraction, and classification. We have also created two ML datasets

for learning liveness authentication, the eye images for reflection localization and corneal

reflection images for super-resolution and classification. We have built a lightweight ML

package for Android, iOS, and web applications. We have shown that AIME provides an

accurate and efficient PAD using only a front-facing camera and has broad applicability

for various mobile and IoT device apps, either as a stand-alone liveness detection app or
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as a complementary software solution for touchless biometric systems.

For DeepFakes detection, we proposed novel ML-based DeepFake detection tech-

nologies, including CHIEFS (Corneal-Specular Highlights Imaging for Enhancing Fake-

Face Spotter), MobiDeep (Mobile DeepFake Detection through ML-based Corneal-Specular

Backscattering), and READFake (Reflection and Environment-Aware DeepFake). CHIEFS

detects various corneal-specular and facial highlights features and checks the ensemble of

the highlights with the surrounding environmental factors. The experimental results show

that the detection accuracy increases from 86.05% when using reflection shape similar-

ity alone to 99.00% using ResNet-50-V2 DNN architecture. MobiDeep is a real-time,

cloudless, lightweight mobile application for human visual DeepFake detection. Mo-

biDeep achieved high accuracy (98.7%) and rapid detection speed in detecting sophisti-

cated DeepFake images within 200 ms. The READFake detection technique uses specular

highlights on various facial and body parts and environmental factors. We have performed

extensive experiments to evaluate the performance of READFake using various input pa-

rameters and cutting-edge DNN architectures on multiple public DeepFake datasets. The

empirical results show that READFake achieves (99.0%) accuracy in detecting DeepFake

images.

We also developed a novel countermeasure against MFDA, named a Reflection-

based Identification (DARI) system. DARI exploits specular highlights on various facial

components and physiological characteristics of a human face, as we find the existing MF-

DAs fail to coordinate their counterfeits on the reflective elements. Using a lightweight

and low-latency vision transformer, we built a feature extractor network to identify the
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inconsistencies among specular highlights and physiological characteristics in a facial

image. We conducted extensive experiments to evaluate DARI’s performance on public

GAN-face detection datasets and mobile devices. The empirical results show that DARI

achieves high detection accuracy ranging from 97.83% to 99.56% and rapid detection

speed (less than 11 ms) against SOTA MFDA.

In our future work, we will study the feasibility and integration of AIME to con-

tinuously and passively verify the user’s liveness against PA on zero-trust security authen-

tication mechanisms that repeatedly re-authenticate the user during the session, including

technologies such as video conferencing and online proctoring software. Additionally, in

conjunction with classifying DeepFake images, we intend to utilize reflective patterns to

detect the methods used in generating DeepFakes.
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rity. FPS 2022. Lecture Notes in Computer Science, vol 13877. Springer, Cham.
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[35] Aslan, Ö., Aktuğ, S. S., Ozkan-Okay, M., Yilmaz, A. A., and Akin, E. A Compre-

hensive Review of Cyber Security Vulnerabilities, Threats, Attacks, and Solutions.

Electronics 12, 6 (2023), 1333.

[36] Backes, M., Chen, T., Duermuth, M., Lensch, H. P. A., and Welk, M. Tempest in a

Teapot: Compromising Reflections Revisited. In 2009 30th IEEE Symposium on

Security and Privacy (2009), pp. 315–327.
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