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Welcome to our series, a step-by-step look
at what the University of Missouri, Health
Sciences Center (UMHSC) must do to
achieve successful implementation of
Electronic Information Security.

In order to understand the changes
taking place at UMHSC regarding
information security administration, it may
be useful to examine the patchwork of
existing and anticipated rules, regulations,
laws and industry practices impacting
information security policy formulation.

There are four primary areas of
influence on the information security
environment in UMHSC:

1. University rules and regulations,
including the various business/
operations policies and procedures as
promulgated by UM-System, UM-
Columbia campus, University
Hospitals and Clinics, and University
Physicians.

2. Federal and state laws and regulations.

3. Requirements established by JCAHO
and other accreditation organizations.

4. Customer service (patient care), and
established industry “best” practices.

The objectives of information security
are to safeguard the integrity, confidential-
ity, and availability of data (information)
maintained and transmitted by UMHSC.
Our current emphasis is on electronic
information as processed by computers.

University Rules,
Regulations, Policies and
Procedures

There are long-standing requirements
forinformation security, which are
Specified in various portions of docu-
mented policies for the University,
Campus and Health Sciences Center.
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Many of these policies and related
procedures address the paper-based systems
that are gradually being computerized with
the attendant requirements to manage new
risks resulting from this activity. Below is a
list of a few of the many, current policies
that will be revamped to meet electronic
security guidelines:
* “Acceptable Use Policy” (see hitps//
www.missouri.edu/policy/)
* “Information Security”
¢ “Confidentiality of Medical Record
Information”
* “Policies for Release of Information”
* “Patient Identification”
* “Privacy of Patient Registration
Areas”

Federal and State Laws
and Regulations

One of the most active and influen-
tial areas impacting the information
security environment for UMHSC is
recent legislative and regulatory initiative
within the Federal Government. The
primary catalyst for these influences
was enactment by Congress of the
Health Insurance
Portability and
Accountability Act
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adopted to health plans, clearing-
houses and providers.

* Establishes how the Secretary may
adopt standards.

* Mandates that standards be developed
for transactions and data elements.

* Establishes the timetable for
implementation.

HIPAA also established significant
civil and monetary penalties for a knowing
misuse of unique health identifiers and
individually identifiable health
information.

On August 12, 1998, proposed
standards were issued for comment
regarding security and electronic signature.
These standards addressed the following
areas:

* Administrative Procedures, Physical
Safeguards and Technical Security
services to guard Data Integrity,
Confidentiality, and Availability.

* Electronic Signature Requiring Use of
Digital Signature Technology.
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of 1996(HIPAA). 3

The Secretary
of Health and
Human Services is
charged with the
responsibility of
developing the standards and requirements
mandated by HIPAA.

HIPPA specified the following as part
of its legislation:

* Definition of terms.

* Applicability of any standards

Information[&=
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University rules and regulations
require following all applicable federal and
state laws, rules, regulations, and proce-
dural mandates.

Continued
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Regulatory Environment for Healthcare

Information Security (Continued)

Requirements Established
by Accreditation
Organizations

JCAHO and other accreditation
organizations expect and require that
entities follow applicable federal and statue
laws and regulations. In addition, JCAHO
specifically endorses that the standards to
be pronounced under HIPAA be followed
by accredited entities.

Customer Service and
Industry “Best” Practices
The final environmental factor

affecting UMHSC information security

policy development is the most important.
Because our “customers” are here for
medical care, that responsibility is greatly
magnified. We have this responsibility to
put the customer first. We pride ourselves
on being on the cutting edge in delivery of
medical care. That can easily be translated
into providing the ultimate in customer
service, including security over the
information that results from the relation-
ship. Properly done, UMHSC information
security policy can be used as a model by
other institutions, which supports our
effort to be leaders in delivery of inte-
grated medical services.

A Special Update on E-mail Security

from Microsofi

I addition to the new column that has started on Information Security in the last issue

of InfoSphere, we wanted to share this timely information with you as well.

“This is a special alert message to registered users of Microsoft Office, Microsoft
Outlook 98, Microsoft Internet Explorer version 4.0 or later, and Microsoft Windows 98.
We want to inform you of a security issue that affects e-mail packages including Microsoft
Outlook 98 and Microsoft Outlook Express versions 4.0 or later. Microsoft has created a
fix for this security issue, which can be downloaded from h#tp://
www.microsoft.com/security/.

“This security issue involves how e-mail software handles file attachments with
extremely long file names. When users attempt to download, open or launch a file
attachment that has a name containing more than a certain number of characters, their
action can cause the program to shut down unexpectedly. It is possible—although diffi-
cult—for a hacker to cause malicious code to be executed on a computer as a result of this
problem. However, this cannot be caused accidentally, and to date we have received no
reports of users being affected. More information on this issue can be found at https//
www.microsoft.com/security/bulletins/ms98-008.him.

“Microsoft takes security very seriously, and we know you do as well. Microsoft is
committed to ensuring that all its customers enjoy a rich, safe and secure computing
experience and developers have been working around the clock to isolate and deal with
these issues. Microsoft has provided software patches for both Outlook Express and
Outlook 98 at http://www.microsoft.com/security/.

“We strongly recommend that you
download the appropriate patch immedi-
ately. To ensure customer safety with regard
to this and other security-related issues,
Microsoft is investigating further to uncover
variants that the current patch may not
block. Microsoft will communicate
additional information about this research
as it becomes available. You can also visit
hitp://www.microsoft.com/secu-
rity/ for the latest information and
updates, and to register for the Microsoft

Security Notification Service.”

Tuesday
Noon
Seminars

September 1 TW19 HSC
Allan Roth, PhD
Medical Informatics Fellow
Digital images for telewound

care

September 8 GL-11 HSC
Jeremiah Sable, MD
Medical Informatics Fellow
Putting interactive bibliographic
databases on the Web

September 15 GL-11 HSC
Roger Herting, MD
Medical Informatics Fellow
A unified modeling language
approach to DB Scrub: A new
approach to program design

September 22 GL-11 HSC
Adam Asare
Medical Informatics Fellow
Integrating molecular diagnostic
and flow cytometric reporting
for improved longitudinal
monitoring of HIV patients

September 29 GL-11 HSC
James Andrews
Medical Informatics Fellow
Performance Measures of
Information Transfer in

Healthcare Organizations
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From the J. OHio Lottes Health Sciences Library

Keeping Current?

How is an overworked
[ y clinician, researcher or

professor to keep up

with the torrent of

information? One way

1s to be selective about
what you read. Some
ways to do that are to utilize the following
tools: SDIs, Current Contents index and
POEMS.

If you have specific topics of interest
or ongoing research, SDIs are an efficient
way to sift through the journal literature.
An SDI (Selective Dissemination of
Information) is a search strategy that you
save in a database to be run against future
updates. The beauty of this lies in the fact
that you only need to key in your search
once and save it. Then, simply re-run it
whenever the database is updated, usually
each month or quarter. The computer does
the job of separating out and retrieving
only those articles from the most current
update. Most systems, such as Ovid, allow
for SDIs. If you do not have the time to
set up an SDI and run it on a monthly
basis, the library can do it for you for a
slight charge. The results can either be
printed out on hard copy or sent to you
via e-mail. Should you do your own SDIs,
be aware that the Medical Subject
Headings are updated each year in January
and you may want to review your search
for changes in subject headings.

Another traditional method of
wading through the journal literature is to
skim the tables of contents. This can be

done from the desktop by logging into
your computer and pulling up Current
Contents through Ovid. Current Contents
1s a database of the tables of contents to
7500 + international journals covering all
disciplines. Options for limiting your
search include subject area, journal title,
authors, discipline subset or publication
types—such as reviews. When searching by
subject, keep in mind that this is treated as
a keyword search by Current Contents.
There i1s no subject specialist grouping
together articles on the same concepts
regardless of which term has been used as
there 1s for MEDLINE. This means that
you must search on all of the synonyms
for your term. For example, a search on
Decubitus Ulcers requires that you search
on the terms “Bed Sore,” “Bedsore,”
“Pressure Sore,” as well as the plural of
each. Using truncation, or wild card
symbols, such as a colon “:” can save you
some typing. If you type “Bedsore:” using
the truncation symbol, it will return both
the plural as well as the singular form of
the word. Searches can also be limited to
discipline subset by selecting a search set,
clicking on “Limit Set” and choosing CC
Edition Subsets. This allows you to restrict
your results to Clinical Medicine among
other choices such as Life Sciences.

If all of this seems too time consum-
ing, keep in mind that you can set up SDIs
to run in Current Contents so that you
only need to type in your search once. You
may also request that the Library run the

search or SDI for you.

Microsoft Outlook Status Repori

New Horizons presented their last
Outlook class on July 24. Education and
Consulting Services is now doing the
Outlook training. We are offering two
types of classes. One is the basic class that
includes information about e-mail only.
The second is an advanced class that
Provides information on the other tools in
Outlook, 1.e., calendar, notes, tasks,
Contacts, journal. We have classes sched-
uled each week from August 6 through
January 1999 (total of 67 classes). We have
Presented a total of 70 Outlook sessions to

[ —

date and have trained 752 staff. Average
attendance runs approximately 75-80
percent of capacity.

Hank Clark, Computer Project
Manager, Network Services, reports that
migration to Outlook is 63 percent done!
Over 2,500 mailboxes have been created;
the expected total is 4,050. The current
goal is to reach 70 percent completed by
the end of September. If all goes according
to plan, the project will be complete by
this December.

POEMS, or Patient Oriented
Evidence that Matters, are collected
reviews from the Journal of Family
Practice Journal Club covering 1994-to the
present. Each month, the JFP Journal Club
applies the principles of evidence-based
medicine to select 8 new articles from over
90 journals in every clinical specialty. As
stated by the editors of JFP, the articles
must have patient-oriented outcomes and
have the greatest potential to change the
way primary care clinicians practice. Also,
the articles are then critically appraised by
expert family physicians, educators and/or
pharmacologists. POEMS can be located
on the Library’s homepage from the “A-Z”
Link under “Internet Health Resources” or
directly at http://jfp.msu.edu/jclub/
Indexes/jcindex.htm.

These are some of the ways that can
be used to cope with the ever increasing
tide of information. If you have any
questions regarding the above, please call
us at 882-671417 or e-mail us at
hslrefer@showme.missouri.edu.

Ask an Information Question
Request an Interlibrary Loan
Request an Expert Search
Search MERLIN and Ovid Databases
Register for an Ovid workshop
Register for HSLNET

All of these services are available from
our website:
http://www.hsc.missouri.edu/
library.

The InfoSphere Website

www.hsc.missouri.edu/infosphere

Moo.

In a field by itself.
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Tips from Mr. PaperClip...

and His Secret Friends
Virtual Tips for Microsoft Office Users

Wont to give Mr. PaperClip a rest and
trade him in for a new helper? You can.
e Click on the “?” icon on the standard
toolbar to bring Mr. PaperClip up.
¢ Right click on Mr. PaperClip
» Follow directions to begin scrolling
through the selection of helpers

(There are several assistants to choose

from: the dot, the genius, Shakespeare

(no kidding), Mother Earth, the cat,

Powerpup and Office logo).

* When you have selected your new
office helper, click ‘ok’.

You can always bring back Mr.
PaperClip if you start to miss his funny
faces. Just use the same process as
described above and select, ‘Clippit’,
which, by the way, 1s the real name for Mr.
PaperClip.

(Please note that this process requires
the Microsoft Office CD.)

To insert a footnote or an endnote, press

ALT + CTRL + F, or ALT + CTRL + E.

Bt you have permission, you can have
Outlook automatically open another
person’s calendar or inbox when you start
Outlook. Just leave the other person’s

folder open when you exit Outlook.

Jack Hammer, Network Detective by Alan Arnold

Hey, Jack? Did you
get tangled up in that
chain letter business—
the one where 500
copies got sent to
everyone on

Campus?
Piece of my
Yeah, and | mind? No. |
flamed the bozo torched his
pretty hard, too. house.

MedLine/CINAHL/
PsycINFO/Internet

Workshop
Schedule

September
MEDLINE

CINAHL
Internet Searching
PsycINFO

October
MEDLINE

CINAHL
PsycINFO
Internet Searching

November
MEDLINE

PsycINFO
CINAHL

Internet Searching

Wednesday 9
3:30-5:00 pm
Tuesday 15
10:00-11:30 am
Wednesday 23
10:00-11:30 am
Tuesday 29
3:30-5:00 pm

Friday 2
10:00-11:30 am
Wednesday 14
3:30-5:00 pm
Thursday 15
10:00-11:30 am
Monday 19
3:30-5:00 pm

Monday 2
3:30-5:00 pm
Monday 9
3:30-5:00 pm
Thursday 12
10:00-11:30 am
Tuesday 17
10:00-11:30 am

Torched his
Gave him a litte house?!! What
piece of your were you

mind, eh?

Swell. Now you
tell me. Thanks a
lot. Now I'm
starting to feel
guilty about the art

collection . . . .

thinking?!! That's
not how you
flame someone!
Oh my God!

Aeigr sz Loy
suoo9||0 |eads
llomoH 1e1ebiepy

You can search journal literature on the
OVID system using Windows or Web.
These workshops focus on Windows; you
may request Web instructions. Enrollment
is limited to eight each. Special dates
available. Call 882-6141 or go to
http://www.hsc.missouri.edu/
library/docs/wsreg.html to register
or for more information.
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