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Abstract 

Researchers belonging to multiple institutions forming a collaborative 

environment are increasingly working with large files and datasets, which they often need 

to share for their collaboration. There is no provision in the current generation systems to 

transfer large data among collaborators in multiple institutions, without having to 

provision user credentials at some common location that all collaborators can use. 

“Dropoff” is a system for sharing large data combining several transport, storage and 

security methods to allow researchers to share large files quickly and easily for a 

specified period in a trusted environment. Dropoff is an enhanced implementation of a 

project called “Filesender” [5].  

Dropoff provides services to upload a large file from the user’s machine and send 

a download URL link for the file to recipients through email. It is enhanced to provide 

more security, administration services and additional upload/download features that are 

necessary and useful in a shared collaborative environment. The current project replaces 

the SimpleSAML authentication mechanism with a Shibboleth and X.509 certificate 

based authentication mechanism for authenticating users. It secures the download of a file 

by forcing the recipients to authenticate and thus making sure that only the intended 

recipient downloads a file. It allows the user to upload and share a file from the user’s 

data repository and download it to the data repository if one exists for that particular user. 

It also provides an implementation to have distributed administrator users such that the 

administrator can administer files belonging to the same organizational domain as the 

administrator. 
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Chapter 1. Introduction 

There is a growing need today to share computing resources and data among 

institutions and organizations for collaborative work and research. The Great Plains 

Network (GPN) is one such regional consortium of universities in the states of Arkansas, 

Kansas, Missouri, Nebraska, North Dakota, Oklahoma, and South Dakota that has 

undertaken the development of a region wide collaboration environment, utilizing 

standards-based middleware tools, to facilitate research and collaborative efforts 

throughout the region [1]. As a part of this effort the GPN has built a collaborative 

environment called a Virtual Organization that provides secure access for users to 

computing resources (biotools, applications and user data repositories [2]) using 

Shibboleth [3] based authentication and entitlement based authorization [4]. A huge 

amount of data exists in such an environment in various repositories like the user private 

data repositories, shared repositories or application repositories. Repositories consist of 

files and directories. Large data is generated, either by uploading large files by users, or 

by way of output generated by an application executing in the distributed environment.  

Users working in such a collaboration environment often need to make data 

available to other users in the environment. Hence, there is a need to have a system for 

sharing this large data in a secured environment. Currently, the way users share data in 

their data repositories, is to grant access to their private repositories and make them 

publicly accessible. Although emails have become a quick and simple means of 

communication for collaboration work, there is no provision in the current email systems 

to send large data through emails. All of the existing email systems restrict the size of the 

data that can be attached with the email. 
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Dropoff is a web based application that allows authenticated users to share 

arbitrarily large files securely and easily with other users. Dropoff is an implementation 

of a file transfer server that is modified from a system called “Filesender” [5] that was 

initially developed by AARNet1, HEAnet2, SURFnet3 and UNINETT4. It was developed 

to be useful in the higher education and research community. Dropoff allows 

authenticated users to upload and share large files with collaborators and thus facilitates 

sharing of large data for collaboration work. Dropoff stores the uploaded files in the 

system for a certain amount of time, after which Dropoff deletes them. Hence, the system 

is not a permanent file publishing platform. There are two ways to upload a file and share 

it with recipients using this application. The user, who can authenticate with the 

application, has the ability to upload and share a file. In addition, an authenticated user 

can send a one-time upload voucher to a user who cannot authenticate with the system. 

The one-time upload voucher allows the user, without an account to upload a file exactly 

one time, to present it to the user who created the voucher. Dropoff stores the uploaded 

file temporarily in the Dropoff repository and sends a URL link to the file through an 

email to the recipient. Dropoff does not attach the file to the email as is the case with a 

regular email system and thus the inbox of the recipient does not consume the space 

required for the size of the file. Dropoff provides a way for allowing users to resend, 

share with new recipients and delete an already uploaded file available in the application. 

An available file in the application is a file that is not expired. Dropoff provides an 

                                                           
1 See http://www.aarnet.edu.au/ 
2 See http://www.heanet.ie/ 
3 See http://www.surfnet.nl/en/Pages/default.aspx 
4 See https://www.uninett.no/ 
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administrator user of the service with web page listings of log statistics of available files, 

uploads and downloads, one time vouchers and errors. 

The original user authentication mechanism provided by the “Filesender” code 

uses an interface module named SimpleSAMLphp. This module uses the SAML protocol 

and the coding implements a single sign-on (SSO) service. SAML (Security Assertion 

Markup Language) is an XML-based open standard data format for exchanging 

authentication and authorization data between parties, in particular, between an identity 

provider and a service provider. However, the use of SimpleSAML poses a potential 

threat of a man-in-the-middle-attack. In the original “Filesender” code, uploads require 

authentication, but there is no provision to force authentication for downloads. It also 

does not have a provision to check that only the intended recipient downloads a file.  

To address all these issues, Dropoff is implemented to provide more security, 

administration services and additional upload/download features that are necessary and 

useful in a shared collaborative environment. Dropoff decouples the use of SimpleSAML 

for authentication from its code base. It integrates with the existing Shibboleth 

authentication mechanism [3] and a X.509 certificate based authentication mechanism [6] 

to provide authentication functionality for the application.  

There is no way to restrict the recipient of a file from forwarding the email with 

the download URL to any other user. In the original Filesender code, if the intended 

recipient of the file forwards the email with the download URL to any other user, that 

other user also gets access to the file. Dropoff does not allow an unintended recipient to 

download a file, because it identifies the intended recipient by making the recipient of the 

download URL to authenticate to the application before downloading a file. 



4 
 

Most of the researchers working in a collaborative environment like in the GPN 

VO have access to the user data repositories. The user data repositories are developed as 

a long term storage for use by GPN users. The data repository structure is explained in 

the project titled “Web-Based Data Repository in the Great Plains Network Virtual 

Organization, by Anjali Gupta [2]. The repository uses a distributed file system that 

provides access to the shared data located on multiple locations in the network. Dropoff 

integrates with the user data repositories. It allows users to select and upload a file from 

the user’s data repository for sharing purposes. It also allows recipients to download the 

file to their data repositories. 

An administrator user in Dropoff has an ability to view the log statistics about the 

activity performed by the users accessing the application. The administrator user can also 

perform some actions on the files uploaded by the users. As the number of users using the 

system increase, it burdens a single administrator with the responsibility of monitoring 

the usage of the system. Dropoff provides an ability to have distributed administrators 

such that an administrator belonging to a certain institution or domain can administer 

files belonging to the domain of that particular administrator. This helps in distributing 

the workload and authority of monitoring the application. For example, an administrator 

user belonging to the missouri.edu domain can administer files belonging to the 

missouri.edu domain. In this example missouri.edu is the last two names of a multi 

domain name like cs.missouri.edu or mechanical.missouri.edu. Hence, the administrator 

user belonging to the missouri.edu domain can administer files in the cs.missouri.edu or 

mechanical.missouri.edu domains. Dropoff considers the last two names of a multi 

domain name for determining the domain name. Dropoff stores the information of an 
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administrator user in the Dropoff database and provides an interface to manage 

administrator users. 

The existing “Filesender” system does not have any filtering or restricting 

mechanism on the number of records returned that it presents to the administrator user as 

a part of the log statistics functionality. With the growth in the number of users and the 

usage of the system, this log data can quickly grow huge. As a result, the system presents 

to the users a large number of web page listings with log data. Dropoff provides a 

filtering capability on the amount of log data returned for presentation purposes.  

Dropoff implements new administrative functions that are not available in the 

original “Filesender” code. Dropoff allows an administrator user to download or delete a 

file uploaded by users of the application. It also allows the administrator user to mark a 

file, so that the application does not delete it automatically after the file expires. These 

new functions are useful in case the administrator has some suspicion regarding a 

particular file uploaded to the Dropoff repository and needs an ability to evaluate the file 

and perform appropriate actions on that file. The Dropoff application is available for use 

at URL: https://dropoff.rnet.missouri.edu 

The chapters in this thesis have been arranged to provide a systematic discussion 

of the design, implementation and the usage of the system for facilitating large data 

sharing using Dropoff. The chapters provide an easy understanding of the technologies 

and concepts used in the implementation of the system. The outline of the remainder of 

this thesis is described next. 

Chapter 2 provides a description and architecture of the Shibboleth and X.509 

certificate based authentication mechanism used in the collaborative environment. 

https://dropoff.rnet.missouri.edu/
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Chapter 3 presents a background about Dropoff providing brief details about its 

architecture, components and technologies used. Chapter 4 covers in detail, the design 

and implementation of the Dropoff system. Chapter 5 presents conclusions and discusses 

a few recommendations for future work. 

 

 

 

 

 

  



7 
 

Chapter 2. Shibboleth and Certificate Based Authentication 

This chapter describes in detail the federated Single Sign-On (SSO) authentication 

system implemented using the Shibboleth software package. It also explains the X.509 

certificate based authentication system [6] and its integration into the existing 

collaborative environment.  

Authentication of a user is a procedure for ensuring that the user is who he/she claims 

to be. Often, software developers developing applications that need secure access; end up 

implementing their own authentication mechanism that can be a simple database or 

directory lookup. This results in each application maintaining its own repositories for 

user credentials. This also requires setting up an account for each user in each of these 

applications. This places an additional burden on users to remember their username and 

password for each of these applications. Authentication being a primary requirement 

across multiple applications, platforms and infrastructure, it would be really beneficial if 

we can eliminate the overhead involved in maintaining credentials for each application 

that users access. This is especially important in a collaborative research environment 

that logically creates a virtual organization, VO, where multiple applications (service 

providers) belonging to different organizations are available for use by a user. Single 

sign-on (SSO) is an authentication mechanism that allows users to authenticate once. The 

users can then access multiple resources or applications without having to authenticate 

with each of the applications that are part of the VO’s application services. This 

eliminates the need of maintaining and remembering different usernames and passwords 

for each application. 
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The Shibboleth System is a standards based, open source software package for 

web single sign-on across or within organizational boundaries. The Shibboleth software 

implements widely used federated identity standards, principally the OASIS Security 

Assertion Markup Language5 (SAML), to provide a federated single sign-on and attribute 

exchange framework. Shibboleth also provides extended privacy functionality allowing 

the browser user and their home site to control the attributes released to each application. 

Using Shibboleth-enabled access simplifies management of identity and permissions for 

organizations supporting users and applications [7].  

The Shibboleth authentication mechanism implemented in the Great Plains 

Network (GPN) VO consists of three main components – the identity provider (IdP), the 

service provider (SP) and the Where Are You From (WAYF) service. This component is 

also referred to as a Discovery Service to allow users to identify what IdP can 

authenticate the user. The IdP component of Shibboleth is integrated with the user’s 

home institution identity management system, providing authentication services for the 

institution. Each separate IdP authenticates a user using the user’s home institution’s 

authentication mechanisms and sends user attribute information to the requesting service 

provider in order to support the SP’s access control decisions. The Service Provider (SP) 

is where the application service is provided. However, before the service is provided to 

the user, it uses the Shibboleth protocol to protect a resource against non-authorized user 

access. It accomplishes this by deciding if a user should be allowed to access its service 

based on one or more of the user’s attributes. The WAYF service is an independent 

service operated by a particular service provider or globally by a virtual organization. Its 

                                                           
5 See https://www.oasis-open.org/committees/security/ 
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purpose is to identify a user’s home institution and to redirect the user to the home 

institution’s authentication system [4] whenever authentication is required. 

The Shibboleth protocol is shown in Figure 2.1 and is comprised of the following 

steps.  

1. A user requests access to a resource’s website. For example, a user requests 

access to use the Dropoff services.  

2. The service provider’s SHIRE (Shibboleth Indexical Reference Establisher) 

redirects the user to the WAYF service.  

3. The WAYF service asks the user to identify his/her home institution from a list 

of collaborating (federated) institutions.  

4. The WAYF redirects the request to the user’s home institution handle service.  

5. The user’s home institution requests the user’s credentials directly from the 

user. The SP never touches the user’s credentials and hence cannot hold/keep 

them for possible abuse either by the application or by a service that is invaded 

by a hostile attacker. 

6. The user’s home institution’s handle service authenticates the user.  

7. The handle service generates a unique handle that is sent to the service 

provider’s (SP) SHIRE (Shibboleth Indexical Reference Establisher).  

8. The SHIRE passes the handle to the SHAR.  

9. The SHAR (Shibboleth Attribute Requester) does not know anything about the 

handle’s user attributes. It only knows that the handle comes from a trusted 

institution. It sends attribute assertions to the identity provider’s attribute 

authority.  
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10. The attribute authority looks up the requested attributes according to the 

user’s release policy and it sends the required attributes back to the SHAR. 

11. The SHAR passes the attributes to the resource manager to make an access 

control decision based on the received attributes.  

12. Once a decision is reached, the resource manager sends a decision answer 

back to the user to allow the user access to the SP service or deny access to 

the user.  

 

 

 

Figure 2.1: Shibboleth Authentication Protocol [4] 

 



11 
 

Even though Shibboleth is an infrastructure used to provide the facility of single 

sign-on to many Virtual Organizations, not every participating institution in a Virtual 

Organization may have a Shibboleth authentication mechanism for its users. A 

Shibboleth infrastructure implementation is a huge challenge that entails conformance to 

the policies of the institution that participates in the Virtual Organization. Therefore, in 

the absence of a Shibboleth authentication mechanism at a user’s home institution, it may 

not be possible for that user to access resources belonging to other institutions in the 

Virtual Organization, that require the user to authenticate using only the Shibboleth 

authentication mechanism. Dropoff also makes use of another X.5096 certificate based 

authentication mechanism that is explained in the thesis “Implementing X.509 Security 

Certificate-Based Authentication in a Virtual Organization” by Veerendra Shirole [6]. 

This authentication mechanism provides an alternative method of authentication that does 

not rely on a username/password that is a part of the Shibboleth enabled infrastructure. 

Instead, it uses X.509 security certificates for verifying the identity of a person. These 

certificates are used to authenticate users on any system that trusts the X.509 certificate’s 

signing Certificate Authority (CA). Incorporating support for certificate-based 

authentication in the Shibboleth infrastructure enables the Virtual Organization to 

authenticate users that belong to the research environment, but do not necessarily have 

Shibboleth credentials. Certificate-based authentication can also provide resource access 

to guests of participating institutions that include, but are not limited to, visiting faculty 

or consultants to the participating institutions. Thus, certificate-based authentication 

increases the resource providing capability of the research environment by servicing all 

                                                           
6 In cryptography, X.509 is an ITU-T standard for a public key infrastructure (PKI) and Privilege 

Management Infrastructure (PMI) 

http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/ITU-T
http://en.wikipedia.org/wiki/Public_key_infrastructure
http://en.wikipedia.org/wiki/Privilege_Management_Infrastructure
http://en.wikipedia.org/wiki/Privilege_Management_Infrastructure
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the users that are entitled to use resources in the Virtual Organization. For detailed 

information of certificate based authentication mechanism, see [6]. 

The X.509 certificate based authentication mechanism protocol is depicted in 

Figure 2.2. The main components of a certificate based authentication mechanism are the 

Service Provider (SP), Certificate Identity Verifier, Certificate Authentication Client and 

Certificate Authentication Server. The Service Provider contains the resource to which 

the user is requesting access. The Certificate Identity Verifier contains the Certificate 

Authentication Client that communicates with the Certification Authentication Server. 

The Certificate Identity Verifier also provides an interface to communicate with the user. 

The Certification Authentication Server communicates with the Certificate 

Authentication Client as well as, on successful authentication, sends a response with 

required user attributes back to the Service Provider. 

The user provides a X.509 security certificate to the Certificate Identity Verifier 

for authentication. The Certificate Identity Verifier sends a message to the Certificate 

Authentication Server to validate the certificate. The Certificate Authentication Server 

extracts the principal name of the user from the encrypted certificate. The server uses the 

OpenSSL7 toolkit to perform certificate verification and extraction of the email address 

that serves as a user’s principal name for the SP servers supporting such authentication. 

However, the possession of a X.509 certificate does not necessarily mean that the 

certificate belongs to the submitting user. The certificate is the public part of the PKI 

public key pair.  Thus, anyone could be in possession of the publicly available certificate. 

To overcome this potential breach of security controls, the user has to answer a challenge 

                                                           
7 The OpenSSL toolkit is an open-source toolkit that is used to perform various operations on X.509 

certificates like displaying certificate information and verifying the certificate chain. 
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question to confirm that the user is indeed the owner of the presented certificate. The 

owner of the certificate sets a challenge question of her/his choosing and is recorded in a 

separate server component called the Entitlement Server (ES). The ES houses 

entitlements or attributes that belong to people as well as resources.  In this case, the 

“entitlement” is that the user is entitled to use the X.509 certificate mechanism for this 

SP.  If the SP does not allow such access, then the user would have no authorization to 

use the service via the X.509 authentication.  As part of the entitlement setup, the user 

chooses any question desired and provides an answer to that question.  The answer is 1-

way encrypted (i.e., it cannot be decrypted) and saved in the ES database housing such 

data. The answer cannot get revealed after it is stored in the DB and verification is to 

compare the encryption of a user’s response to the challenge question with the encrypted 

answer recorded in the ES DB. Answering the challenge question is intended to prove 

that the user owns the presented certificate. Thus, after the server verifies the certificate, 

the Certificate Authentication Server retrieves the challenge question for the particular 

user and the answer to the question from the database. The Certificate Authentication 

Server then sends the principal name and the challenge question to the Certificate 

Authentication Client. The Certificate Identity Verifier prompts the user with the 

challenge question, which the user answers directly to the Certificate Authentication 

Server. If the user answers the question incorrectly three times, the system sends the user 

with an authentication failure message and denies service to the user. In the case, that 

user answers the question correctly, the result of the successful authentication is sent to 

the Service Provider to perform further authorization operations [6].  
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Figure 1.2: Certificate Based Authentication Mechanism [6] 

 

This chapter covered in brief the existing Shibboleth and X.509 certificate based 

authentication systems implemented in the collaborative environment. It discussed the 

working protocols used and the design principles for each. A brief understanding of these 

authentication mechanisms is necessary in order to understand how Dropoff uses them to 

determine whether to offer its service to the user or not. The next chapter presents a 

background on the components that are used in the Dropoff service and provides brief 

details about its architecture. 
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Chapter 3. Dropoff Architecture 

This chapter depicts the architecture of Dropoff and gives a detailed view of the 

technologies used by Dropoff at each tier in the architecture. The purpose of Dropoff is to 

send a large file to someone, have that file available for download for a certain amount of 

time, and after that automatically delete the file. The service offered by Dropoff is not 

intended to provide a permanent file storage system.  

Dropoff is based on a client server architecture. In typical client server 

architectures, the client makes requests to a server for a service and the server responds 

with the results of the service request. Figure 3.1 depicts the architecture and the 

technologies used in Dropoff. 
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Figure 2.1: Dropoff Architecture 
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The client for the Dropoff application is a web browser. The client uses 

technologies like Java Script8, CSS9, HTML510 and Flex11 client applications. Since 

Dropoff supports the upload of a large file, it prefers that the end user use a browser that 

supports HTML5. However, if the client browser does not support HTML5, then Dropoff 

makes use of a Flex client application to upload a file of a size that is less than two 

gigabytes (GB). Hence, to upload a file more than 2 GB in size (at one time), support for 

HTML5 is required in the client browser. HTML5 provides the File API capability, 

which exposes several interfaces like FileList, File, Blob and FileReader. FileList is an 

array like sequence of files, to be able to represent a list of selected files from the 

underlying system. The File interface provides read only information about a file like its 

name, file size, mime type and provides a reference to the file handle that points to the 

file data that can be read into memory at the time of a read operation. To read an entire 

file that is very large into memory is not a feasible option, as it requires large memory 

installed on the client machine. One possible way to upload a large file is to break the file 

into separate byte range chunks and send each chunk to the server using an asynchronous 

process. The Blob interface allows for slicing of the file into byte ranges. The FileReader 

interface provides methods to read a File or a Blob, and an event model to obtain the 

results of these reads. 

Dropoff uses Java Script on the client side to support client side validations of 

inputs and make use of the File API required to upload large files. Dropoff also uses Java 
                                                           
8 JavaScript (abbreviated JS) is a prototype-based scripting language that is dynamic, weakly typed and 

has first-class functions. 
9 Cascading Style Sheets (CSS) is a simple mechanism for adding style (e.g., fonts, colors, and spacing) to 

Web documents. 
10 HTML5 is the fifth revision of the HTML (Hyper Text Markup Language) standard for structuring and 

presenting content for the World Wide Web. 
11 Flex is an open source application framework that allows developers to easily build applications for 

mobile, browser and desktop users using the same programming model, tool, and codebase. 

http://www.w3.org/TR/file-upload/#dfn-file
http://www.w3.org/TR/file-upload/#dfn-Blob
http://en.wikipedia.org/wiki/Prototype-based
http://en.wikipedia.org/wiki/Scripting_language
http://en.wikipedia.org/wiki/Dynamic_language
http://en.wikipedia.org/wiki/Weak_typing
http://en.wikipedia.org/wiki/First-class_functions
http://en.wikipedia.org/wiki/HTML
http://en.wikipedia.org/wiki/World_Wide_Web
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Script to implement AJAX12 functionality to communicate with the server when 

uploading the file in chunks as supported by the File API’s Blob interface. With AJAX, 

web applications can send data to, and retrieve data from, a server asynchronously (in the 

background) without interfering with the display and behavior of the existing page. This 

helps Dropoff to present to the user the progress of an upload. Dropoff uses CSS style 

sheets to provide an enhanced and consistent web interface to the end users. The Flex 

client is an alternative service used by Dropoff to upload a file, if the client browser does 

not support HTML5. However, uploads are restricted to file sizes of less than 2 GB using 

the Flex client. The web interface provides an easy and powerful interface for the end 

users to communicate with the Dropoff application. It is used to upload a file to be shared 

with the recipient, upload a voucher, delete a voucher, download a file, resend, download 

or delete an already uploaded file, and to present useful log statistics for an administrator 

user. 

Dropoff hosts its service on an Apache Web Server13. The primary entities that 

make up the server are the Dropoff functions coded in PHP14, Dropoff database, Dropoff 

repository, User repository, a mail transport agent, and a logging mechanism.  

One important function in Dropoff is the one that handles the Shibboleth 

authentication. It checks whether a user is Shibboleth authenticated. After user 

authentication, it provides the application, attributes of the user like the 

                                                           
12 AJAX, an acronym for Asynchronous JavaScript and XML is a group of interrelated web 

development techniques used on the client-side to create asynchronous web applications.  
13 The Apache Web Server, commonly referred to as Apache, is a public-domain open source Web server 

developed and maintained by an open community of developers under the auspices of the Apache Software 

Foundation. 
14 PHP (Hypertext Preprocessor) is a general-purpose server-side scripting language that is especially 

suited for Web development and can be embedded into an HTML source document. 

http://en.wikipedia.org/wiki/Web_server
http://en.wikipedia.org/wiki/Asynchronous_I/O
http://en.wikipedia.org/wiki/JavaScript
http://en.wikipedia.org/wiki/XML
http://en.wikipedia.org/wiki/Web_development
http://en.wikipedia.org/wiki/Web_development
http://en.wikipedia.org/wiki/Client-side
http://en.wikipedia.org/wiki/Web_application
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eduPersonTargetedId, eduPersonPrincipalName (ePPN), commonName (cn) and mail. It 

also determines whether the user is an administrator user. 

Dropoff uses the PostgreSQL15 database system to manage the files that are 

shared among users. The DB schema consists of two tables named “files” and “logs”. 

Dropoff uses the files table to store the information about uploaded files. It also stores 

other important information like the sender and receiver information, the file information, 

and email information in the files table. Dropoff stores all the log events in the logs table. 

Examples of some log events would be file upload, file download, voucher upload, and 

file upload or download errors. The files uploaded by a user are stored on the disk in the 

Dropoff repository with their artificial names and the real names are in the DB. The 

fileuid field in the files table stores the artificial name of the uploaded file. This artificial 

name is a unique id generated by Dropoff. Dropoff also generates a unique id for the 

filevoucheruid field in the files table, and maps this field to the fileuid field. Dropoff uses 

the value inside the filevoucheruid field as an identifier in the download URL sent to a 

recipient in an email.  

The Dropoff repository and the User repository are protected directories on a disk 

filesystem, mounted on a UNIX system. All files uploaded through the Dropoff 

application end up in the Dropoff repository. The name of the files in this repository is of 

the format <fileuid>.tmp, where the fileuid is the value of the field fileuid from the files 

table.  

The User repository is the web based data repository [2]. The data repositories in 

the GPN VO collaborative environment are developed as long term storage for use by 

GPN users. Dropoff interfaces with the data repository to allow a user to select and 
                                                           
15 PostgreSQL is an open source object-relational database system. See http://www.postgresql.org/ 

http://www.postgresql.org/
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upload a file from their private data in the data repository. It also allows a user to 

download a file to their data repository.  

Dropoff uses the mail transport agent (MTA) to send emails to recipients to notify 

them of a file being available for downloading from the sender. Dropoff uses sendmail16 

as the MTA. A mail transfer agent or mail relay is software that transfers electronic mail 

messages from one user to another using a client-server application architecture. An 

MTA implements both the client (sending) and server (receiving) portions of the Simple 

Mail Transfer Protocol17.  

A flow in the Dropoff application is a series of actions that take place when a user 

performs a particular function. A few examples of functions that a user performs in 

Dropoff include file upload and file download. Dropoff writes to a log file on the disk 

about important events and exceptions that occur during a flow when the application is 

being used. It helps to monitor the application for any unexpected exceptions or errors, 

and helps users who maintain the application to track problems and recover from them. 

Along with this, Dropoff system runs a cron job every night. Cron is a time-based job 

scheduler in Unix operating systems. Cron enables users to schedule jobs to run 

periodically at certain times or dates. Each file uploaded or each one-time voucher 

created through Dropoff has an expiration date. The cron job deletes the files from the 

disk in the Dropoff repository that have expired as well as mark the same files as deleted 

in the DB. The next chapter describes the Dropoff functions. It describes in detail, the 

design and implementation of the Dropoff system. 

                                                           
16 Sendmail is an internetwork email routing facility that supports many kinds of mail-transfer and -

delivery methods, including the Simple Mail Transfer Protocol (SMTP) used for email transport over 

the Internet. 
17 Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail (e-mail) transmission 

across Internet Protocol (IP) networks. 

http://en.wikipedia.org/wiki/Client%E2%80%93server
http://en.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://en.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://en.wikipedia.org/wiki/Internetwork
http://en.wikipedia.org/wiki/Email
http://en.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://en.wikipedia.org/wiki/Internet
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Chapter 4. Dropoff Design and Implementation 

This chapter is divided into sections where each section describes in detail the 

design and implementation of a function in the Dropoff system. The chapter starts with 

an explanation of how Dropoff integrates with the existing Shibboleth and X.509 

certificate based authentication mechanism. The following section explains how file 

upload and one-time voucher functions are implemented in Dropoff. The chapter then 

explains the secure download function implementation and describes how Dropoff 

ensures only the intended recipient downloads a file. This is followed by a section that 

gives a brief account of the existing user data repository system in the GPN VO 

collaborative environment. It describes how Dropoff integrates with the data repository 

system. Integration with the data repository system allows an authenticated user to upload 

a file from it for sharing with other users and allows a recipient to download a file to the 

data repository. The next section explains the administrative functions implemented in 

Dropoff. Finally, the chapter talks about the concept of distributed administrators and 

describe how Dropoff implements the support for distributed administrators. 

 

4.1 Authentication in Dropoff 

In order to create a desired Single sign-on (SSO) environment, it is necessary that 

all service providers in the collaboration environment are compatible with each other. In 

the Great Plains Network (GPN) VO collaboration environment, the service providers are 

setup using Shibboleth code, and use Shibboleth for authentication. Originally, the 

Filesender system uses SimpleSAMLphp module to setup a service provider and is not 

compatible with the rest of the service providers in the collaboration environment that use 
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Shibboleth. SimpleSAMLphp is an application written in native PHP that deals with 

authentication. It is a PHP implementation of a SAML 2.0 service provider and identity 

provider functionality. The authentication mechanism using SimpleSAML also poses a 

potential security threat known as a man-in-the-middle attack. The man-in-the-middle 

attack in cryptography and computer security is a form of active eavesdropping in which 

the attacker makes independent connections with the victims and relays messages 

between them, making them believe that they are talking directly to each other over a 

private connection, when in fact the entire conversation is controlled by the attacker. 

Dropoff replaces the SimpleSAML implementation with Shibboleth and X.509 certificate 

based authentication mechanisms. 

4.1.1 Integration with Shibboleth Authentication Mechanism 

Dropoff uses the Shibboleth authentication mechanism to authenticate users 

requesting access to its services. All the secured resources under Dropoff are protected by 

the Shibboleth Authentication mechanism. Shibboleth authentication mechanism traps 

any request to access a secured resource under Dropoff and directs the user to the WAYF 

service. The user selects the home institution from the WAYF service, after which the 

WAYF service directs the user to his home institution’s identity management service for 

authentication. After successful authentication, the identity management as per its 

attribute policies releases certain attributes for the authenticated user. These user 

attributes are sent back to Dropoff to determine further authorization decisions and drive 

service functions. 

Of the five attributes released by an IdP (in Dropoff SP) for a user after 

authentication, Dropoff requires four of them to make an authorization decision for 
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access to its services. These required attributes are -: the eduPersonTargetedId, 

eduPersonPrincipalName (ePPN), commonName (cn) and mail (or email). 

Out of these four attributes, the eduPersonTargetedId and 

eduPersonPrincipalName are the attributes defined in eduPerson. For more information 

on eduPerson, see [8]. Unlike other commonly used person identifiers, each service 

provider receives a separate eduPersonTargetedId for the same person. In other words, 

each eduPersonTargetedId is unique per person per service provider [9]. 

eduPersonPrincipalName, also commonly referred to as ePPN, is the identifier of the 

person for the purposes of inter-institutional authentication. It is represented in the form 

"user@domain" where domain defines a local security domain [10]. The cn is one of the 

standard LDAP attributes defined in RFC 225618. According to RFC 2256, cn, also 

known as X.500 commonName, contains a name of an object. If the object corresponds to 

a person, it is typically the person's full name [11]. The mail attribute refers to a person's 

email at their home institution.  

Dropoff requires that the identity management system release all these attributes 

for an authenticated user in order to authorize access for the user. Dropoff uses the 

eduPersonPrincipalName and eduPersonTargetedId attributes to identify a user 

uniquely. It uses the cn attribute to identify a person’s full name as revealed by the 

identity management service. Dropoff uses the mail attribute to populate the important 

‘from’ field when sending an email. The cn and email field helps the recipient to 

determine the sender of the email. The attributes like the eduPersonPrincipalName and 

mail play an important role in the functioning of Dropoff and its security features 

enhanced by this thesis implementation. For example, Dropoff uses these to identify the 
                                                           
18 See http://www.faqs.org/rfcs/rfc2256.html 

http://www.faqs.org/rfcs/rfc2256.html
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intended recipient of the file, after the recipient authenticates to the system to download 

the file.  

 

4.1.2 Integration with X.509 Certificate Based Authentication 

Mechanism 

Along with the Shibboleth authentication mechanism, Dropoff also uses the 

X.509 certificate based authentication mechanism to authenticate users requesting access 

to its services. This authentication mechanism provides an alternative method of 

authentication that does not rely on a username/password credential provided by any 

particular institution that is a part of the Shibboleth enabled infrastructure. This is useful 

when the participating institution in a Virtual Organization may not have a Shibboleth 

authentication mechanism for its users. The certificate based authentication mechanism 

uses X.50919 security certificates for verifying the identity of a person and uses a 

challenge question set initially by the user to prove that the user owns the presented 

certificate.  

Using this alternative option takes the user to the certificate based authentication 

system that uses a two-step process to identify the user. The first step is to prove the 

user’s identity. The user uploads the X.509 certificate belonging to him/her to the 

certificate based authentication system, to prove his/her identity. The authentication 

system extracts the user’s principal name from the certificate to identify the user. 

However, the possession of a X.509 certificate does not necessarily mean that the 

                                                           
19 In cryptography, X.509 is an ITU-T standard for a public key infrastructure (PKI) and Privilege 

Management Infrastructure (PMI) 
 

http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/ITU-T
http://en.wikipedia.org/wiki/Public_key_infrastructure
http://en.wikipedia.org/wiki/Privilege_Management_Infrastructure
http://en.wikipedia.org/wiki/Privilege_Management_Infrastructure
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certificate belongs to the submitting user. Hence, the second step of the authentication 

process is to identify that the user is indeed the owner of the certificate. The user answers 

a challenge question that is set by the owner of the certificate to confirm that the user is 

indeed the owner of the presented certificate. On successful outcome from the two steps 

of the authentication process the certificate based authentication systems sends the user’s 

eduPersonPrincipalName back to the service provider, which in this case is Dropoff. 

Ideally, the certificate based authentication system should send back all attributes 

required by Dropoff to authorize access to the user. However, this is currently missing 

and will be added in the future as a part of the X.509 certificate based authentication 

system. As a result, Dropoff has to handle this case by deriving the required attributes 

from the eduPersonPrincipalName sent back in the response by the certificate based 

authentication system. As the principal name in the certificate used for authentication is 

nothing but the person’s email address, the only attributes that need to be derived are the 

cn and the eduPersonTargetedId. The following example shows how the process works. 

Consider that the principal name returned by the X.509 certificate based authentication 

system is bob@xyz.com. For Dropoff, the eduPersonPrincipalName and the mail will 

have the same value: bob@xyz.com. The first part, ‘bob’, in the principal name 

bob@xyz.com represents the user’s id. Dropoff uses this value to derive the cn attribute. 

Dropoff calculates the MD520 hash value of the principal name to derive the value for the 

eduPersonTargetedId attribute. Thus, Dropoff derives the values of all attributes that are 

required to make an authorization decision. Once Dropoff derives the values of all 

                                                           
20 The MD5 Message-Digest Algorithm is a cryptographic hash function that produces a 128-bit (16-byte) 

hash value. 
 

mailto:bob@xyz.com
mailto:bob@xyz.com
mailto:bob@xyz.com
http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/Bit
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required attributes, it uses these values to drive the security and additional functionality in 

the same way as described in section 4.1.1 in this chapter.   

After a user authenticates using the Shibboleth or X.509 certificate, the Dropoff 

interface allows the user access to all pages used to perform the service functions like 

upload and download.  

 

4.2 File Upload 

A user authenticated into Dropoff using the Shibboleth or X.509 certificate based 

authentication system can upload an arbitrarily large file from his/her local machine and 

share it with the collaborator. Uploading of an arbitrary large file form the user’s local 

machine is both possible and faster in Dropoff as it uses the HTML5 File APIs to upload 

a file. The key in the design here is that the file being uploaded is broken into chunks 

using the Blob interface of the File API. Thus, instead of uploading the entire large file, 

Dropoff breaks the file into chunks and uploads each chunk individually. Dropoff uses 

AJAX to upload each chunk that is helpful due to its asynchronous communication with 

the server. As a result, Dropoff presents the user with the progress details of the file being 

uploaded. On the server side, Dropoff appends each chunk being sent from the client 

(browser) to an earlier uploaded piece. Figure 4.1 depicts the file upload process using 

file chunks. Dropoff encodes the name of the file uploaded by the user and stores it on the 

disk in the Dropoff repository. The fileuid field in the files table stores the encoded name 

of the uploaded file. Dropoff generates a unique id for the filevoucheruid field in the files 

table, maps it to the fileuid field and uses it as an identifier in the download URL sent to a 

recipient in an email – refer to Figure 4.2. 



27 
 

 

 

 

 

 

 

 

 

 

Figure 3.1: File Upload Using Chunks. 

 

 

 

 

 

 

 

 

 

 

Figure 4.2: Use of filevoucheruid and fileuid Fields in Database. 
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various stages for file upload and email sending process and the corresponding values for 

the field filestatus in the files table in the database. A file uploaded by the user has a 

default expiration period of 14 days, after which Dropoff deletes the file from the disk 

and marks it as deleted in the database. Alternatively, the sender too can set an expiration 

period on the file, the value of which cannot exceed 14 days. The maximum size of the 

file that can be uploaded is configurable and is set to 100 GB in Dropoff.  

 

 

 

 

 

 

 

 

Figure 4.3: File Status Values in Database - File Upload Process. 
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Figure 4.4: Available User Actions after File Upload. 
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a voucher to file upload functionality only. Once Dropoff uploads a file using a voucher, 

it marks that voucher as unusable, which prevents it from being used again. A voucher 

has a default expiration period of 14 days after which Dropoff marks it as deleted. 

Alternatively, the sender of the voucher too has an option to delete the voucher manually. 

Dropoff defines a voucher that has not been used and has not expired as an ‘active 

voucher’. For all voucher related events like, voucher creation, file upload through 

voucher, and cancellation of the voucher, an email is sent to the owner of the voucher 

about that particular event. 

 

4.3 File Download 

After Dropoff uploads a file, the recipient of the file receives an email with a 

download URL link that point to the uploaded file. Dropoff uses a mail transfer agent 

called sendmail to send emails to recipients. The filevoucheruid and fileuid fields in the 

files table in Dropoff database play an important part in the download of a file by the 

recipient. For each file uploaded and shared with a recipient Dropoff creates an entry into 

the files table in the database and inserts values for the filevoucheruid and fileuid fields in 

the files table. The value of filevoucheruid is the one used to construct the download URL 

sent in the email to the recipient. The value of fileuid is the encoded name of the 

uploaded file stored on the disk in Dropoff repository. As an example, suppose the value 

of filevoucheruid is 4d606c2d-9f5c-7968-8a7e-00002cdfb57d and fileuid is 527ef1a6-

7a2f-9489-3ac6-000075279e49. Dropoff constructs the download URL as 

https://dropoff.rnet.missouri.edu/?vid=4d606c2d-9f5c-7968-8a7e-00002cdfb57d where 

the value of ‘vid’ in the URL is the value of filevoucheruid. After the recipient clicks on 

https://dropoff.rnet.missouri.edu/?vid=4d606c2d-9f5c-7968-8a7e-00002cdfb57d
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the download URL, Dropoff extracts the filevoucheruid from the URL and uses it to 

query the files table to retrieve the corresponding value of fileuid. Dropoff then uses the 

value of fileuid to get to the appropriate file name on the disk in the Dropoff repository. 

 

4.3.1 Secure Download 

The original Filesender system code allows a user to use the download URL in the 

email, to download a file without authenticating with the system. As, a result an 

unintended recipient with the download URL to the file also gets access to the file. This 

is a security concern as the sender of the file does not want any user other that the 

intended recipient to download the file. Dropoff implements a mechanism where it forces 

the recipient of the file to authenticate to the application, for downloading it. This 

implementation provides a way to identify the intended recipient of the file and thus 

restrict an unintended recipient from downloading it. 

In order to force the recipient of the file to authenticate to the application before 

downloading a file, Dropoff needs to determine that a request to download a file has been 

made. An example of a download URL sent in the email is 

https://dropoff.rnet.missouri.edu/?vid=4d606c2d-9f5c-7968-8a7e-00002cdfb57d. Dropoff 

identifies a request for a file download by capturing the value of the request parameter 

“vid” from the URL, which in the above example is vid=4d606c2d-9f5c-7968-8a7e-

00002cdfb57d. The URL for an upload voucher also looks like the URL for a file 

download request. Upload of a file through a one-time upload voucher does not require 

an authentication to the application. Hence, to differentiate between a file download and 

an upload voucher request, Dropoff reads the value of the request parameter named ‘vid’. 

https://dropoff1.rnet.missouri.edu/?vid=4d606c2d-9f5c-7968-8a7e-00002cdfb57d
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The value of the parameter ‘vid’ maps to the value of the field filevoucheruid in the files 

table in the database. The files table has a field named filestatus that helps to identify 

whether a particular filevoucheruid represents an upload voucher or a file available for 

download. The value ‘Voucher’, for the field filestatus represents that the filevoucheruid 

is an upload voucher. The value ‘Available’, for the field filestatus represents that the 

filevoucheruid is a file available for download.  

For a file download request, Dropoff checks whether an authenticated session has 

been established between the client (browser) and the Shibboleth or X.509 certificate 

based authentication system.  If an authenticated session already exists, Dropoff proceeds 

with the next step of the download process, which is ensuring only the intended recipient 

downloads the file. However, if an authenticated session does not exist, Dropoff redirects 

the recipient to the login screen. The recipient thus has to login to the application in order 

to download the file. Dropoff also makes a user to authenticate if it does not recognize a 

request parameter in the file download request. Similarly, Dropoff makes a user to 

authenticate, if the URL has a valid request parameter like ‘vid’, but it does not find any 

record in the files table where the value of the field filevoucheruid matches with the value 

of ‘vid’. The flow chart in Figure 4.5 describes the entire process. 
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Figure 4.5: Determination of File Download Request and Forcing Login 
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4.3.2 Intended Recipient Check 

Once the recipient of the file successfully authenticates to download a file, 

Dropoff determines that the file is intended for the authenticated recipient. To identify the 

intended recipient Dropoff makes use of the filereceiversname field in the files table. It 

also uses the values of the attributes eduPersonPrincipalName and mail released by the 

IdP, after user authentication using the Shibboleth or X.509 certificate based 

authentication system.  

During a file upload, the sender of the file provides the recipient’s email address 

in the ‘To’ field on the web interface. The format for providing the recipient’s email 

address in Dropoff is, 'domain_email_address':'notification_email_address'. The 

domain_email_address is a mandatory field and it represents the recipient's email address 

registered with the Identity Management system a user authenticates with. The 

notification_email_address is an optional field that represents recipient’s secondary email 

address. An example of the format for providing the email address of the recipient, listing 

both the domain_email_address and the notification_email_address is 

user@domain.com:user@xyz.com. Dropoff uses the value of domain_email_address 

field to determine the intended recipient of the file. The sender of the file needs to know 

the recipient’s domain_email_address, which is the mail or the eduPersonPrincipalName 

attribute released by the IdP, for a particular user after authentication. 

eduPersonPrincipalName is sometimes used to setup an email address for a user in 

his/her institution’s email system. Dropoff uses the notification_email_address, if 

provided, to send a notification to the recipient, about the file being made available for 

download. This notification_email_address may not be registered with the IdP. Dropoff 

mailto:user@domain.com:user@xyz.com
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does not use the notification_email_address to determine the identity of the intended 

recipient. For example, suppose the mail attribute released by a particular IdP for a user 

named bob after authentication is bob@domain.com, then bob’s domain email address is 

bob@domain.com. However, bob also has another email address – bob@gmail.com that 

belongs to some other publicly available email systems like gmail or yahoo. The IdP does 

not release this email address. This email address becomes the notification email address, 

as Dropoff uses it only to send a notification to bob about a file being made available for 

download. As this email address is optional, the sender can chose not to enter the 

notification_email_address of the recipient when sending a file. 

Dropoff allows the sender, to provide more than one email address, in order to 

send the download URL link to multiple recipients. After the sender uploads the file, 

Dropoff sends an email to each of the email address with the download URL pointing to 

the file. Dropoff uses the values of four fields in the files table to implement a mechanism 

that ensures an intended recipient downloads the file. These fields are filevoucheruid, 

fileto, filereceiversname and fileuid. Dropoff creates a separate entry in the files table for 

each email address entered by the sender of the file and stores it in the fileto field. 

Dropoff stores the domain_email_address of each of the recipients into the 

filereceiversname field. The filevoucheruid and fileuid contains a unique id generated by 

Dropoff for each entry. However, each entry has the same value for the fileuid field, as it 

represents the same file being uploaded on the disk. Suppose the sender specifies the user 

email address of bob@domain.com:bob@gmail.com. The domain_email_address in this 

case is bob@domain.com and the notification email address is bob@gmail.com. Dropoff 

creates two different entries in the files table for each email address. The values of the 

mailto:bob@domain.com
mailto:bob@gmail.com
mailto:bob@domain.com:bob@gmail.com
mailto:bob@domain.com
mailto:bob@gmail.com
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fileto, filevoucheruid, filereceiversname and fileuid fields in the two entries in the files 

table are listed as shown in Figure 4.6. 

After authentication, the IdP provides the values for attributes 

eduPersonPrincipalName and mail of the recipient, to Dropoff application. Dropoff uses 

the voucher id in the download URL to retrieve a record from the database for the 

download file. After a successful retrieval of the record, Dropoff compares the values of 

the attributes eduPersonPrincipalName and mail of the authenticated recipient, against 

the value of the field filereceiversname in the retrieved record. Dropoff determines that 

that the authenticated recipient is the intended recipient of the file, if either the value of 

the attribute eduPersonPrincipalName or mail matches the value of the field 

filereceiversname in DB. On a mismatch, Dropoff determines that the file is not intended 

for the authenticated recipient and issues an error message to the recipient on the web 

interface. The flow chart in Figure 4.7 describes the entire process. 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.6: Depicting Fields in DB Required for an Intended Recipient Check 

Entry 1: 

fileto: bob@domain.com 

filevoucheruid:  "23340eb3-78bd-5a08-7a16-00001872b5ae" 

filereceiversname: bob@domain.com 

fileuid: "08382b5e-3d85-1128-4b3a-00004702cf4b" 

Entry 2: 

fileto: bob@gmail.com 

filevoucheruid:  "76f89d1b-a7c2-abe9-3302-00000ea5daa2" 

filereceiversname: bob@domain.com 

fileuid: "08382b5e-3d85-1128-4b3a-00004702cf4b" 

mailto:bob@domain.com
mailto:bob@domain.com
mailto:bob@gmail.com
mailto:bob@domain.com
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Figure 4.7: Determination of an Intended Recipient 
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4.4 Integration with User Data Repository 

Most of the collaborators working in a collaborative environment like in the GPN 

VO have access to the data repositories [2]. It is useful for these collaborators to have an 

ability to select and upload a file from their repository for sharing purposes. It is also 

useful for the collaborators to download a file to their repositories. Dropoff integrates 

with the existing data repository system [2], and allows an authenticated user to access 

his/her repository. Dropoff allows an authenticated user to select a file from the user’s 

repository for upload. Similarly, it also allows an authenticated user to download a file to 

the user’s repository. The only condition to be able to access this functionality is that the 

user needs to have the data repository setup in the collaborative environment. 

 

4.4.1 Data Repository Structure 

The existing data repository structure is explained in the project titled “Web-

Based Data Repository in the Great Plains Network Virtual Organization, by Anjali 

Gupta [2]. The repository uses a distributed file system that provides access to the shared 

data located on multiple locations in the network. The design of the data repository in the 

distributed environment is such that there is a base location for the repository on the 

distributed file system. For a particular user, a directory is created under the repository’s 

base location, which has the same name, as the user’s eduPersonPrincipalName (ePPN) 

released by the IDP after the user authenticates using the Shibboleth or X.509 certificate 

based authentication mechanism. For example, a user with ePPN as bob@xyz.com has a 

directory named bob@xyz.com created under the base user repository location. The data 

repository also puts a log file per directory for maintenance and access control purposes. 

mailto:bob@xyz.com
mailto:bob@xyz.com
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This log file stores the information of every upload made and sub-directory being created 

within the given directory. It stores the usernames of users who uploaded a file or created 

a directory, the name of files and directories present underneath the given directory, the 

size of files and directories and the time at which files and sub-directories were created. It 

also uses the log file for controlling the user’s access to files and directories as well as to 

get feedback on the files uploaded by users. For more details on the working and design 

of the data repository, refer [2]. 

 

4.4.2 File Upload and Download through User Data Repository 

Dropoff allows an authenticated user to upload a file and share it with a recipient 

from the user’s data repository in the collaborative environment. Similarly, it allows the 

recipient to download a file to the recipient’s data repository. However, the user who 

authenticates to Dropoff needs to own a repository in the data repository system to access 

these features. Dropoff determines that an authenticated user owns a repository by 

deriving the user’s repository location. The data repository system creates a directory 

under the data repository’s base location that has the same name as the authenticated 

user’s eduPersonPrincipalName (ePPN) released by the IdP. Dropoff stores the data 

repository’s base location in its configuration file.  

After a user authenticates using the Shibboleth or X.509 certificate based 

authentication mechanism, Dropoff uses the value of the ePPN attribute released by the 

IdP, to derive the path of the user’s repository in the data repository file system. Dropoff 

achieves this by appending the value of the attribute ePPN to the base repository location. 

Suppose the value of user’s ePPN attribute is ‘bob@xyz.com’, and the value of the base 
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repository location is ‘/ifs/bulk/screecher/user_repository/’, then the path to the user’s 

repository is ‘/ifs/bulk/screecher/user_repository/bob@xyz.com’. Dropoff verifies that 

this is a valid path in the file system and a directory by the name bob@xyz.com exists at 

this location. If the directory exists, Dropoff concludes that the user owns a repository in 

the data repository system. Figure 4.8 shows the flow chart of the operation that 

determines whether an authenticated user owns a repository in the data repository system. 

 

 

 

 

 

 

 

  

mailto:/ifs/bulk/screecher/user_repository/bob@xyz.com
mailto:bob@xyz.com
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Figure 4.8: Determination of the Existence of User's Data Repository 
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Dropoff provides two options to a user to upload a file on the web user interface. 

The first option is to select a file from the user’s machine and the second option is to 

select a file from the user’s data repository. Dropoff allows selecting one upload option at 

a time for sending a file. Dropoff presents the second option to the user only if it 

determines that the user owns a repository in the data repository system. On selection of 

the second option, Dropoff provides the user with a listing of files within the user’s data 

repository. On submission of the file selection from the repository, Dropoff copies the 

selected file from the user’s repository to the Dropoff repository and sends an email to 

the recipient. Figure 4.9 represents the flow for a file upload from the user’s data 

repository. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.9: File Upload from a User's Data Repository 
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Similarly, for download, Dropoff provides two options to the authenticated 

recipient. The first option is to download the file to the recipient’s machine and the 

second option is to download the file to the recipient’s data repository. Dropoff presents 

the second option to the recipient only if it determines that the recipient owns a repository 

in the data repository system. On selection of the second option, Dropoff provides the 

recipient with a listing of directories inside the recipient’s data repository. After the 

selection of a target directory inside the recipient’s data repository, Dropoff copies the 

download file from the Dropoff repository to the target directory inside the user’s data 

repository. If the target directory already contains a file with the same name as the file 

being downloaded, Dropoff presents the recipient an option to either overwrite the 

existing file in the data repository or cancel the download. On selection of the overwrite 

option Dropoff copies the download file to the target directory in the data repository 

replacing the existing file. On selection of the cancel option, Dropoff allows the recipient 

to select a different target directory. After Dropoff downloads the file to the target 

directory in the recipient’s data repository, it updates the log file maintained for that 

directory. This log file is an entity of data repository design structure. Dropoff needs to 

update this log file to maintain the integrity of the data repository system. Figure 4.10 

represents the flow for a file download to the user’s data repository. 
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Figure 4.10: File Download to a User's Data Repository 

 

All pertinent information for a file upload or download is stored in the logs table 

of the Dropoff database. Dropoff uses this information to drive the log statistics 

functionality for an administrator user. Dropoff stores the source information of file 

upload or download in the logs table. Capturing this information provides an 

administrator user additional insights on a file upload and download information. For 

example, it helps the administrator to determine the files that are uploaded from and 

downloaded to a user’s data repository. It also helps to determine the total number of 

uploads and downloads from a user repository and from the user’s machine. Dropoff adds 
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two columns to the logs table to accommodate this additional log information. The names 

for these two columns are ‘loguploadsource’ and ‘logdownloadsource’ and the possible 

values for these fields are ‘USER_MACHINE’ and ‘USER_REPOSITORY’. The value 

‘USER_MACHINE’ indicates that the file was uploaded from or downloaded to the 

user’s machine. The value ‘USER_REPOSITORY’ indicates that the file is uploaded 

from or downloaded to the user’s data repository. Figure 4.11 shows the modified logs 

table in Dropoff. 

 

 

Figure 4.11: Modified Logs Table in Dropoff 
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4.5 Administrative Functions 

Dropoff defines two types of users – an administrator user and a non-

administrator or a regular user. Dropoff provides the administrator user with web page 

listings of various log statistics about the application, its usage and the files uploaded and 

downloaded by all the users. A regular user on the other hand has access only to the log 

information for files belonging to that user. Dropoff provides the regular user an ability to 

resend, delete and download a file belonging to the user. It also provides the user with an 

ability to share an already uploaded file with additional recipients.  

It is important and useful for an administrator user of Dropoff to take certain 

actions on a file uploaded by a user, if some suspicion arises regarding the file. These 

actions are – download an available file for inspection, delete an available file or 

available upload voucher, and hold off an available file from deletion even after the 

expiration of the file. An available file in the Dropoff repository is a file that has not 

expired. There is no provision in the original Filesender code, to provide these functions 

to an administrator user. Dropoff implements these additional functions. 

Dropoff presents to an administrator user log statistics information that include 

the total number of uploads and downloads processed by the application, the total size of 

data uploaded and downloaded and information about storage utilization. Dropoff 

presents a listing of files uploaded and downloaded using the system. It also presents a 

listing of all files available in the Dropoff repository. It provides detailed important log 

information about a file, like the size of the file, the name of the file, the date the file was 

created and the sender and receiver information about the file. Additionally, Dropoff 

provides an administrator user with a listing of active vouchers present in the system. 
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Dropoff defines an ‘active voucher’ as a voucher that has not been used and has not 

expired. Dropoff also provides a listing of errors that occurred during the execution of the 

system. All this information helps the administrator user to better analyze the usage of the 

system and track and isolate any errors. It also helps in analyzing the storage utilization 

by the application. 

The view that presents an administrator user with the files available in the system 

for download, displays information for - the file name, file size, sender and recipient of 

the file, subject of the email and the file creation and expiration date. In order for the 

administrator user to be able to download the file, Dropoff renders the field for file name 

on the interface as an URL link. On clicking the file name URL link, Dropoff invokes the 

file download functionality. However, the administrator user is not the intended recipient 

of the file. Therefore, Dropoff modifies the intended recipient check such that along with 

intended recipient, it also allows an administrator user to download the file.  

In order to allow an administrator user to delete a file, Dropoff adds a field named 

“Delete” to the available files view. The interface of this field on the web page is in the 

form of a small button, clicking on which Dropoff deletes the file. Dropoff adds the 

“Delete” field for the active vouchers view too, allowing the administrator user to delete 

an available voucher.  

In order to allow an administrator user to hold off an available file from deletion, 

Dropoff adds a field named “Hold Delete” to the available files view. The interface of 

this field on the web page is in the form of a ‘checkbox’. By marking the checkbox as 

selected for a particular file and submitting the selection, Dropoff marks that file in the 

database, so that Dropoff does not delete it, even after the file expires. Dropoff adds a 
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new column to the files table, named fileholddelete that holds a Boolean21 indicator. 

Dropoff uses this field to implement the functionality that prevents the file from deletion 

even after the expiration of the file. The default value of this field is ‘FALSE’ for a file 

that is uploaded or a one-time voucher that is created. Dropoff sets the value of the 

fileholddelete field to “TRUE” for a particular file that the administrator user marks as on 

hold.  

A cron job that is a part of the Dropoff system runs every night and wipes out all 

the files from the disk that have expired and marks the same files as deleted in the 

database. The cron job updates the value of the filestatus field in the files table for these 

files as “Deleted”. Dropoff modifies the logic inside the cron job so that it does not delete 

a file that has the fileholddelete field value set to “TRUE”, even though the file has 

expired. Dropoff provides the administrator user with two options to delete an available 

file that is put on hold from deletion. The administrator can delete the file by clicking on 

the delete button for that particular file on the web interface or can simply mark the 

checkbox for “Hold Delete” as unselected and submit the selection. Marking the 

checkbox for “Hold Delete” as unselected, Dropoff changes the value of the field 

fileholddelete to “FALSE” for that particular file. This marks the file as eligible for 

deletion after expiration when the cron job runs the next time. Figure 4.12 shows the 

modified files table to handle the functionality to hold a file from deletion even after it 

expires. 

 

 

                                                           
21 A Boolean is a data type with only two possible values: true or false. 
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Figure 4.12: Modified Files Table in Dropoff 

 

4.5.1 Restricting the Number of Records Returned for Log Statistics 

Dropoff retrieves log statistics information from the files and logs table in the 

database. With the growth in the number of users and the usage of the application, files 

and log data can quickly grow huge in the database. As a result, Dropoff presents the 

users a large number of pages with log statistics data. The original Filesender system 

code does not have any filtering or restricting mechanism on the number of records 

returned that it presents to the administrator and regular user as part of the log statistics 
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functionality. Dropoff implements a filtering mechanism on the amount of log data 

returned for presentation purposes.  

Dropoff uses two criteria for filtering the number of records returned from the 

database. The first criterion of filtration is to return only the last 30 days of records from 

the database. Dropoff calls this filtration criterion as max_days_offset. The second 

criterion of filtration is to return the latest 100 records from the database. Dropoff calls 

this filtration criterion as max_rows_returned. Dropoff defines these filtration values in 

the configuration file of its code base. Dropoff applies only one of these filtration criteria 

to each of the statistic function that retrieves records from the database.  

To present a regular user with the list of available files belonging to the user, 

Dropoff applies the max_rows_returned filtration criterion. As a result, the query returns 

the latest 100 records for files belonging to the user that are available in the Dropoff 

repository. The reason behind applying the max_rows_returned criterion for this 

functionality is that the available file always has an expiration date whose maximum 

value is 14 days. Hence, for a given particular day, the query cannot return more than 14 

days of old records for available files. However, there can be hundreds of files available 

for download within the last 14 days. Therefore, Dropoff applies the max_rows_returned 

filtration criterion for this functionality. Similarly, for presenting the log statistics to an 

administrator user for functions like files and vouchers available in the system, Dropoff 

applies the max_rows_returned filtration criterion. However, in this case, Dropoff also 

presents all the files that have been marked for preventing them from deletion in addition 

to the latest 100 records of available files. 
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For functions like presenting the administrator user with log statistics data for all 

file uploads and downloads, Dropoff uses the max_days_offset filtration criterion. As a 

result, Dropoff returns records for the last 30 days for presentation. The reason for using 

this filtration criterion for these two functions is that, these functions present to the 

administrator user a historical view of all the uploaded or downloaded files in the system. 

The files listed for these functions include expired files too.  

 

4.6 Distributed Administrators 

The administrator user is an important user in the Dropoff system. The 

administrator user has an important task of monitoring the usage of the system that 

includes monitoring storage usage, file upload and download activity, inspecting files, 

and resolving issues for any errors. Many institutions take part in the collaborative 

environment with many users belonging to each institution. As the number of users using 

the system increase, it burdens a single administrator with the responsibility of 

monitoring the usage of the system for such a large number of users. To address this 

concern, Dropoff implements a mechanism to support distributed administrators. With 

the application supporting distributed administrators, an administrator belonging to a 

certain institution or domain can administer files belonging to the same organizational 

domain as the administrator. This helps to distribute the workload and authority of 

monitoring the application. For example, an administrator user belonging to the 

missouri.edu domain can administer files belonging to the missouri.edu domain. In this 

example, missouri.edu is last two names of a multi domain name like cs.missouri.edu or 

mechanical.missouri.edu. The administrator user belonging to the missouri.edu domain 
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can administer files belonging to cs.missouri.edu or mechanical.missouri.edu domains. 

Dropoff considers the last two names of a multi domain name to determine the domain 

name. 

Originally, the code in the Filesender system uses the value of the attribute 

eduPersonTargetedId stored in the configuration file as a way to identify an administrator 

user. This means to setup a user as an administrator user for Dropoff, one need to know 

the eduPersonTargetedId for that particular person. As each eduPersonTargetedId is 

unique per person per service provider, this makes it difficult to use the 

eduPersonTargetedId attribute value as an identifier for determining administrator users. 

Dropoff implements a mechanism to use the value of the attribute 

eduPersonPrincipalName (ePPN) to identify an administrator. Dropoff also moves the 

storage of administrator information from a configuration file on the disk to a table in the 

Dropoff database.  

Dropoff creates two new tables into the database to implement the distributed 

administrator functionality. The names of the two new tables are domains and 

adminusers. Figure 4.13 shows description for the domains and adminusers tables. 
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Figure 4.13: New Tables – domains and adminusers in Dropoff DB 

 

Dropoff defines two types of administrator users – “Super Admin” and “Admin”. 

The “Super Admin” has the ability to manage “Admin” and other “Super Admin” users. 

A “Super Admin” has an ability to create a new or delete an existing “Admin User” or 

“Super Admin” user. The “Super Admin” has an ability to update the domain information 

for an “Admin User”. Additionally, the “Super Admin” also has an ability to define new 

domain names or delete existing ones. The “Admin” user on the other hand does not have 

any of the capabilities of the “Super Admin”. 

The “domains” table defines two fields – domainid and domainname. The 

domainid field is the primary key for the “domains” table and contains an integer value, 

for example “1”, “2”. The domainname field contains the value of the domain name, for 

example “missouri.edu”. The “adminusers” table defines two fields – username and 

domainid. The domainid field in the “adminusers” table is a referential entity that refers 

to the domainid field in the “domains” table. The username field contains the ePPN of 

domains  
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Primary Key - domainid 
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username CHARACTER VARYING (250) 
(not null)  

domainid INTEGER REFERENCES 
domains 

Primary Key – (username, domainid) 
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the user, for example bob@domian.com. The primary key in the adminusers table is a 

composite key, which consists of the fields - username and domainid. The “Super 

Admin” user can administer the files belonging to all domains and is not restricted to a 

particular domain. To define the concept of all domains, Dropoff adds a special entry to 

the “domains” table. This special entry has the value “0” for the domainid field and the 

value “ALL” for the domainname field as shown in Figure 4.14. 

 

 

Figure 4.14: Entry in domains Table Indicating "All Domains" 

 

To determine an administrator user, Dropoff queries whether the ePPN attribute 

of an authenticated user exists in the “adminusers” table. After successfully retrieving a 

record for an administrator user, Dropoff uses the value of domainid field from the record 

to retrieve the domain name from the domains table. Using the domain name Dropoff 

restricts the authenticated administrator user to administer files belonging to that 

particular domain. A “Super Admin” can assign multiple domains to an “Admin” user.  

Dropoff allows an “Admin” user to administer files for all domains that are assigned to 

him/her. There can be multiple records for a particular “Admin” user in the adminusers 

table for multiple domains. The “Super Admin” user has only one entry in the 

adminusers table with the domainid of “0”, which indicates all domains. 

Dropoff displays the “Administration” button on the web interface to an 

administrator user. On clicking the “Administration” button Dropoff displays a view with 

different tabs. Each tab provides the administrator user access to different administrative 
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functions. The “Super Admin” user has access to an additional tab named “Manage 

Admins”. This tab provides the “Super Admin” user access to all functions in order to 

manage other “Admin” and “Super Admin” users. Dropoff interface does not allow the 

“Super Admin” user to delete the domain “ALL” with domainid 0. 

 For example, suppose the domains and the adminusers tables are populated with 

the values as shown in Figure 4.15. The user bob@missouri.edu has a domainid value of 

0 that has a domainname – “ALL”. This means the user with ePPN bob@missouri.edu is 

a “Super Admin” user. Notice that bob@missouri.edu has only one entry in the 

adminusers table. The user alice@ku.edu, chris@cs.missouri.edu and 

nancy@mech.uark.edu are “Admin” users and have one entry in the adminusers table. 

These users have domainid values of “3”, “1” and “2” respectively. These administrator 

users can administer files in the “ku.edu”, “missouri.edu” and “uark.edu” domains 

respectively. The user harry@cs.missouri.edu has two entries in the adminusers table and 

has two domain ids assigned to him, “1” and “3”. Thus user harry@cs.missouri.edu can 

administer files belonging to both “missouri.edu” and “ku.edu” domains. 

 

 

 

 

 

Figure 4.15: Example of Values Populated in the domains and adminusers Tables 

  

adminusers  

username domainid 

bob@missouri.edu 0 

alice@ku.edu 3 

chris@cs.missouri.edu 1 

nancy@mech.uark.edu 2 

harry@cs.missouri.edu 1 

harry@missouri.edu 3 

domains  

domainid domainname 

0 ALL 

1 missouri.edu 

2 uark.edu 

3 ku.edu 

4 greatplains.net 
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mailto:bob@missouri.edu
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mailto:alice@ku.edu
mailto:chris@cs.missouri.edu
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mailto:harry@cs.missouri.edu
mailto:harry@cs.missouri.edu
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Chapter 5. Conclusion 

Sharing of large data among researchers belonging to different institutions and 

organizations for collaborative work is a very important function. A set of such 

institutions formed, based upon trust creating a collaboration environment is referred to 

as a Virtual Organization (VO). The Great Plains Network (GPN) consortium, which is a 

collaborative research environment shared by universities in the mid-western United 

States is one such Virtual Organization. Researchers belonging to such a collaboration 

environment are increasingly working with large files and datasets, which they often need 

to share for their collaboration.  

There is no provision in the current generation systems to transfer large data 

among collaborators in multiple institutions, without having to provision user credentials 

at some common location that all collaborators can use. Although emails have become a 

quick and simple means of communication for collaboration work, there is no provision 

in the current email systems to send large data through emails. All existing email systems 

restrict the size of the data that can be attached with the email. The goal of this thesis 

implementation is to provide a system that facilitates secured sharing of large data among 

researchers belonging to institutions participating in the VO. The “Dropoff” application 

implemented by this thesis is a system for sharing large data combining several transport, 

storage and security methods to allow researchers to quickly and easily share large files 

for a specified period in a trusted environment. 

Dropoff provides an implementation that allows an authenticated user to upload 

an arbitrarily large file for sharing with other users. After Dropoff uploads a file, it sends 

an email to the recipient of the file with a download URL link that point to the uploaded 
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file. The recipient accesses the file by clicking on the download URL link in the email. 

An authenticated user can send a one-time upload voucher to a user who cannot 

authenticate with the system. The one-time upload voucher allows the user, without an 

account to upload a file exactly one time, to be presented to the user who created the 

voucher.  

Dropoff replaces the use of SimpleSAMLphp authentication module with the 

existing Shibboleth and X.509 certificate based authentication mechanisms. Dropoff 

implementation ensures that the recipient of the file has to authenticate before 

downloading the file. It also makes sure that only the intended recipient of the file can 

download the file.  

Dropoff integrates with the existing user data repository, to allow an authenticated 

user to select a file from the user’s data repository for upload. It also allows an 

authenticated user to download a file to the user’s data repository.  

Dropoff supports distributed administrator users, such that an administrator 

belonging to a certain institution or domain can administer files belonging to the same 

organizational domain as the administrator. This helps to distribute the workload and 

authority of monitoring the application. Dropoff also provides the administrator user an 

ability to perform actions on files for inspecting or deleting them. Dropoff implements a 

mechanism that restricts the number of log records returned for the log statistics 

functionality. This helps to reduce the number of web page listings with log data that 

Dropoff presents to the users.  

There is room for a few future enhancements to Dropoff implementation. Dropoff 

service functions can be implemented as a middleware service. As a result, many 
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applications in the collaboration environment can make use of Dropoff system for sharing 

data. Dropoff can also be enhanced further to integrate with the existing application 

repositories in the collaboration environment along with the user data repositories. A 

reporting facility can be implemented for administrator users on the usage of the system. 

Reports can be generated based on various filtering factors. For example, listing file 

uploads and downloads information on per month, per year, per user, or per domain basis 

should be considered. The reporting function can also be used to present a graph of the 

size of files uploaded through a certain time period. Similarly, there can be numerous 

other reports that can be used to monitor the usage of the system. 

The implementation of this thesis involved a careful study and understanding of 

the Filesender code. Working on this thesis provided me an opportunity to learn 

technologies like single sign-on, Shibboleth and X.509 certificate based authentication 

mechanisms, user data repositories, PHP, AJAX, HTML5, and PostgreSQL databases. 

The thesis implementation has provided me with an immense learning experience as an 

individual. 

To conclude, this thesis and its implementation achieves the purpose of providing 

a system for secure sharing of large files in the collaborative environment. It provides 

users with a simple and easy to use web interface to share large files from/to their 

machines or user data repositories with collaborators. Dropoff application works as 

designed is efficient and provides useful service functions for managing the application.  
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Appendix A –Dropoff Workflow Functions 

This section describes the workflow in Dropoff by going through each of its 

service functions. It presents to the reader of this thesis with an idea of the usage of the 

system. 

 

Logon 

The logon screen shown in Figure A.1 presents the user two options for login. One option 

is using the Shibboleth based authentication system and the other is using the X.509 

certificate based authentication. 

 

 

Figure A.1: Logon Screen 
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Shibboleth based authentication system - Where Are You From service (WAYF) 

Figure A.2 shows the WAYF screen, where the user using the Shibboleth authentication 

system, selects his/her home institution. After the selection of the home institution, the 

user authenticates with the selected institution’s IdP, providing his/her credentials as 

shown in Figure A.3. 

 

Figure A.2: WAYF Service Screen 

 

 

Figure A.3: Identity Provider Authentication Screen 
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Certificate Based Authentication 

The user has an alternate option of using the X.509 certificate based authentication 

system for authenticating to the application. For using this authentication system, the user 

uploads a legitimate X.509 certificate from an acceptable signatory and answers a 

challenge question to prove that the certificate belongs to the user. Refer Figure A.4 and 

A.5 respectively. 

 

Figure A.4: Certificate Based Authentication - Upload Certificate 

 

 

Figure A.5: Certificate Based Authentication - Challenge Question 
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Dropoff – File Upload 

After authentication, Dropoff provides the user with an interface to upload and share a 

file, send a one-time upload voucher, and perform actions on files belonging to the user 

that are available in the system (files not expired). For an administrator user, Dropoff 

displays an “Administration” button that provides access to administrative functions. 

Figure A.6 shows the upload screen where the user can upload a file and share it with a 

recipient. 

 

Figure A.6: File Upload Screen 
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Dropoff provides seven fields on the interface to upload a file as shown in figure A.6.  

To: Mandatory field - Comma separated list of email addresses.  

Subject: Optional field - The subject of the email. 

Message: Optional field - Additional message for the recipient. 

Expiry Date: Mandatory field – The number of days the file is available for download 

(maximum value is 14 days). 

Upload Source: Mandatory field – File upload source that is either the user’s machine or 

the user’s data repository. 

Terms and Conditions: Mandatory field - The user must agree to terms and conditions 

before uploading the file. 

File Select: Mandatory field – The user needs to select a file from his/her machine for 

upload. 

An error message is displayed for any validation errors as shown in Figure A.7. 

 

Figure A.7: Email Validation Errors 
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Dropoff – Terms and Conditions Acceptance 

The checkbox for the acceptance of terms and conditions is required to be selected in 

order to continue with the file upload or else the application issues an error message as 

shown in Figure A.8. On clicking the Show/Hide link, displays the URL for the UM 

system’s terms and conditions page. 

 

 

Figure A.8: Terms and Conditions Acceptance 
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Dropoff – File Upload Progress 

Dropoff uploads the file after it validates all fields on the file upload interface. Figure A.9 

displays the file upload progress indicator presented to the user. 

 

Figure A.9: File Upload Progress 

 

 

Figure A.10: File Upload and Email Sent Confirmation Message 
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Dropoff – Recipient Email Content 

The recipient of the file receives an email with a message to download the file and the 

download URL link as shown in Figure A.11. 

 

 

Figure A.11: Recipient Email Content 
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Dropoff – Authentication Required For File Download 

Dropoff makes sure that the recipient is authenticated before he/she can download the 

file. Dropoff presents the recipient with the logon screen, if the recipient is not already 

authenticated, as shown in Figure A.12. 

 

 

 

Figure A.12: Recipient Authentication for File Download 

 

 

 

 

filevoucheruid passed through 

the download request 
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Dropoff – File Download Options 

Dropoff provides the recipient with two options for downloading the file. The file can be 

downloaded to the recipient’s machine or the file can be downloaded to the recipient’s 

data repository, if one exists. The “Download to User repository” option is displayed only 

to the recipient who owns a data repository in the collaborative environment. Refer to 

figure A.13. 

 

 

 

Figure A.13: File Download Options 
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Dropoff – File Download Messages 

Dropoff displays messages as shown in Figures A.14 and A.15, after selecting the 

“Download to User Machine” and “Download to User repository” options for file 

download. 

 

Figure A.14: File Download to Recipient's Machine Message 

 

Figure A.15: File Download to User Repository Success Message 
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Dropoff – File Download Error Message for an Unintended Recipient  

Dropoff does not allow an unintended recipient of the file to download the file. If a 

recipient attempts to download a file not intended for him/her, Dropoff issues the error 

message as shown in Figure A.16. 

 

 

Figure A.16: File Download Error Message for an Unintended Recipient 
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Dropoff – Guest Voucher 

A guest voucher or a one-time upload voucher is sent to a user for uploading a file, by 

clicking on the “Guest Voucher” button on the interface. The voucher interface provides 

the following fields for issuing a one-time voucher (Refer to Figure A.17) : 

Send Vouchers To: Mandatory field – Comma separated list of email addresses. 

Expiry Date: Mandatory field – The number of days the voucher is available for use 

(maximum value is 14 days). 

The user can also delete any existing upload vouchers issued by him/her that are available 

in the system by clicking on the “Delete” icon, encircled in Figure A.17. 

 

 

Figure A.17: Guest Voucher 

Voucher Delete 
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Dropoff – File Upload Through Guest Voucher 

The guest receiving the one-time upload voucher does not have to authenticate to the 

application for uploading a file. The guest has access to only one Dropoff service 

function - upload a file, as shown in Figure A.18. 

 

 

Figure A.18: File Upload through a Guest Voucher 
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Dropoff – Actions on User Uploaded Available Files 

Dropoff provides the user a list of files belonging to the user that are available in the 

system (not expired), by clicking on the “My Files” button on the interface. The “My 

Files” interface provides the user options to take actions on these files. The actions are 

resend the file, share the file with additional recipients, download the file and delete the 

file. Dropoff does not allow the user to delete a file that is held from deletion by the 

administrator user. The actions are marked in Figure A.19. The screens for actions - 

resend file, share a file with new recipients and delete a file are shown in Figures A.20, 

A.21 and A.22 respectively. 

 

 

 

 

 

Figure A.19: Actions on User Uploaded Available Files 

 

Resend 

Add recipients Delete File Download File File Held from 
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Admin 
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Figure A.20: Resend a File 

 

 

Figure A.21: Share a File with Additional Recipients 
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Figure A.22: Delete a File 
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Dropoff – Administrator Functions 

For an administrator user, Dropoff displays the “Administration” button on the interface. 

On clicking the “Administration” button opens up the ‘Administration’ page. The 

‘Administration’ page provides the administrator user with six tabs for administrative 

functions as shown in Figure A.23. 

General: Displays general statistics of the usage of the system like total number and size 

of file uploads and downloads, and the storage utilization. 

Uploads: Displays log statistics for file uploads with information like the sender and 

recipient of the file, the file name, file size and the date the file was uploaded. 

Download: Displays log statistics for file downloads with information like the sender and 

recipient of the file, the file name, file size and the date the file was downloaded. 

Errors: Displays all errors that occurred during any operation while using the system. 

Files Available: Displays all user files that are available (not expired) in the system. It 

provides information of the file like the sender and recipient of the file, the file name, file 

size, the subject of the email, file creation date and the file expiration date. It also 

provides the administrator user an interface to take actions on files. The actions are 

download the file, delete the file and hold a file from deletion even if the file has gone 

past the expiration date. The actions are marked in Figure A.27 

Active Vouchers: Displays all one-time vouchers available in the system (not used and 

not expired). It also provides the administrator user an interface to delete the voucher. 

Refer to Figure A.28. 

The screens for all these tabs are shown in Figures A.23, A.24, A.25, A.26, A.27 and 

A.28 respectively. 
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Figure A.23: Administration Page 

 

Figure A.24: Administration - Uploads 
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Figure A.25: Administration - Downloads 

 

Figure A.26: Administration - Errors 
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Figure A.27: Administration - Files Available 
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Figure A.28: Administration - Active Vouchers 
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Dropoff – Super Admin Functions 

For a “Super Admin” user, Dropoff displays the “Manage Administrators” button on the 

interface. On clicking the “Manage Administrators” button opens up the ‘Manage 

Administrators’ page. The ‘Manage Administrators’ page provides the “Super Admin” 

user with two tabs for managing other “Admin” and “Super Admin” users and managing 

domains assigned to administrator users, as shown in Figure A.29. 

Manage Domains: Displays all domain names. For each domain name, it also displays 

names of administrators that are allowed to manage files belonging to that particular 

domain. This tab also provides the “Super Admin” user an interface to delete a particular 

domain. It also provides an interface to define a new domain in the system. Dropoff does 

not allow the “Super Admin” user to delete the domain with name ‘ALL’.  Refer to 

Figure A.29. 

Manage Administrators: Displays all administrator users. For each administrator user, it 

also displays a list of domain names. The administrator user can manage files belonging 

to the domain names listed against his/her name. This tab also provides the “Super 

Admin” user an interface to delete an administrator user. Dropoff does not allow the 

“Super Admin” user to delete him/her. In addition to this, the tab provides an interface to 

de-assign the domain names listed against a particular administrator. It also provides an 

interface to define a new or edit an existing administrator user in the system. Refer to 

Figure A.30. 
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Figure A.29: Manage Domains 

 

Figure A.30: Manage Administrators 
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Appendix B - The files and logs Tables in Dropoff 

 

Figure B.1: Files Table [5] 

 

 

Figure B.2: Logs Table [5] 
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Appendix C – Dropoff Workflow 

 

Figure C.1: Dropoff Workflow [12]  
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