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CHAPTER 1: INTRODUCTION 

 

On Monday, April 26, 2021, Apple introduced its new privacy update, which 

requires apps to obtain a user's permission before tracking their data. The update in iOS 

14 will require so-called third-party apps to ask for your permission to track users. This 

gives them the opportunity to decide if they want to share their data or not. Apple’s 

update illustrates why it is important to be aware about online privacy and know what 

information you as a user put online. 

Online privacy and digital awareness have been important to me for many years. 

As a teacher at a high school in Norway, I saw that most of my students were nonchalant 

about the apps and websites they used and simply entered their personal information 

without batting an eye. Part of my teaching responsibility, aside from teaching journalism 

and video production, was to teach online privacy. I have always been very aware of 

safeguarding my personal information online and was fascinated that not all people had 

the same fear or concerns about it.  

When I was accepted to the Missouri School of Journalism’s Graduate Program, 

this was an obvious topic for many of my papers, and when deciding on a topic for my 

project, it was an easy choice. Through the many computer programs and apps we are 

required to use as students, it became clear to me that privacy and online safety 

awareness was something that is integral to everything we do. Although I do feel that my 

school email is safe and I have faith in the virus protection and privacy settings for the 

programs used at the University, it is sometimes difficult to separate online use for 

private versus professional functions.  
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One part of my professional project has been to teach one section of J1300 

“Written Fundamentals of Journalism and Strategic Communication.” In this class, how 

to search for public information is part of the curriculum. Some of the students were 

amazed that information such as property ownership and tax information is available for 

everyone. The lines between what is private and public information can sometimes be 

blurred, especially when we consider the information consumers put online. That 

includes both pictures and location on Facebook and other social media, as well as our 

willingness to share our email or phone number to anyone who asks.   

Teaching is only one part of this professional project. Additionally, when talking 

to friends both here in the US and in Norway, I realized that they might view their online 

privacy differently. Since the General Data Protection Regulation (GDPR) was 

introduced in Europe in 2018 (What Is GDPR, the EU’s New Data Protection Law? - 

GDPR.Eu, 2018), basically protecting the individual’s personal information and creating 

regulations on what information a company is allowed to gather and save about a 

consumer, I thought it would be interesting to find out whether this makes Europeans feel 

more secure about their online presence than their American counterparts.  

For this professional project, I have looked at whether there is any difference in 

how people in Europe view their online privacy versus how people in the United States 

see their online privacy, and whether there is a difference in how people from different 

demographics view their online safety and their awareness of privacy settings. All of my 

respondents were adults, and their level of awareness and knowledge about the amount of 

their personal information that is online is varying. My hope is that the findings of this 
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project can be used to create a curriculum for teaching online safety and security 

awareness.  
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CHAPTER 2: LITERATURE REVIEW 

Digital Privacy 

There are many ways consumers give out their private information and 

preferences, some not as overt as others. We give away our phone number and email at 

stores such as ULTA and Target signing up for discounts and rebates, while at the same 

time giving away information about our shopping preferences, our brand preferences, our 

shopping frequency, plus personal information such as age, phone number, ZIP code, and 

email address.  In the digital age, what can be considered private information? Sharing 

personal information may be the new norm, but research suggests that “privacy is 

essential for human functions such as autonomy, development, and creativity” 

(Zurbriggen et al., 2016, p. 248). Privacy, “the control of who has access to information 

about the self,” also serves psychological functions including personal autonomy, 

emotional release, self-evaluation, and a social function (Zurbriggen et al., 2016, p. 249).  

All social media platforms collect data about their users. Facebook collects data to 

target users more effectively, inserting ads in their newsfeeds to make them aware of 

interest groups and companies that may interest them based on the information provided 

and on past behaviors. Facebook’s algorithm looks at what users have clicked on and 

with what pictures and comments they have interacted.  
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Image 1. Information from Facebook about what information it collects. 

 

According to a study published in 2017, 

[a]lthough Facebook claims that personal information is only used for providing 

better services, it is not easy for them to avoid the criticism that personal 

information is used for marketing purposes. In particular, providing Relevance 

Score for Ads starting from early 2015 definitely shows that users’ information is 

related to targeting consumers which is the directly opponent view of Facebook 

claim (Jung, 2017, p. 304).  
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But social media sites are not the only websites that collect users’ information. In 

a broadcast from CBS’s “60 Minutes” (Messick & Gavrilovic, 2014), Steve Kroft 

reported on a business practice called data brokerage. Data brokers collect as much 

information as possible about online consumers and sell that information to companies 

that would benefit from having that information. They collect data from search engines, 

online dating sites, medical websites and others, gathering users’ locations, IP addresses, 

search histories, etc. That means that if a person searched for “signs of depression,” the 

advertising and stories on that person’s social media sites (and other websites) would 

give information on how to receive mental help, possible prescriptions that battle 

depression and the like.  

Mobile phones create an additional avenue for collecting personal information 

about their users. When using a smartphone, users can give away information about their 

location, browsing behavior and shopping habits, among other things. Some of this 

information can be tracked through the phone’s original system settings, while other 

information can be gathered when using different applications on the phone. This 

information is used to send targeted advertisements that are based on recent search 

activity and interests the user has self-published through images, check-ins and “likes” on 

social media. Gutierrez et al. (2019) found that [b]y accepting permission at the 

download stage, users share personal information such as device ID, call log information, 

address book contacts and location, possibly even granting some control requests such as 

the ability to vibrate the device and to locate the phone. Mobile devices facilitate data 

collection that can be shared with other entities such as application developers, analytics 

companies and advertisers (Gutierrez et al., 2019, p. 295). 
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Consumers are not unaware of the privacy concerns associated with these apps 

and platforms. A survey from NortonLifeLock showed that 79% of participants said they 

believe consumers have lost control over how their personal information is collected and 

used (Whitney, 2020). Almost 75% believe it is impossible to protect their online 

privacy, and 60% feel it is too late to protect their personal information because it is 

already out there (Whitney, 2020).  

 

 

Image 2. People’s biggest concerns about data privacy (Whitney, 2020). 

 

Communication privacy management (CPM) theory is a theoretical framework 

that addresses security awareness and digital privacy. According to this theory, private 

information is defined as “any information that makes people feel some level of 

vulnerability, thereby resulting in the desire to control the dissemination of that 

information” (Child et al., 2015, p. 250). CPM theory suggests there are three main 

principles for effective management of private information: privacy ownership, privacy 

control, and privacy turbulence (Child et al., 2015).  

“Personal privacy rules regulate choices about sharing private information with 

others. For example, personal information that an individual protects, and therefore does 
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not share with others on Facebook, remains in their individual privacy boundary” (Child 

et al., 2013, p. 350). The authors explain that this privacy boundary changes when people 

post on their own Facebook sites or post comments on other users’ posts. These actions 

change information from the individual’s privacy boundary into a co-owned boundary. 

Petronio (2013) states that in these instances, expectations for privacy are not always 

clearly articulated and that allows for privacy disruptions that may lead to turbulence in 

the way an individual’s private information is managed.  

 

Image 3. The principles of Communication Privacy Management theory (Petronio, 2013). 

 

A study on “doxxing,” revealing personally identifiable information of another 

individual online, focused on the negative consequences after a news organization 

publicly identified an anonymous online commenter (McNealy, 2017). “Cleveland.com 

published a story claiming that someone used Judge Shirley Saffold’s email address to 

post comments on articles about cases over which Saffold presided” (McNealy, 2017, p. 

285). After the commenter’s identity was revealed by the newspaper, it turned out it was 

the judge’s daughter who was posting the comments using her mother’s email address. 
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The study explored the readers’ reaction to the media organization and found that 

commenters reacted negatively to the media doxxing. Individuals often use the same 

username when joining websites or participate in online discussions. Personal email 

addresses may also connect doxxers to information about their identity, as well as the use 

of search engines such as Google. “Add the information found on these sites to that 

personal identity information available publicly on a social network, and you have the 

recipe for a thorough identification of a specific target” (McNealy, 2017, p. 283). The 

audience was not willing to accept the newspaper’s behavior, and comments indicated 

that the editors had violated their ethical duties. Some users even claimed they were 

going to delete their user accounts or unsubscribe from the paper (McNealy, 2017). This 

may be an indication that people do believe that both anonymity and privacy online is an 

important issue, perhaps more so on controversial topics.  

Despite their concerns, studies have shown little correlation between the 

perceived privacy risk and the amount of self-disclosure (Wu, 2018). This behavior can 

be attributed to the so-called “privacy paradox” in the context of online social 

interactions, which means that people say they are concerned about privacy online but act 

as if they are not (Wu, 2018).  

In 2017, Martin et al., tested how data privacy affected customer perceptions and 

trust in relation to firms’ profit and marketing returns. The authors state that “nearly 130 

million personal records have been subjected to risk from data breaches” (Martin et al., 

2017, p. 38). They claim that disclosures and fraudulent activities are the most severe 

form of vulnerability for the customer, since it then moves from susceptibility to actually 

harming the customer. According to their findings, “the greatest effects tend to stem not 
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from actual data misuse but from accompanying feelings of violation and the 

indeterminate nature of the threat” (Martin et al., 2017, p. 38). The authors conduced 

three studies that showed if a firm shows transparency and control in its data management 

practices, this can suppress the negative effects of customer data vulnerability (Martin et 

al., 2017). 

The United States does not currently have regulations in place that protect the 

public’s privacy online. GDPR was put in place for citizens within the European Union 

on May 25, 2018. GDPR was implemented to improve privacy and give consumers and 

citizens greater control over how their personal information is used. The regulation 

includes seven main principles of data protection and eight privacy rights, and “any 

organization that processes the personal data of people in the EU must comply with the 

GDPR” (What Is GDPR, the EU’s New Data Protection Law? - GDPR.Eu, 2018): 

1. The right to be informed. 

2. The right of access. 

3. The right to rectification. 

4. The right to erasure. 

5. The right to restrict processing. 

6. The right to data portability. 

7. The right to object. 

8. Rights in relation to automated decision making and profiling.  

 

According to a study by Gutierrez et al (2019), the GDPR has enhanced the relevance of 

privacy for consumers, and  

“all organisations now need to develop better understandings of mobile users' 

perceptions, behaviours and rights. The tension between the personalisation of 

advertising and mobile users' privacy/security represents the personalisation-

privacy paradox (PPP), with users having the opportunity to share personal 

information in exchange for retail value and personalised services” (p. 296). 
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In January 2020, California enacted its own privacy act called the California 

Consumer Privacy Act (CCPA). The intentions of the CCPA are to provide California 

residents with the right to: 

1. Know what personal data is being collected about them. 

2. Know whether their personal data is sold or disclosed and to whom. 

3. Say no to the sale of personal data. 

4. Access their personal data. 

5. Request a business to delete any personal information about a consumer collected 

from that consumer.  

6. Not be discriminated against for exercising their privacy rights. 

 

The definition of privacy in GDPR is broader than what is defined in the CCPA, but it 

still means many consumers and lawmakers have recognized the need in protecting 

online privacy (What Is GDPR, the EU’s New Data Protection Law? - GDPR.Eu, 2018). 

 

Security Awareness 

 Smartphones and their security issues have been well studied (Ameen et al.; Goth; 

Gutierrez et al.; Tao et al.), but the literature on security awareness and how smartphone 

users behave is more limited. Breitinger and Nickel (2010) found that people had low 

security levels on their phones, and this was mainly due to the lack of security awareness. 

A study focused on participants who self-identified as more tech-savvy than the general 

public found that the respondents had a high degree of security awareness when it came 

to their smartphones, but the findings also suggested that most users were “not concerned 

about the privacy and protection of their personal data, with some believing that they did 

not have anything worth taking” (Breitinger et al., 2019, p. 2). Users have to accept 

privacy policies before they can create online profiles or download new apps, but 
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researchers found that only 35% of users look at required permissions before installing an 

app (Breitlinger et al., 2019).  

Users are often not aware of the consequences of granting app permissions and 

what this means to their personal data protection. Some of the issues regarding security 

are giving away personal information by GPS location, password storage, and contact 

information. Most times users have to grant these permissions in order for the app to be 

implemented, and “[s]ince app permissions are generally displayed after users choose to 

download an app (…), or only when a certain function is used for the first time (…), they 

are often overlooked” (Henke et al., 2018, p. 289). To use an installed app, a user has to 

accept the end-user license agreement (EULA) document, which informs users about the 

app’s activities. Accepting this does not mean the user has read and understood the terms, 

however, and people often rely on user reviews and popularity to tell them about the 

quality and security of an app (Koyuncu & Pusatli, 2019). When it comes to security 

awareness, a 2020 study shows that offering consumers a choice over whether or which 

data are collected increases consumer power, and “[p]ower and risk influence consumers’ 

affect and purchase intent” (Bornschein et al., 2020, p. 135). The study showed that if 

consumers decided to not accept the collection of their browsing information, the system 

of online customer acquisition would be challenged since websites would not be able 

to identify the sources of customer traffic (Bornschein et al., 2020, p. 149). 

A study conducted in 2016 shows that privacy concerns and trusting beliefs 

significantly affect individual perceptions of information practices, and that “people fail 

to think about the risks associated with the use of their information after releasing it 

because they focus only on the process of releasing the information” (Libaque-Saenz et 
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al., 2016, p. 340). Previous surveys have also shown that users disregard security during 

app selection and installation, something that may be changed if the public was properly 

educated in the general security threats of applications. That is the basis for my study. 

Previous research suggests that users are interested enough in their personal privacy for 

education to make a difference in their usage patterns: “57% of all app users have either 

uninstalled an app over concerns about having to share their personal information or 

declined to install an app in the first place for similar reasons” (Breitlinger et al., 2019. p. 

2).      

 While adults may be aware of the privacy challenges that social media and the 

Internet raise, teens are susceptible to the risks associated with the advertising based on 

data that apps have collected from them. Youn and Shin (2019) studied teens’ responses 

to Facebook newsfeed advertising and found that due to the lack of regulation, “teens’ 

perceptions and responses to newsfeed ads may be determined by their own 

understanding of ad practices as well as their social learning” (p. 32).  

When users connect their devices to the Internet, whether a mobile phone or a 

computer, it can pose a challenge to their privacy. There are quite a few ways consumers 

can protect themselves from giving away their personal information, but to avoid it 

completely may be impossible. In a 2017 study about data privacy in marketing, authors 

Martin and Murphy noted that privacy concerns appear to be increasing among both older 

and younger consumers, and that privacy concerns diminish with stronger individual and 

regulatory controls (Martin & Murphy, 2017). Although social media has been a topic of 

extensive research in recent years, there is still a need to look at how privacy issues 
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influence the consumer’s choices and if they are aware how their personal information is 

being used. 

 

Privacy in Education  

The risks surrounding privacy also exist in the U.S. school system. The Family 

Educational Rights and Privacy Act (FERPA) protects a student’s right to privacy 

surrounding their educational record. FERPA gives students over the age of 18 the right 

to read and request corrections to their education record (Family Educational Rights and 

Privacy Act (FERPA), 2018). This includes data about:   

• Date and place of birth, parent(s) and/or guardian addresses, and where parents 

can be contacted in emergencies. 

• Grades, test scores, courses taken, academic specializations and activities, and 

official letters regarding a student's status in school. 

• Special education records. 

• Disciplinary records. 

• Mental health records that the school creates, collects and maintains. 

• Documentation of attendance, schools attended, courses taken, awards conferred, 

and degrees earned. 

• Personal information such as a student's identification code, social security 

number, picture, or other information that would make it easy to identify or locate 

the student.  

  

Exceptions such as a student's name, address, telephone number, date and place of 

birth, honors and awards, and dates of attendance are not considered private information 

under FERPA (Family Educational Rights and Privacy Act (FERPA), 2018). 

In the classroom, the teacher has to consider forms of discipline and rewards as 

well as technology included in the lessons or assignments. The U.S. Department of 

Education has ruled that a school cannot "require, as a condition of attendance or receipt 

of educational training or services, with any contractor or third party" that is acting on 
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behalf of the institution (King, 2017). That means that if you as a teacher choose to use 

programs such as MindMapping or WordPress, you need to have the student, or parent in 

the case of a minor child, waive their right to FERPA to publish and share their work in a 

public space online.  

Many teachers use digital technologies to teach students and manage classrooms. 

Schools have integrated Google, Microsoft, and Apple products in their classrooms, but 

privacy concerns arise from this. For instance, how do schools monitor the students’ 

technology use, what data do corporations get when students use their devices, and how 

do schools use the student data they collect (Kumar et al., 2019)? Student privacy may 

not be the main focus for a teacher when considering which technological tools to use in 

the classroom. “Educators consider digital privacy through the lens of curricular and 

classroom management goals, and (…) lessons to teach children about digital privacy and 

security are rare” (Kumar et al., 2019, p. 1).  

A recent study by the United States Government Accountability Office found that 

99 student data breaches had been reported between July 1, 2016, and May 5, 2020. This 

compromised the data of students in 287 school districts across the country, and it 

showed that “students and staff were most commonly responsible for the data breaches” 

(Nowicki, 2020, p.  15). 
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Image 4. Reported number of data breaches by actor and intent (Nowicki, 2020). 

 

Educational data mining (EDM) is “the application of sophisticated data mining 

techniques to solving problems in education” (Sabourin et al., 2015, p. 164). EDM has 

been incorporated into applications that optimize student learning, but it has also raised 

public awareness of how much data is being collected about students (Sabourin et al., 

2015).  

Another privacy concern is when schools use online educational resources and 

mobile apps that utilize cloud storage. In doing that, they sometimes relinquish control of 

student data, which is alarming because FERPA “generally requires districts to have 

direct control of student information when disclosed to third-party service providers” 

(Sabourin et al., 2015, p. 167). 
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The balance between data mining and maintaining privacy in an educational 

setting can be reached through anonymization methods such as removing the respondents 

gender or age. However, by anonymizing, you may lose a certain amount of information 

found in the original data, which you might need for educational purposes. For instance 

interaction patterns that can be useful for both the learners and the teacher, such as 

looking at how active a students is on the learning platform, how many lessons they have 

viewed or discussions they have participated in (Kyritsi et al., 2019). 

 

Research Questions  

RQ1: How aware are smartphone users of how their personal information is 

collected, managed, and potentially used when downloading and using an app on 

their phone? 

RQ2: Do users in the US and the EU perceive their online privacy differently? 

Eventually, I would like to take this research further by making an educational website 

meant to inform the “common person” about data privacy.  

 

Methods  

I have used semi-structured interviews for my project. I wanted to look at the 

broader opinions and attitudes, and for that qualitative research methods like semi-

structured interviews would be the best choice (Hammarberg et al., 2016). Most studies 

done on this topic have been surveys, and my qualitative study gave me supplemental 

information so I could draw a more in-depth conclusion on people’s privacy awareness.  

 Semi-structured interviews were used because personal security settings are 
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individual, and a person’s knowledge and background will influence how that person 

uses the phone and how aware they are about online privacy. When conducting 

interviews, it is important that I earn the trust of my interviewees so I can obtain high 

quality data (Harvey, 2011). I was transparent to my interview subjects about what I am 

researching, how my study is conducted, and for what the results are to be used.  My 

conversations were also recorded to ensure the accuracy of my interviews. The interviews 

were conducted on Zoom or Microsoft Teams.  

Taking cues from both the NortonLifeLock study and similar privacy studies, my 

questions gave me information about the knowledge of my respondents’ security and 

privacy awareness, and also about their use and habits.  

The target population for this study were adult users 18 and over who use a 

smartphone. The goal was to get responses from a diverse group with different ages, 

gender, and geographic location. The respondents were divided into age groups; 18-25, 

26-40, and 41 and older. This gives me a chance to see whether there are differences in 

their answers based on their age. Another demographic I will consider in this study is 

gender, as well as geographic location (EU vs US). Six respondents were from Norway 

and six from the United States. Norway is not considered a full member of the European 

Union. However, it is associated with the EU through its membership of the European 

Economic Area (EEA), established in 1994. Because of this connection and the fact that 

Norwegians are covered by the GDPR, my respondents in Norway are representative for 

online users in the EU.  
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 The respondents were recruited from my personal networks on Facebook and 

LinkedIn. I have a vast network of people in all age ranges, both in the US and the EU, so 

this gives me a good sample for this study.  To ensure that I have a representative sample 

for my study, I have used subjects of corresponding identities. This means that if I 

interview a person aged 18-25 from the US, I also interview a person 18-25 from the EU.  

One limitation to my study is the small sample size. Another limitation may be 

whether the different types of apps influence the users’ privacy awareness, for instance, is 

there a difference in applications people use for leisure versus work? Another challenge 

is that it is difficult to be current, since both awareness and use of applications are fluid. 
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CHAPTER 3: PROFESSIONAL ANALYSIS 

This article is written for the intended publication in the trade publication Inside Higher 

Ed. 

 

Headline: Teaching online privacy.  

Subhead: Is there a need for expanded education about online privacy?  

 

Most of us post pictures and personal information online and freely enter our 

phone number or email address when shopping. When you download and use an app or a 

website you also give away a lot of personal information about yourself. Your location, 

shopping preferences, and pictures can no longer be considered private. The benefit of 

getting a discount off your purchase may be tempting, but do you know what happens to 

your personal information? Perhaps we need better education on how to deal with our 

personal information online.   

Teaching online safety is part of the curriculum in schools, starting in elementary 

school. Some teachers post pictures on Facebook with the request to share so their 

students can see how far a picture can spread around the world. As a teacher, I wonder if 

this is enough? And how could adults become better educated about their online safety? 

Over the past three months, I spoke with twelve respondents in order to find out what 

they know about their online privacy. My goal was to find out whether smartphone users 

are aware of how their personal information is collected, managed, and potentially used 

when downloading and using an app on their phone. I also wanted to see if users in the 

United States (US) and in the European Union (EU) perceive their online privacy 
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differently. Six respondents were from Norway and six from the United States, all of 

different ages and occupations. Norway is not considered a full member of the European 

Union. However, it is associated with the EU through its membership of the European 

Economic Area (EEA), established in 1994. Because of this connection, my respondents 

in Norway are representative for online users in the EU.  

Smartphones and their security issues have been well studied (Ameen et al.; Goth; 

Gutierrez et al.; Tao et al.), but the literature on security awareness and how smartphone 

users behave is more limited. A survey from NortonLifeLock showed that 79% of 

participants said they believe consumers have lost control over how their personal 

information is collected and used (Whitney, 2020). Almost 75% believe it is impossible 

to protect their online privacy, and 60% feel it is too late to protect their personal 

information because it is already out there (Whitney, 2020). Breitinger and Nickel (2010) 

found that people had low security levels on their phones, and this was mainly due to the 

lack of security awareness. The study focused on participants who self-identified as more 

tech-savvy than the general public and found that the respondents had a high degree of 

security awareness when it came to their smartphones, but the findings also suggested 

that most users were “not concerned about the privacy and protection of their personal 

data, with some believing that they did not have anything worth taking” (Breitinger et al., 

2019, p. 2). For many of the respondents in my study, their concern over their online 

safety was diminished because they felt their information would not be of value to 

anyone else, which coincides with the findings in the NortonLifeLock survey. 

Respondent 1 (Male, 20, United States), said this about how he thinks about his personal 

information online: “[A]s I've gotten older, I've realized: So, what? What are they going 
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to do with it? They probably don't care about some random citizen that doesn't have much 

power, I can't really do anything to them. The worst that could happen is they get my 

credit card information. And should that happen, I just call the bank and freeze my 

account. So, there's lots of backdoors. So ultimately, I'm not too scared or worried about 

what happens if my information gets out. Because no one really cares.” 

Users have to accept privacy policies before they can create online profiles or 

download new apps, but researchers found that only 35% of users look at required 

permissions before installing an app (Breitlinger et al., 2019). To use an installed app, a 

user has to accept the end-user license agreement (EULA) document, which informs 

users about the app’s activities. Accepting this does not mean the user has read and 

understood the terms, however, and people often rely on user reviews and popularity to 

tell them about the quality and security of an app (Koyuncu & Pusatli, 2019). Eight of the 

twelve respondents said they sometimes check the privacy settings for the applications 

they have on their phone. Only four claimed to always check those. Respondent 10 

(female, 48, United States) said she found it difficult to remember to check all the privacy 

settings on her applications. “I couldn't tell you right now which ones I've done that on 

and which ones I haven't. But over time, every time somebody reminds me, oh, did you 

know that this is how you go and, you know, change your privacy settings all I'll say, Oh, 

I should do that”.  

When users connect their devices to the Internet, whether a mobile phone or a 

computer, it can pose a challenge to their privacy. Most of the respondents in my study 

said they had some knowledge of how their information is used online and what the risks 

are, but the extent of how their information may be sold and used was limited. 
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Respondent 8 (female, 33, Norway) said “I have a vacuum cleaner, and it creeps me out. 

When we tried to connect that to the Wi-Fi in the house, we had to download an app on 

our phone, and then you have to accept everything for it to be able to connect to the Wi-

Fi. I mean, there's no way to hook it up without having to accept everything. So, that has 

access to everything. And, you know, it takes pictures and runs on GPS. And, you know, 

how Scandinavian or European people live? China knows that now. And just the fact that 

the app is Chinese is kind of scary”.  

Most respondents found it difficult to keep track of what types of information the 

different apps have about them. They said they knew how to change the settings on their 

phones in order to restrict the app’s access to their phone and their information, but either 

weighed the benefits of using the app as more beneficial than the downside of giving out 

their personal information, or they simply found the process of constantly checking the 

privacy settings too much to keep up with.  

There are ways consumers can protect themselves from giving away their 

personal information, but to avoid it completely may be impossible. About half of the 

respondents were concerned about their personal information being breached online. The 

highest was among the age group of 26-40, where three of the four respondents said they 

were concerned. Respondent 4 (male, 32, United States) said he was scared about what 

information was out there about him. He said he checks some of the privacy settings for 

his apps, but found it confusing to be sure that his information was safe. “Privacy on each 

app is different. It says what it will give out and what it will not give out of information. 

So, you never know”.  
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Whether the difference in the perception of the safety of their online information 

is due to geographic location or age, is hard to say from my findings. It seems that the 

level of safety awareness depends on their level of online experience. One thing that 

showed in my findings was that most of the people who claimed concern or were 

somewhat concerned were female. Four of the six females interviewed noted they were 

worried about their online information being breached. Of the males, only one of the 

American respondents was concerned, the rest of the males were not particularly worried.  

Laws are changing, for instance with the implementation of The General Data 

Protection Regulation (GDPR) in Europe and the Consumer Privacy Act (CCPA) in 

California. As much as this will restrict the personal information a company can access 

and use, the need for better training in online privacy is necessary. Online privacy and 

security awareness is a subjective matter and involves personal choices, which makes it 

difficult to generalize. However, in order to make responsible choices, awareness and 

education is vital. Based on my findings, the age group that was the most concerned 

about their online safety were adults over the age of 26. Since digital privacy and security 

awareness are taught to the younger generation, perhaps we need to make an effort to 

create a curriculum for teaching adults how to keep their information safe online. 

Respondent 7 (Male, 38, Norway) said “[a]wareness is really important. But I think no 

matter how many campaigns you have about awareness, the fact that it's being taught in 

school is probably really good. We teach about tracking information online and who gets 

that information. So digital competency is very important. Knowledge about what your 

information can be used for.”  
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APPENDIX A: WEEKLY FIELD NOTES 

Field notes, week 1: 1/18-1/22 

This week was the first of the semester, and my main concern was to plan and get ready 

for my first teaching session. Tuesday was the first day of classes. That day went to 

reading the syllabus and making sure that the Canvas site for my class was set up and 

functioning properly. I also sent a welcome email to the students that have signed up for 

the class. I went through all the material that was given me through the course supervisor 

Laura Johnston and set up a plan for what I was going to discuss with the students on my 

first session the day after. In addition, I went by her office to pick up the visor I must use 

for my lessons to keep the environment safe from Covid-19. I wanted to check out the 

setup of the classroom, but the door was locked. Luckily, I had been told that my mentor, 

Arthur Bremmer, was teaching the class ahead of me in the same classroom, so I was not 

too concerned that I couldn’t see the classroom ahead of time. I knew I would have the 

help and guidance of Arthur for my first lesson anyway.  

Wednesday morning went to reading up on the class material to ensure that I felt 

comfortable with the topics on the syllabus to make sure I was ready for the students and 

the classroom. 

The class itself went very well. The students were positive and responsive and gave 

feedback and answered questions I asked. We went through the syllabus, the 

requirements for the class and the assignments together, and discussed the Journalist’s 

Creed in small groups. We also talked a little about the three assignments they have due 

on Sunday, and I told them several times to reach out to me if they need anything or have 
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any questions, no matter how small. I also explained to them the two in-class assignments 

we are going to work on next week so they can be prepared for the next lesson.  

Even though the chairs are all 6 feet apart, the small group settings worked well. Arthur 

was present for the class, and he gave me good feedback afterwards. He also gave me tips 

on where I could find more resources to give to the students for our next class.  

Thursday morning was my J2000 class, where I am the teaching assistant. After that, I 

spent some time on setting up interviews for my project and have now booked several for 

the upcoming week. One interview was done Friday afternoon, one is tomorrow, one on 

Sunday and two interviews are booked for Tuesday. 

 

Field notes, week 2: 1/25-1/29 

Monday morning went to preparing for the lessons this week, as well as grading the 

assignments the students had in week 1. The lesson itself went well, with the students 

participating ok when I posed questions to them. The websites on finding information in 

city databases was challenging for some of them (and very new), but we had a good 

discussion of the importance of finding and using the correct information when reporting.  

I had interviews lined up for my project on Tuesday, so that day went to conducting 

interviews and transcribing some of the interviews I have already done. I also lined up a 

few more interviews for Saturday and next Tuesday. I spent Wednesday morning 

finishing up the grading for the class and preparing the lesson. The lesson on verifying 

information was fun, and many of the students found themselves preferring using other 

websites besides Google, which I though was interesting. The assignment was quite 
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challenging, especially since we got several different answers to the images, which led to 

a conversation on the importance of double checking everything by using several sources.  

 

Thursday was my J2000 lesson, so most of Thursday went to participating and grading 

assignments for that class. Today I had another interview and have already transcribed it. 

It does take quite some time to do, but luckily all my interviews are recorded in video 

files so I can double check everything at a later stage. I have also created and started on a 

document where I note down ideas for alternate lesson plans and other teaching ideas. I 

did realize that I need to note things down after every lesson so I don’t forget my ideas, 

and that is now a reminder in my calendar.  

 

Field notes, week 3: 2/1-2/5 

This week was a fun one in the classroom. We went through ledes, writing for different 

audiences, TIPCUP, and the inverted pyramid. In addition to using the lesson plans 

provided, I added a lot of discussion time during the class period, which worked very 

well with the students. They talked through ledes in pairs, and we also had a few 

exercises where I told them a short story and had them come up with ledes (still in pairs) 

and then share with the class. I have also introduced using Kahoot, an online quiz game, 

at the end of the lessons. I create short quizzes based on that week’s material and we play 

the game at the end of the lesson. The students really enjoy the game, and it serves as a 

repetition of what we have gone through that week without it being an actual test. I also 

finished Wednesday’s lesson by using exit cards, which showed that all but two students 

felt they had a good grasp of ledes, audiences, inverted pyramid and the TIPCUP. All in 
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all I feel I have gotten a good connection with my students and it seems like they are 

getting into the material. By becoming more in tune with both the students and the 

material it is easier to come up with small ideas for alternative lessons plans too. 

As far as my project goes, I have now set up the last of my interview for next week, so 

this week has gone to transcribing more of the interviews I have already done.   

 

Field notes, week 4: 2/8-2/12 

Monday’s lesson was a summary of ledes, where the students got to interview each other 

and come up with ledes for their peer interview. Before they got together in pairs for this 

exercise, I went through the basic points of asking good questions, showing examples and 

reminding them of the 5Ws and the H. Wednesday’s lesson was about grammar and an 

introduction to AP style. We first talked a little about the importance of grammar and 

how grammatical mistakes can be confusing and sometimes misguided to an audience. 

We went through the most important points of AP style together, then they did an AP 

scavenger hunt in pairs where we summarized the results at the end. The lesson also 

ended with a Kahoot on the points we have been through so far; ledes, inverted pyramid, 

and TIPCUP/news values.  

Tuesday and Thursday went to grading and TA work, plus I had another interview for my 

project. One of my interviewees had to reschedule, so I have one more interview planned 

this weekend. Friday has been spent transcribing interviews and getting caught up on AP 

style. It has been 25 years since I last used AP style, so it will take me a while to get 

completely up to speed on using it correctly. I cannot expect my students to learn it if I 

don’t know it well myself.  
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Field notes, week 5: 2/15-2/19 

This week has been all about getting the material ready for online classes (due to 

weather). The original lesson plan had discussions planned, which when going virtual had 

to be done by using breakout rooms on Zoom.  

We worked more on ledes this week, both rewriting peer ledes and writing ledes based on 

set facts. This was a good workshop experience for the students, and I had to go all the 

way back to basics and point out the different parts of a news story (headline, lede, 

byline, caption, nut graf, etc). As I am a very visual person myself, I found it easier to 

explain it by using images. Some of the students had written a headline for their first 

submitted lede, and it was clear that not all of them had managed to understand the 

different parts of a news story. By using images and also working through exercises 

again, I believe they are all clear on how to write ledes.  

After this run-through it was easier to get the students to work on the set of facts to come 

up with good ledes. I had them work in groups on Zoom, first with the person they 

interviewed for the peer interview, then the next session with different students. This 

gives them a chance to get to know each other as well as removing the intimidating 

feeling some might have in talking in front of the class. I asked them for private messages 

on how they felt it was to work in a group setting such as this, and the majority said they 

found it helpful to work in pairs and small groups.  

We also went through talking over how the set of facts can create different ledes based on 

the audience, where the students were good at coming up with both questions and 

suggestions.  



 

 

 31 

The students have four assignments due this weekend, so I went through them, showing 

them on the calendar as well as going through the facts of the assignments.  

 

Field notes, week 6: 2/22-2/26 

Monday’s class started with discussing their profile ideas, which were mostly great. We 

then went into the difference between headlines and ledes, as that seemed to be a bit 

confusing for some (after looking at their turned-in assignments).  

After that, we discussed social media shares and went through different examples from 

both Twitter and Facebook. They all brought up some from their own newsfeeds and 

discussed how effective the headlines and ledes were based on what they now know, and 

also reviewing them based on news values. We did a Kahoot, and the class ended with 

the students working independently on rewriting ledes from the previous assignment into 

social media posts.  

Wednesday we went through results of the assignments they turned in over the weekend, 

talking about the feedback they got and what things they were good at and what they 

should focus on going forward. I should say, most of the students have worked very well 

and put in a good amount of work on their assignments.  I then played the Inverted 

Pyramid song suggested by Laura in her lesson plan. Following that, we went into talking 

about observation when interviewing. I put up a picture of a set of keys and gave the 

students time, first individually and later in small groups, write down and talk about what 

they observed and inferred from those keys. I pointed out the danger of stereotyping, but 

otherwise they found the task quite fun and challenging. I then gave the student the 

option between three tasks; profile stories discussion, a mock press conference, or a lede 
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scavenger hunt. They voted for the profile stories discussion, so we did that for the rest of 

the lesson. As far as my project goes, I have all but one of my interviews done, and am 

almost done transcribing all the interviews.  

 

Field notes, week 7: 3/1-3/5 

The weekend was spent grading before my Monday class, and then getting ready for the 

week. Monday’s class started with a refresher and conversations about ledes, nut grafs 

and the inverted pyramid. We went through how a story is built, and I gave the students 

an assignment to place paragraphs from two stories in the correct order. The class was 

divided into two different groups with different stories, and they did the exercise in pairs 

first, then as a group of four. They had to debate what the most important facts were and 

why they placed the paragraphs in a certain order. We then went through it all as a group, 

which led to a good conversation about how to rate news values in a story. We then went 

on to talk about their upcoming profile stories. They had to share what their idea was 

with the group of four, and they gave each other feedback and ideas on what would be the 

main point to focus on in their stories. The lesson ended with exit cards, where they were 

told on one side to write down any questions they still might have about news values, 

ledes, nut grafs or the inverted pyramid. On the other side I wanted them to give me 

feedback on the course so far, meaning the material, the pace/progress so far, my 

teaching style or any other feedback they wanted me to know so I could see if I needed to 

make any changes for the remainder of the semester. The exit cards were anonymous, 

which gave me great and honest answers! I got positive feedback on my teaching style 

and the class material, which felt good.   
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Wednesday’s lesson started with me answering the questions they had on their exit cards, 

and then we went through the answers to the last few quizzes. I also reminded them about 

the practice quizzes in the course module, so that they were reminded of where to find 

that. The rest of the lesson went to introducing them to broadcast writing and how that is 

different from writing for a newspaper. This part of the curriculum is just up my alley and 

I feel very confident in teaching it based on my experience, which makes it more fun for 

both me and the students, I believe. As always, we ended the lesson with a Kahoot based 

on this week’s reading.   

 

Field notes, week 8: 3/8-3/12 

Monday started with a refresher on how broadcast writing is different from newspaper 

writing. We went through the learning resources, as it seems many of the students do not 

spend the time reading those before class (even though they are listed on their to-do list). 

I showed them examples of how the same story is written for KOMU and the Missourian, 

and we had a short discussion where they talked about the differences in pairs. I gave 

them some time to re-write the assignment from Wednesday and turn that in. The rest of 

the lesson went to reminding them about the first draft of their profile stories that are due 

Tuesday night, so I talked them through the assignment text again and clarifying any 

questions they had.  

Wednesday’s lesson was a shift in gears. We started with a conversation about mental 

health and how pressures can be overwhelming sometimes, hence the importance of 

reaching out to either me as their instructor or to the many resources the university has. I 

told them again that I am not a mind reader, but if I know you need any form of help, I 
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will do whatever I can to help. I explained to them (again) where and how to sign up for 

my office hours, and also emphasized that they can send me a Canvas message or email 

any time.   

After this little reminder, we went on to an exercise about editing your work. Most of 

them had turned in their first drafts, but we went through a couple of examples of 

previous profile stories. In small groups they talked about what kind of changes they 

would make and what kind of feedback they would give to the students that had written 

those stories. It was a nice way to segue into peer-reviews for their own stories, which we 

spent some time doing in class. I have assigned them two peers each, so hopefully they 

will get some good feedback from that. I did remind them how important it is to take this 

as constructive criticism, and look at the feedback as suggestions, not something they 

have to do. It is still their stories!   

We are halfway through the semester, and most of my students are contributing well in 

class and turn in all their assignments. However, I do have a few students that will need 

closer follow-up. I have been in contact with the three in question (one in particular that 

is failing) and will flag them for follow-up through MU connect. I also talked to Laura 

about this particular student in a meeting Thursday evening and got some tips on how to 

deal with students who do not show up for class or turn in assignments. 

 

Field notes, week 9: 3/15-3/19 

Monday’s class started with an announcement about how the assignments are weighted, 

and how important it is to keep up with assignments. A few of my students have reached 

out because their grades didn’t look right, hence the explanation. We then went on to 
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looking at commercials and ads. The students were quite good at participating in a 

discussion about AIDA and how ads have to be differentiated for different audiences and 

mediums. Based on my knowledge that many of them do not read through the class 

resources before our first class of the week, I assembled a little PowerPoint with some of 

the major highlights and the most important words and phrases (as an addition to the 

resources listed in the teacher resources). I had the students find one ad each, and we had 

a good discussion around what worked for them in those ads and what did not. That was a 

good start before our assignment about different print ads. They started with discussions 

in groups and then submitted their assignment before the end of class. I had a Kahoot 

ready based on the copywriting readings but decided to wait with it until Wednesday to 

give them all a chance to do all the readings. So that is how we started Wednesday’s 

lesson. 

After the Kahoot we had a little informal talk on how things are going with them and 

what plans they have for Spring Break. We then summarized the inverted pyramid again 

and had them list news values. The lesson for Wednesday was a good exercise in 

watching an event, write down notes and write a story based on that event. I showed them 

an example and gave them tips on how and what to write down when attending such an 

event. The students took notes while they watched, some by hand but most on the 

computer. After watching the event, they discussed in small groups what the 5Ws were 

and what news values they would consider for this story. We also went through primary 

and secondary news values before they started writing their individual stories. The lesson 

ended with a small talk on whether this was easy of difficult (they were split on that), but 
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when they discussed with their partners how they would structure their stories, it sounded 

like most of them had outlined a good structure for their story.   

The rest of my week went to finishing up the transcriptions of my interviews and grading 

for J2000.  

 

Field notes, week 10: 3/22-3/26 

Monday’s lesson was a fun one with lots of discussion and group work. We started with 

me explaining what a creative brief is and what its purpose is. I went through the basic 

vocabulary necessary to understand strategic communication writing, for instance USP. 

We then looked at the examples provided as a group, then had the students talk through 

the exercise and come up with examples while working together in pairs. They then 

shared what their ideas were and why they chose that specific tagline. We then moved on 

to the assignment for the day, writing a creative brief for an event. Before they starting 

writing their individual briefs, we talked it through as a group, describing and explaining 

why and how the different aspects of a creative brief is important.  

Wednesday was different, as some students had already decided to go on spring break, so 

I only had half of my class present. I started with a summary of the readings, talking 

about one-way and two-way communication before we started working on a press 

release. We talked about how the audience and purpose is different from other types of 

writing, and how this type of writing is both similar and different to writing a news story.  

I then showed a lot of different examples of press releases, going through the different 

elements that are expected to be included. In addition to the resources, I had found some 

visual examples that I also showed them. The students engaged well in a discussion on 
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how the information in the examples are similar and different than news writing, and I 

also had to explain some of the terms (“boilerplate language” was unknown to them). We 

then had an exercise in pairs where they tried to rearrange a press release in the correct 

order using strips of cut up paragraphs. They did pretty well, and after they told the class 

what order they had decided on and why, we went through the correct answer talking 

through the lede, nut graf and other specifics. The rest of the lesson went to individual 

work on writing a press release for an event.  

In addition to teaching this week, I had an incident with a student that turned in a file that 

showed up as plagiarized. Laura and I had a meeting about how to deal with this, and we 

subsequently had a Zoom meeting with the student.  

 

Week 11: Spring Break 

 

Field notes, week 12: 4/5 -4/9 

Monday after spring break was a challenge. Only half of my students showed up for 

class, so it was a small group that went through the “writing for the ear” assignment. I 

went through the PDF and PowerPoint from the lesson plan to get them into thinking 

about work again after a week off. Since those that were present are very good at asking 

questions and working together, so we had a small exercise for them to come up with 

suggestions on how to write the script. They then worked individually on their in-class 

assignment. They had their second draft of their profile stories due Tuesday night, so I 

made sure to answer any questions they had on that assignment.  
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In Wednesday’s lesson, I first reminded them of how to give good feedback. We then 

went on to giving peer-reviews, then they worked on their individual stories for the rest 

of the lesson. Again, I was missing a few students, so I sent out messages to the absent 

students about their attendance and that they were in danger of failing the class due to 

many missing assignments. So far, none of them have reached out to me.    

The rest of this week has gone to writing on my project and summarizing my findings. I 

had a meeting with Laura Friday morning to clarify what she is looking for as far as my 

alternative lesson plans for J1300, so this weekend will be a busy one writing that up. I 

will turn in a complete draft of my project to Amy on Monday.  

 

Field notes, week 13: 4/12 - 4/16 

In Monday’s lesson we worked on how to write for audio. We started the lesson with a 

conversation about what types of podcasts the students listen to and went on to talk about 

why they liked those particular podcasts. That led us to a conversation about glossary for 

audio (and video), such as narrator, setting, natural sound, etc. We listened to the first ten 

minutes of the podcast listed in the resources, and I had the students close their eyes 

when listening. After a conversation about the how this podcast is different and/or similar 

to the ones they normally listen to, we went through what a narrative arc is. I posted 

examples on the board and the students had to consider how their favorite movie, and 

then their podcast, is structured. The rest of the lesson went to them individually writing 

their assignment for that day.  

Wednesday’s lesson shifted the focus back to their profile stories and how their 

interviews went. We had a small talk where they shared how their interviews went and 
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what problems or issues they faced. I then showed them a few short videos of different 

interviews, and we had a discussion on how you can pick up clues from body language 

and what is not being said as well.  

In small groups, the students shared what tips and techniques they used when doing their 

interviews, which we summarized as a class at the end. They were then asked to do a pre-

interview brief for themselves to use next time they have to do an interview.  

This week has been hectic with writing in my project, but the lessons teaching were very 

lively and full of discussions which gave me energy. Two of the three students that I have 

reached out to due to missing assignments and attendance showed up for class this week. 

Both asked to speak to me, and I gave them the chance to do three of the assignments 

they have not already submitted by Sunday. The agreement is that they finish those and 

we talk again on Monday to see whether they are able to get a passing grade in the class.  

 

Field notes, week 14: 4/19 – 4/23 

This week was all about getting the students ready for the AP Exam and working on their 

profile stories. In Monday’s lesson we went through some of the previous quizzes they 

have taken, looking at the answers. We then played a few rounds of AP style Jeopardy, 

which was fun! The students then went through their answers from the quizzes and wrote 

down what they realized they had the most trouble with and they talked through those 

together in small groups.  

I had set up Wednesday’s lesson as a writing seminar, so the students met with me on 

Zoom for individual feedback on their profile stories. Most of the students took 

advantage of this, but some decided not to get individual time with me.  
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For the three students that are struggling in the class, two of them are on track and will do 

fine as long as they finish the rest of the assignments in the class. One person has decided 

to drop the class.  

The rest of the week has been spent feverishly writing on my project, which was sent to 

my committee yesterday. I look forward to my oral defense and hearing their feedback 

next Thursday.  
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APPENDIX B: Self-Evaluation 

When I started the work on this professional project, I was unsure of what to do. 

Having an internship was not really interesting to me as I have been in the workforce for 

so many years already. Since teaching journalism and video production is what I have 

done the last 10 years, I approached Mark Horvit about the possibility of teaching a class 

on campus. I was delighted when he said that could probably be arranged. 

 Teaching J1300, Fundamentals of Written Journalism and Strategic 

Communication, has been an exciting way to spend my last semester in Grad School. It 

has been a challenge in some ways as well, since many of the subtopics are subjects I 

have not used or taught in 25 years, such as AP style. My supervisor Laura Johnson and 

mentor Arthur Bremer have been available for questions and suggestions throughout the 

semester, making it a great experience.  

Teaching journalism in a language that is not my native tongue can sometimes be 

a struggle. Although I feel I am fluent in English, the rules of written journalism are fairly 

strict and formal. It took a while to get back into it, as I hadn’t used these skills in more 

than 25 years.  

As far as my experiences in the classroom, I have come across issues of health, 

both mental and physical, avoidance, lack of attendance, plagiarism, and constant contact 

with individual students. The tools available to me as an instructor, such as MU Connect, 

where I can raise flags for students with missing assignments or lack of attendance, has 

been valuable. After I had raised flags about several of the students, I got messages from 

both the students and even their adviser with explanation about their particular situation. 

For one of the students, it turned out that a death in the family was the reason for their 
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lack of correspondence to me as the instructor, and without the adviser’s email I would 

not have known that.   

COVID-19 has been a restriction this semester, but I have been lucky in the fact 

that my class has been in-person (with the necessary steps of face masks and social 

distancing). Teaching can be a challenge at any time but teaching online is a whole 

different set of challenges. I am glad I have been able to “see” my students twice a week. 

It makes for a different way of interacting and also for a sense of community that has 

been missing during online teaching alone. Thankfully, my class only consists of 19 

students, so it is fairly easy to keep track of them all and their progress in the class. It 

does take longer to match the names with the faces when we are all wearing face masks, 

but that is something we all have had to deal with this past year.  

My interaction with the students and the using of more visuals to explain concepts 

is what I am most pleased with. As a very visual person myself, I noticed that some of the 

topics were lacking visual representations. Especially the inverted pyramid and the 

different elements of a newspaper article were easy to visualize. The lesson plans had 

some visuals embedded in the readings, but I decided to extract them out of the readings 

and display in the classroom. For instance, by drawing the inverted pyramid and talking 

through the different elements using a more casual language than in the readings so as to 

ensure the students’ understanding. This technique also worked well on the elements of a 

newspaper article, where I pulled up a newspaper article and pointed out the components 

(headline, dateline, byline, caption, lede, nut graf, body copy) and explaining the different 

elements. I did the same when explaining the narrative arc. By drawing the narrative arc 

and explaining the elements I could be more descriptive and in-depth, sparking questions 
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and a discussion about narrative examples. Repetition is a useful tool in teaching, and by 

explaining concepts in different ways, hopefully more of the students have understood 

what to do and how to do the work. Based on the submissions, the students who have 

regularly attended class seem to have grasped the concepts well, which leads me to 

believe it has been helpful.  If I were to teach this class again, I would continue to use 

different examples to ensure everyone’s understanding.  

I have also used Kahoot regularly, an informal online quiz game, to increase the 

students’ understanding of important terms from the readings. Since I introduced the 

game, it seems more students have done the assigned readings before class. Kahoot does 

not require any registration from the students, as they merely access a webpage and enter 

a code that is unique for each game. Kahoot states in its privacy policy (Privacy Policy | 

Kahoot! Trust Center, n.d.) that they do not collect any personal information from a 

person who merely plays a Kahoot, which makes it a good option for a repetition quiz. 

There are exceptions to the collection of personal information, such as taking part in a 

Kahoot which is hosted using the Player Identifier feature. To protect my students’ 

privacy, I asked them to play the game using the login code on the website, not download 

the app. Quizzes can be created on Canvas as well, but I chose to use Kahoot as an 

informal way of promoting understanding of the material as opposed to a graded option 

in Canvas. I have used Kahoot with my students in Norway for many years. Kahoot was 

created in Norway and has been used successfully in Scandinavian schools since 2013. 

Although the company has expanded greatly since its launch, the principal idea of the 

company is to make learning fun. The platform is built for interactivity, which is a feature 

that students find engaging. Given that this project is about internet safety, I want to 
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address my choice in using Kahoot, given that it’s not a product endorsed by the 

University of Missouri’s Office of eLearning. I told my students to go to the Kahoot 

website and enter the game code. By doing that, Kahoot does not collect a user’s 

information, which I believe makes it a safe platform to use in the classroom.     

There are elements of the curriculum I need to work on if I were to teach this 

class again. I need to improve my formal writing skills so I can give more comprehensive 

and specific feedback to the students on their writing assignments. I am good at relating 

to the students and make them feel secure in the classroom, but as far as critiquing their 

writing, there are some of the assignments I felt I could not give the necessary feedback, 

especially to the students who are already good writers. As a professional teacher it is 

important to me to be able to give useful comments to all students, regardless of their 

skills. 

I am proud of the work I have done both in the classroom and on this project, and 

although my results are a little different than I anticipated, the research and my results are 

sound and my work has been fulfilling and successful.   
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APPENDIX C: Alternate Lesson Plan, J1300 

J1300 is an introductory class to written fundamentals of journalism and strategic 

communication. Many of the students have not previously watched the news or looked at 

advertising with a critical eye. To get them to understand, it is important to make sure all 

the elements and vocabulary of journalism are covered. The class is a core curriculum 

class, meaning all students in the School of Journalism must take it. J1300 is an overview 

course developed to introduce students to the many aspects of the school’s program, and 

therefore the course syllabus is very comprehensive and leaves little time to go into depth 

on the single topics. It the therefore even more vital that the basic terms are understood.  

 

How to engage students. 

I have a few ideas for how to engage the students in the classroom. As a new 

teacher, it is very easy to use teaching as a platform to “preach” the subject matter. You 

know the subject matter well, but like a journalist, know your audience. It doesn’t matter 

what you say if the audience does not understand it. Keep it simple, and be ready to come 

up with alternative ways to explain the topics, terminologies, and issues. Face masks are 

required in the classroom, which makes reading facial expressions for cues of 

understanding that much harder. There are a few ways you can still check whether the 

students have understood the subject matter. You can use exit-cards where the students 

write down what questions they still have after a lesson and use that as a starting point for 

the next lesson.   

As a general rule, I never ask my students “Any questions?”. I prefer to use 

“What questions do you have?”, as that creates the assumption that I, as a teacher, know 
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they have something they wonder about. In the first few weeks of the semester, you will 

likely not get much response, but as the students feel more secure with you, they will ask. 

A good alternative for those first few weeks is to use enter- and exit cards. Each student 

gets a blank index card at the beginning of the lesson. They write down what they know 

about the subject matter that is the focus of that lesson, and also write down potential 

questions they might have. At the end of the lesson, you can have them turn the index 

card and write any questions they still have. The students then leave their index cards in 

the classroom (or give to you), and the first thing you do in the next lesson is to go 

through their unresolved questions and answer those. Make sure you do your research 

ahead of the second lesson so that you can answer the questions in a fair manner. You 

have to assume that they do their readings, but I choose not to tell them “the answer is in 

your reading”. Rather, try to come up with alternative ways to answer their questions, for 

instance by using a different visual or example. The visuals you use in class should be 

added to the learning modules, and could also be sent out in a weekly email explaining 

what is the topic of the week (or posted in an announcement on Canvas). For instance, 

when teaching the narrative arc, include an image that illustrates it rather than explains it.  

Think of it as giving the students additional information to make sure they understand.  

 

“What to do if”-document for students. 

I would recommend including this as part of the lesson plans in the beginning of the 

semester.  

What to do if…. (for students) 
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 -I miss an assignment or a class? Communicate with your instructor. We are not 

mind readers and need you to tell us if something is going on with you that might affect 

your studies.  

-I don’t understand something. Again, send a message to your instructor. We 

are there to help you understand the material. It is our job to try to explain things so 

everyone understands. If you don’t understand something, there is a good chance that 

you’re not the only one. 

 -I’m not happy with my grade. First, look at the grading rubric so you know on 

what you were graded. If something is unclear or you misunderstood the assignment, 

have a talk with your instructor.  

 

 

Training document for instructors: 

For someone new to teaching, the most challenging issues that arise are 

plagiarism concerns and attendance follow-up. The points listed can be given to new 

instructors as a QuickGuide to common issues that might arise over the semester. The 

J1300 Instructor Training Module on Canvas is a resource to use throughout the semester. 

The links provided in this document will not work for anyone outside the university 

system.   

 

-How can I keep track of students’ attendance? In order to take attendance, 

you have to know their names. Be honest with the students that it’s going to take some 

time to learn their names, and I would suggest using the seating chart option in Canvas; 
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https://community.canvaslms.com/t5/Instructor-Guide/How-do-I-create-a-roll-call-

seating-chart-using-the-Attendance/ta-p/1024. Students tend to sit in the same chair 

throughout the semester. This might be OK, depending on your group of students. In my 

experience, it would be preferential to seat students close to people they don’t know, as 

this gives the group conversations a better dynamic. Students that already know each 

other may fall into the social pressures of acting the way they would outside of class. If 

all students have to interact with people they don’t know, you level the playing field for 

all of them. For the seating chart to be useful, you have to tell the students to choose the 

same seat every time, at least the first few weeks until you have figured out who’s who. 

It’s ok to make it a policy for the first week or so to ask the student to state their name 

first if they raise their hand and have a question, but be aware, that will only help with the 

more talkative and confident students. For the shy or insecure students, that will only 

make it more challenging for them to raise their hand. Remember: Compliment in public, 

Criticize in private!  

-I forgot to take attendance! It can be easy to forget to take attendance every 

lesson, but since so many of the assignments for J1300 are done in-class, you can still 

check who attended class by looking at what time they submit. If they were in class they 

would submit during the lesson, while those not present tend to wait until later to submit. 

If you notice a student has missed a few lessons, send the student a message to check-in. 

Keep it simple and ask if they are ok and that you have noticed they have been absent. 

That might be enough for some students as they then feel seen by the teacher. A template 

can be found in the J1300 Instructor Training Module. 

https://community.canvaslms.com/t5/Instructor-Guide/How-do-I-create-a-roll-call-seating-chart-using-the-Attendance/ta-p/1024
https://community.canvaslms.com/t5/Instructor-Guide/How-do-I-create-a-roll-call-seating-chart-using-the-Attendance/ta-p/1024
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-How do I get my students to do the readings? Many students will not complete 

the readings unless they are being tested on it. One way to get them engaged and see that 

the information is necessary is to have a friendly competition. I have successfully used 

the game-based learning platform Kahoot.com to make quizzes over the readings. You 

can create 10 questions from the readings but phrase the questions so you know they have 

understood the material, not to check that they read. For instance, if the reading is on the 

inverted pyramid, you can ask questions such as “In the inverted pyramid, where would 

this sentence fit (show a nut graf sentence)?” as opposed to “What is a nut graf?” The 

first question would test their application of the concept whereas the second would only 

test their comprehension. The results of the quiz are not part of your grading, but students 

seem to like the competitive nature of the game. You can make it optional to partake, and 

it is a fun way to end a lesson. For those students who always take part in the Kahoots, 

you can choose to give them extra credit points as a reward for participation. Students 

have to insert a name when they enter the code to play a game. I tell them to use their 

own name for identification purposes, but they can choose to use nicknames. In Kahoot, 

you can also have teams play together, something that works better when they are more 

comfortable with each other. Limit the groups to 3 people, that way they all have to take 

part on some level. The same goes when you have in-class discussions. If you put 

students together in groups of 4, the two most vocal or confident students tend to take 

over, whereas if you only pair them up, it may create too much pressure on students who 

are shy or insecure.  

-A student tells me they are struggling mentally. Telling them about the 

resources available to them. https://renewal.missouri.edu/mental-health/ 

https://renewal.missouri.edu/mental-health/
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 - A student is struggling academically. Reach out to the student via message 

asking if they are ok or if something is affecting their schoolwork that you should know 

about. A sample letter can be found in the J1300 Instructor Training Module. In addition, 

you can raise flags in MU Connect about attendance, missing assignments, and 

participation. This will alert the student’s adviser to have a conversation with them.    

- How do I raise flags about students in MU Connect? MU Connect is found 

on the bottom of your Canvas menu. When you enter, you will have access to raise flags 

about the students in your class. Flags can also be used to send kudos to students tgat 

actively participate in the class. More information can be found here: 

https://muconnect.missouri.edu/faqs/ 

- What are the University’s policies on late or missing assignments? The 

policy listed in the J1300 Instructor Training Module states that we are flexible about 

how people attend class (in person or via Zoom), it is important to attend. We take 

attendance each class period, but because of the pandemic we focus on participation in 

the course and attendance is one aspect of that. Late work is accepted but penalties apply. 

See the J1300 Instructor Training Module for more information.  

-I think a student has plagiarized. Students’ submissions in Canvas are usually 

sent through TurnItIn, a plagiarism detection tool. It is important to watch this, as some 

students may try to submit something they have submitted for a previous class or even 

someone else’s work. Anything that shows more than a 30% match to content already in 

the database should be looked at. Be aware that if students have included the assignment 

text, that will also show up as matching. When in doubt, talk to your course coordinator 

https://muconnect.missouri.edu/faqs/
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as soon as possible. There are university guidelines and policies to follow. A summary of 

these are found in the J1300 Instructor Training Module.  

-My class is going to be on Zoom. What do I do? J1300 is designed to be taught 

in-person, but due to the COVID-19 pandemic and a request from the university that 

instructors offer flexibility with attendance, there might be instances where class sessions 

are held on Zoom. Teaching synchronously online is very different than in-person 

classes. It is more difficult to get responses when the students are on camera, whether 

they choose to start their video or not. It is wise to give students the option of turning on 

their camera so they do not feel pressured to. A tip is to tell them: “if you feel 

comfortable starting your camera, please do. You can engage or ask questions either in 

the chat or by un-muting. Messages can be sent to the whole group, or just to me if you 

want to ask something privately.” If someone sends me a private message, I would 

answer the question to the group without exposing who asked the question.  Using 

breakout rooms in Zoom is a good option, but you then have to make sure the students 

have a concrete question or questions to debate and answer. A guide on how to set up 

breakout rooms can be found here: https://support.zoom.us/hc/en-us/articles/206476313-

Managing-Breakout-Rooms. Avoid giving the students general ideas to discuss, but 

rather give them a specific example. For instance, you could have them try to identify the 

correct order of a news article according to the inverted pyramid, using a document 

where paragraphs are separated and placed in a random order. Breakout rooms gives the 

students the opportunity to discuss a topic in small groups rather than in front of a whole 

class. Again, I would keep the groups to 3 students so that they all feel they can 

participate in a non-threatening manner. If you know the students, you can choose which 

https://support.zoom.us/hc/en-us/articles/206476313-Managing-Breakout-Rooms
https://support.zoom.us/hc/en-us/articles/206476313-Managing-Breakout-Rooms
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of them you want to share their findings with the rest of the class when they return from 

the breakout rooms. If not, make sure you tell the students they have to decide on who 

gets that job before they return to the main room. 

 

 

Alternate lesson plans for the broadcast section of the class. 

 

ALTERNATE 

LESSON 

PLAN 
 
 

Title of the Lesson: Writing for Longer-form Audio (Podcast) 

 
  

What student does before class: 

 

Watch video on writing for longer-form audio with Ryan Famuliner 

Read: writing for podcasts 

LISTEN: This American Life episode 

 

Prerequisite Lesson 

This lesson requires that 

students listen to the This 

American Life episode 

before coming to class. It’s 

30 minutes long. 

Learning Objectives for week 12: 

 

12.1 Explain the ethics at work in writing for social media. 

12.2 Demonstrate the concepts of audience, accuracy, and 

context in writing for social media. 

12.3 Summarize the challenges for journalists writing on the 

Internet and the idea of context collapse. 

12.4 Distinguish writing for audio from other writing contexts. 

12.5 Apply the principles of grammar, style and structure to 

various writing projects on deadline. 

 

Assessment: Observable Assessment in 

lesson 

 

 Students will be able to discuss elements of 

the podcast they’ve listened to as assigned 

reading for this class. 

They can talk about the components in 

podcasts they listen to regularly and why 

they tend to like them.  

 

Lesson: 75 minutes  

 

Introduction: 5 minutes 

Welcome the group to class with a puzzle or a few rounds of AP 

Jeopardy to prep them for the upcoming exam. See links in 

materials/resources.  

 

Discussion: 15 minutes 

Materials/Resources: 

 

 

 

This is a link to starting your 

podcast that will be helpful to 

students: 

https://www.npr.org/2018/11/15/6

62070097/starting-your-podcast-

a-guide-for-students 

 

https://www.npr.org/2018/11/15/662070097/starting-your-podcast-a-guide-for-students
https://www.npr.org/2018/11/15/662070097/starting-your-podcast-a-guide-for-students
https://www.npr.org/2018/11/15/662070097/starting-your-podcast-a-guide-for-students
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Ask students if they listen to podcasts.  

-What are some of your favorite ones? (Crime, comedy?) 

-What do you like about podcasts?  

-When do you listen to podcast? 

-Who is the audience? (depends on the type of podcast) 

-What makes podcast entertaining/informative?  

 

Have the students explain:  

How are podcasts (or audio files/radio) different from video? (You 

have to rely on your imagination to paint a picture). 

How are podcast different from writing a traditional journalism piece? 

(You are more free to use descriptors to set a scene, not as objective) 

 

And how do you do that? Go through and explain the basic 

glossary for audio (put on board or create a handout): 15 min. 

-narrator 

-setting 

-natural sound 

-sound effects 

-story arc/narrative arc 

 

Draw an example of the narrative arc on the board and explain 

the basic setup (“boy meets girl, boy loses girl because of something, 

boy wins her back”). Explain how movies, tv shows, podcasts and 

fairytales are generally built the same way.  

 

Have students close their eyes and focus on the sound. Play the 

first 10-15 minutes of This American Life or another podcast of 

your choice.  

Discuss, first in groups/pairs then as a class:  

-How is music and natural sound used here?  

-How are you introduced to the characters?  

-Was something unclear?  

-How was the language (simple, conversational)? 

-Did it follow the narrative arc? How, examples? 

 

Input: 10 minutes  

Open the assignment in Canvas and display it on the board.  

   Spend ten minutes coming up with some ideas for your podcast based 

on your profile story.   

 

Group discussion: 10 minutes 

In your small groups (the same people that gave you the second peer 

review of your profile story, so they know your topic), share your 

ideas for this possible podcast. Give each other feedback.  

Do you think the natural sounds/effects/music ideas will work?  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.masterclass.com/artic

les/what-are-the-elements-of-a-

narrative-arc-and-how-do-you-

create-one-in-writing#what-is-a-

narrative-arc 

 

 

https://www.masterclass.com/articles/what-are-the-elements-of-a-narrative-arc-and-how-do-you-create-one-in-writing#what-is-a-narrative-arc
https://www.masterclass.com/articles/what-are-the-elements-of-a-narrative-arc-and-how-do-you-create-one-in-writing#what-is-a-narrative-arc
https://www.masterclass.com/articles/what-are-the-elements-of-a-narrative-arc-and-how-do-you-create-one-in-writing#what-is-a-narrative-arc
https://www.masterclass.com/articles/what-are-the-elements-of-a-narrative-arc-and-how-do-you-create-one-in-writing#what-is-a-narrative-arc
https://www.masterclass.com/articles/what-are-the-elements-of-a-narrative-arc-and-how-do-you-create-one-in-writing#what-is-a-narrative-arc
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Can you think of other ways to create emotions in your podcast?  

Is the opening catchy?  

Who will be the narrator?  

What is the conflict and narrative arc? 

 

Independent practice: 15 minutes 

After you receive your feedback, spend 15-20 minutes revising your 

ideas before you submit to Canvas.  

Make sure you answer all the questions. And remember, grammar and 

AP style, as always.  

 
Bloom's 

Taxonomy: 

Knowledge 

Understanding 

Application 

Analysis 

Synthesis 

Evaluation 

Multiple Intelligences: Linguistic  

     Logical 

     Spatial 

Musical  

Bodily/Kinesthetic 

Interpersonal  

Intrapersonal  

Modifications: Extensions and Scaffolding 

 

 

Personal Notes/Reminders/Homework/Other Considerations: 

 

 

 

ALTERNATE

LESSON 
PLAN 

 

Title of the Lesson:  Writing for the Ear – Broadcast writing 

What students do before class: 
Read the Writing for Radio tip sheet 

 

Prerequisite Lesson 

 

Learning Objectives: 

8.1 Write a broadcast script. 

8.2 Compare and contrast writing for the eye and the ear in 

various formats. 

8.3 Evaluate and provide feedback on peer writing samples. 

8.4 Revise written work based on self-assessment and/or 

external feedback. 

8.5 Apply the principles of grammar, style and structure to 

various writing projects on deadline. 

Assessment: Observable Assessment in 
lesson 

 

Discussion of writing for the ear 

Practice writing leads for broadcast.  

Discussion of past work and how it has informed 

the work of this week  
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Lesson: 

75 minutes  

 

Introduction: 2 minutes  

Welcome the students to class. Play a ballad or song that tells a story 

with vivid imagery, just to get them listening. You might ask them some 

questions about the details they heard.  

 

Examples and discussion: 20 minutes.  

Bring in paper copies of yesterday’s newspaper. You now know how we 

write ledes and use the inverted pyramid in news writing.  

But how is it different in broadcast writing? Show examples.  

Have the students, in groups of 3, find one of the major stories in the 

newspaper, then see if they can find the corresponding story in a 

broadcast format.  

Have the groups write down verbatim what was reported in the 

broadcast, then compare that to the newspaper story.  

Discuss: Did you get the same information? What was different in the 

ways it was written?  

Write the main points they come up with on the board.  

 

Go through the Writing for the Ear PPT. Hopefully they will have found 

the same main points that are listed in the PPT.    

 

Some guidelines for broadcast writing (radio and TV):  

-Focus your story by summarizing. One thought per sentence, 20 words 

or so.  

-Write objectively. The reporter has no place in the story.  

-Let people in the story give opinions or feelings.  

-Use active verbs and simple words. 

-KISS - Keep it super simple. The viewer/listener needs to understand 

the point instantly. Answer the 5Ws and the H! 

-Keep your writing conversational. How would you tell the story to your 

grandma? 

-Avoid abbreviations and acronyms. 

-Spell out numbers or symbols. Numbers should be rounded up for 

simplicity.  

-Pronunciation guides for difficult names or long words. 

 

Examples: 10-15 min 

Show the first few stories from a newscast from KOMU for reference on 

how these guidelines are used in real life.   

Afterwards show how a broadcast script is formatted (listed in the 

resources) and make sure they understand why (for easy read for the 

anchor).  

 

Materials/Resources: 

Writing for the Ear 

slides 

 

 

   

 

 

 
Examples of one story written 

differently;  

Print: 

https://www.columbiamissour

ian.com/news/local/please-

wait-to-be-seated-in-a-

parking-

spot/article_a6617f82-a21b-

11eb-85d7-47ea2c5f87d0.html 

 

Broadcast: 

https://www.komu.com/news/

midmissourinews/columbia-

city-council-votes-to-use-

downtown-parking-spaces-

for-outdoor-

dining/article_805b2f70-a150-

11eb-b7c1-07ca751cb6df.html 

 

https://docs.google.com/presentation/d/1q0ICdEXMJkh7KHpmd_6nVqCh_Uyf5e9eEIOqVOhZCBI/edit?usp=sharing
https://docs.google.com/presentation/d/1q0ICdEXMJkh7KHpmd_6nVqCh_Uyf5e9eEIOqVOhZCBI/edit?usp=sharing
https://www.columbiamissourian.com/news/local/please-wait-to-be-seated-in-a-parking-spot/article_a6617f82-a21b-11eb-85d7-47ea2c5f87d0.html
https://www.columbiamissourian.com/news/local/please-wait-to-be-seated-in-a-parking-spot/article_a6617f82-a21b-11eb-85d7-47ea2c5f87d0.html
https://www.columbiamissourian.com/news/local/please-wait-to-be-seated-in-a-parking-spot/article_a6617f82-a21b-11eb-85d7-47ea2c5f87d0.html
https://www.columbiamissourian.com/news/local/please-wait-to-be-seated-in-a-parking-spot/article_a6617f82-a21b-11eb-85d7-47ea2c5f87d0.html
https://www.columbiamissourian.com/news/local/please-wait-to-be-seated-in-a-parking-spot/article_a6617f82-a21b-11eb-85d7-47ea2c5f87d0.html
https://www.columbiamissourian.com/news/local/please-wait-to-be-seated-in-a-parking-spot/article_a6617f82-a21b-11eb-85d7-47ea2c5f87d0.html
https://www.komu.com/news/midmissourinews/columbia-city-council-votes-to-use-downtown-parking-spaces-for-outdoor-dining/article_805b2f70-a150-11eb-b7c1-07ca751cb6df.html
https://www.komu.com/news/midmissourinews/columbia-city-council-votes-to-use-downtown-parking-spaces-for-outdoor-dining/article_805b2f70-a150-11eb-b7c1-07ca751cb6df.html
https://www.komu.com/news/midmissourinews/columbia-city-council-votes-to-use-downtown-parking-spaces-for-outdoor-dining/article_805b2f70-a150-11eb-b7c1-07ca751cb6df.html
https://www.komu.com/news/midmissourinews/columbia-city-council-votes-to-use-downtown-parking-spaces-for-outdoor-dining/article_805b2f70-a150-11eb-b7c1-07ca751cb6df.html
https://www.komu.com/news/midmissourinews/columbia-city-council-votes-to-use-downtown-parking-spaces-for-outdoor-dining/article_805b2f70-a150-11eb-b7c1-07ca751cb6df.html
https://www.komu.com/news/midmissourinews/columbia-city-council-votes-to-use-downtown-parking-spaces-for-outdoor-dining/article_805b2f70-a150-11eb-b7c1-07ca751cb6df.html
https://www.komu.com/news/midmissourinews/columbia-city-council-votes-to-use-downtown-parking-spaces-for-outdoor-dining/article_805b2f70-a150-11eb-b7c1-07ca751cb6df.html
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Independent practice:  25-30 minutes 

Tell the class: Using what you’ve learned about broadcast ledes from 

your readings, we are going to apply those “writing for the ear” tips to 

write a broadcast story about the fire at the Mexico plant.  

 

Pull up the fact set in this PPT and show it on the board. Remind them 

this is the same fact set we used last week.  

(Instructors, give the students time to go through the slides with you —

about 2-3 minutes should work or on their own to refresh their 

memories.)  

 

Their assignment is to write a 100-word broadcast story as if it would air 

at KOMU or KBIA in the afternoon.  

 

Bloom's 

Taxonomy: 

Knowledge 

Understanding 

Application 

Analysis 

Synthesis 

Evaluation 

Multiple 

Intelligences: 

Linguistic  

     Logical 

     Spatial 

Musical  

Bodily/Kinesthetic 

Interpersonal  

Intrapersonal  
Modifications: Extensions and Scaffolding 

 

 

 

Personal Notes/Reminders/Homework/Other Considerations: 

 

 

 

 

 

 

 

 

 

https://docs.google.com/presentation/d/13QvTR4LGL5HTD_BSOAdHZxDKAu3RldbhIz6niBhpb1w/edit?usp=sharing
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APPENDIX D: Interview Guide 

1. What is your level of concern about your online privacy? Why? 

2. What specific steps do you take to protect your online privacy?  

3. What do you know about current laws and regulations regarding your online privacy?  

4. Whose responsibility do you think it is to protect a consumer’s online data? Your own, 

the government, or the company who owns the website or app? Why? 

5. When it comes to your online privacy, is there a difference in how you use your 

smartphone versus your computer? Why/why not? 

6. Do you check the privacy settings on the different apps on your phone? Why/why not?  

7. Do you worry about your personal information being collected by companies?  

8. What type of personal information are you most concerned about being collected and 

used by companies? Why? 
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APPENDIX E: Table of Respondents 

 

 Male, US Female, US Male, Norway Female, Norway 

18-25 Respondent 1 

Student, 

University of 

Florida (20) 

Respondent 2 

Student, 

University of 

Missouri – 

Columbia (22) 

Respondent 3 

Trainer at a gym 

(21) 

Respondent 4 

UX and Front 

End Specialist 

(25) 

26-40 Respondent 5 

Food manager at 

a home care 

facility (36) 

Respondent 6 

Assistant professor 

at a university (32) 

Respondent 7 

Adjunct at a 

high school (38) 

Respondent 8 

Responsible for 

marketing and 

communication 

for a national 

online teaching 

platform (33) 

41+ Respondent 9 

Health executive 

(47) 

Respondent 10 

PIO at a Sheriff’s 

office (48) 

Respondent 11 

Owner and 

manager of a 

realtor 

photography 

business (48) 

Respondent 12 

Accountant at a 

global car 

company (49) 

 

Table 1. Age and occupations of respondents. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 59 

APPENDIX F: Interview Transcripts 

Respondent 1, Male, age 20, USA 

Student at the University of Florida 

 

Helle Andreassen  

All right, let's just get started. What is your level of concern about your online privacy 

and why?  

 

J 

I'm gonna be completely honest and open here, I've always been a fairly paranoid person. 

Growing up, my parents raised me that, be careful with what you put online, the internet, 

everything you post up there, it will stay there forever. Just because you don't see it 

anymore, it's still there, you just don't know it. So that's basically been the way I live my 

life. I've been very careful with what I post on social media, the things I do online, my 

social media, just my internet presence in general, it's something I'm very aware of, 

because I know it'll be out there forever. And there will be times when people are looking 

for it. And in this new era of COVID-19, now 21, where everything's online, you just 

have to be extra careful.  

 

Helle Andreassen  

Yeah. What kind of what specific steps do you take to protect your online privacy?  

 

J 
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So the first thing is, I'll start with the basics was terms of passwords and stuff. I always 

try to make my passwords different, which can be a pain, sometimes trying to remember 

all the different passwords, because this way, if one of your accounts gets hacked, and 

you have the same password for everything, well, they have access to everything. So 

that's what I like to do, I like to first of all change things up. So it's harder for people to 

get into. 

As far as just personal security and like on social media. There are a lot of features on 

different applications and stuff. So it's private, you get to choose who sees your content, 

which I have turned on, of course, because I only trust a certain amount of people, and 

only those people get to see my personal life. Um, and in terms of using Zoom and stuff 

these days, especially as I am a college student, and now that we are fully online, 

basically, we do have to rely on online tools to, I guess, succeed in college. So there's 

several softwares out there that are used to like grade us and make sure that we're not 

cheating during the exams. One of the most common is called Honorlock. And just 

recently, I had a friend who was taking an exam, finished the exam completely closed out 

of it, and noticed her record light was still on. It was recording her after she exited the 

program. Which was, if that happened to me, I would have been terrified.  

 

Helle Andreassen  

Yes!  

 

J 
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Um, so she was worried she emailed the professor, and then it disappeared. It just went 

out I guess, it just took extra long to turn off or something. Either way, I can't really show 

it right now. But I do have a little camera cover. Just to make sure it's not recording at all.  

 

Helle Andreassen  

I have the same kind of cover. Yeah, I'm paranoid as well. 

 

J 

So that's another thing, a physical attribute, I use. Same with like mics and stuff, I always 

make sure that there's a button so I can turn off my microphone if needed, like using this 

headset. Fancy mute button. So that's pretty much how I take care of it just being aware 

of what I'm doing and aware of what has access to me when, right.  

 

Helle Andreassen  

What do you know about the current laws and regulations regarding your online privacy?  

 

J 

Honestly, not too much. I've not been as up to date with the regulations, I try my best to 

read the terms and conditions. But as most people do, you just skim to the bottom and 

click Accept because you need to use it anyways. So yeah, enlighten me. What types of 

new things have they done?  

 

Helle Andreassen  
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Well, there's not too much honestly, in the US other than California. They have a 

legislation that is pretty much similar to what Europe has, the GDPR, where the 

companies are only allowed to collect the information they actually need, not everything 

else. So if they only need your email address, that's the only thing they're allowed to 

collect. But other than that, now, this country is not very good at that.  

 

 

J 

Honestly. I've noticed even when applying for just different websites, like looking at 

simple scholarship websites trying to find things. You entered an email and then all of a 

sudden, these random people just start emailing you things, different ads and services. In 

fact, I learned a cool trick that if you ever want to catch the company that did it, when 

you're filling out that form your middle name, you put the name of the company that 

you're filling it out for when you get an email, it'll say (first name), Best Buy, (last name) 

and you'll know which company sold your information. I found that one from social 

media to use on the sites that will sell your data online.  

 

Helle Andreassen  

Wow, that's an awesome trick. Thank you. I didn't know about that one.  

 

J 

Yup, just a little thing because that's how they get your name. And if you just no one says 

you have to put your real name I mean you should, but… 
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Helle Andreassen  

Yeah. But if even you go into a department store and they ask you, what's a good number 

for you? I'm like, I don't want to give you my phone number.  

 

J 

Exactly. And that they force it upon you. 

 

Helle Andreassen  

They're like, but you need it to buy this. Yeah, well, I don't need you to have my number. 

I don't care if you want to give me a rebate.  

 

J 

Exactly. Yeah, it's kind of tricky. 

 

Helle Andreassen  

So whose responsibility do you think it is to protect consumers online privacy? Is it your 

own, is that the government or the company who owns the website or app?  

 

J 

I'm gonna say it's a combination of three. You are ultimately responsible for what you put 

online. No one's forcing you to put your information out there. It's your choice to sign up 

for those things. It's your choice to not read through the terms and conditions. I mean, 
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basically, they're saying, hey, sign up for our account, if you do, this is what we're going 

to do with it up to you. So ultimately, it's on you. But there should still be regulations put 

in place to make sure that companies don't go too overboard. That's where the 

government should come in, really slammed down on things like the whole Facebook 

thing, whatever that Mark Zuckerberg scandal was, again, got to make sure that 

companies online, but also the companies to make sure that their websites are secure. 

Because if a data breach happens, it's the company's fault. So they might not explicitly 

put out the information. But if they get breached, that's on them. Right? Especially in this 

litigious society, they can be sued.  

 

Helle Andreassen  

Exactly, yeah.  

 

J 

So it's something that all of us have to look out for, the company's management, 

government, and individuals need to be careful with what they post online. Yeah. 

 

Helle Andreassen  

Um, when it comes to online privacy, is there a difference in how you use your 

smartphone versus your computer? 

 

J 
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Not particularly, I would say my computer is more focused on website data collection, 

while my smartphone is more for social media. So I don't use social media on my laptop, 

I don't think I've ever used it. So all the stuff is mounted on my phone, but it's still the 

same website that goes to the same database, so it doesn't matter which platform you use. 

Personally, I do have a lot of stuff stored on Apple, Apple has a lot of my information, 

such as my fingerprint, my face ID, even some of my credit cards now. So I'm really 

putting a lot of trust in Apple to keep their stuff up. Meanwhile, on my computer, I don't 

have any of my credit card information stored. I don't trust it just because I think Apple's 

more secure than whenever I'm using some weird expired antivirus thing. So instead, I 

rely on apps like Pay Pal, or other, you know, services out there that you store your 

information. And you can use that to pay instead of directly using credit card, you feel 

that you're safe, or your safety or privacy is better protected on your phone than on your 

computer. It is the way I think of it, like, this is with my phone, I can use Apple Pay. And 

it's all done through Apple, they don't actually get my credit card information. It's all 

done through Apple, they take care of it. So I trust them. And Apple is a really big 

company. So let's hope they never do anything that could really ruin us.  

In contrast, so let's say if I wanted to buy a chair from Target, normally, what I'd have to 

do is I need to go to their website, create an account, of course, and then probably get out 

of their list of spam mails, then I have to enter in all my credit card information. And now 

it's on the interwebs. So anyone that has access to that Target website has that extra 

information. Or even if someone hacked my computer, they would then have access to it 

if it was stored properly. So that's also if the device itself gets stolen. Um, but if I use 
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something like PayPal, all they have then is the PayPal routing number, they can't do 

really anything with that, like great, don't have access to it. 

Now the thing is with the phone too, is if I get my laptop stolen, there's nothing I can 

really do to get rid of my passwords, my credit card information, it's gone. They have the 

hard drive, it's not connected the internet, it's gone. My phone; Apple has features that let 

you disable it. So if it gets stolen, shut it down, delete everything on it. So that's just 

another safety feature that I really like that this company has done. 

 

Helle Andreassen  

I'm guessing I know the answer to this one. But I'll ask you anyway, do you check the 

privacy settings on the different apps on your phone?  

 

J 

I do sometimes, not as frequently as I'd like. But I do like to know which apps are using 

what at the time. For example, location’s another big one. A lot of apps request to use 

location and half the time I'm like, why does this need to use my location? This is not a 

location app. Thankfully with my phone you can disable those so you can pick and 

choose what it has access to and when. 

So yeah, I do actively look through when I download something, I'll look to see what it 

uses on my phone and even after you, like, you have to update your phone every now and 

then and sometimes they kind of resort back. Yes, it's always just a little… Maybe it is 

something we just live with these days. I feel like I check my privacy settings on my 

phone every day. I'm like, God again, you know? Yeah, we'll see what they did this time.  
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Helle Andreassen  

Yeah, exactly. Um, do you worry about your personal information being collected by 

companies?  

 

J 

When I was younger, I certainly did. But as I've gotten older, I've realized: So what? 

What are they going to do with it? They probably don't care about some random citizen 

that doesn't have much power, I can't really do anything to them. The worst that could 

happen is they get my credit card information. And should that happen, I just call the 

bank and freeze my account. So there's lots of backdoors. So ultimately, I'm not too 

scared. or worried about what happens if my information gets out. Because one, no one 

really cares. Like, if they say, oh, Josh did this. They're just like, Who? Yeah, that's why 

lately, it's just, it's less bothersome than it used to be just I was paranoid young and feel 

like, Oh, no, they have my information. But now it's like, they have everyone's 

information.  

 

Helle Andreassen  

They do. Um, which goes right into the next, the last question, what type of personal 

information are you most concerned about being used by companies? 

 

J 
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I'm still gonna stick with a mainly credit card information. Just because, like my email 

and stuff, it's already out there. In fact, there's so many websites you can use to look up 

and find people's first name, last name, home address, family members, their phone 

number their emails. So it's like, even if you don't put it out there, people can still find it 

if they really wanted to. Um, so mainly, the things that cannot be easily accessed are 

things that are harder to protect, like credit cards, or just personal information. 

That's just the example I can think of: social security number. Yep, that's all just 

important. Even my driver's license, I don't like to use. Thankfully, for things going back 

to school, they do require some type of ID. And so a lot of times people use their license, 

but they allow us to use our school ID instead. Which I think is personally a little bit safer 

than just flashing your ID or any other big type of identification that can be stolen.  

 

Helle Andreassen  

Yeah. Good idea.  

 

J 

Yeah, our ID is only the picture and our names. So I'm like, I can't really... And then 

there's a number, but that just tells you your student.  

 

Helle Andreassen  

Yeah, ours doesn't even have a number. It's just our name and our picture. And I mean, 

they can scan it through their machines, but it won’t tell you anything. I'm a student, 
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okay. And there's different pictures or different cards for grad students and undergrads, 

which I'm like, yeah, that's nice. 

Anything else about online privacy that you want to tell me before we end the session? 

 

J 

Nope, I think I’ve said all I can think of about the subject.  

 

Helle Andreassen  

All right, those are all the questions I have. Thank you so much. 

 

Respondent 2, Female, age 22, USA 

Student at the University of Missouri - Columbia 

 

Helle Andreassen 

All right, um, are you ready? 

 

I 

Yes. 

 

Helle Andreassen 

Okay. What is your level of concern about your online privacy? 

 

I 

Is there a certain number or scale, or just in general? 
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Helle Andreassen 

In general. Like, are you concerned? Why are you concerned? Are you not concerned? 

What do you think? 

 

I 

Um, I feel like I'm kind of concerned, because I don't like having all my information out 

there in case people can see it, or people can take it. And whether that be they have my 

address, and they can find me or my phone number, or just access to any information 

about my life or my family. Because I feel like privacy is something that's very, very 

important. 

 

Helle Andreassen 

What specific steps do you take to protect your online privacy? 

 

I 

I would say just making things private, like if you have the option to try and do that, or I 

always like to try and when I go on like Safari, I always use the private window to make 

sure that I stay as private as possible. So no one's tracking me. 

 

Helle Andreassen 

That is important. What do you know about the current laws and regulations regarding 

online privacy? 
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I 

I honestly don't know anything about the laws. 

 

 

Helle Andreassen 

A lot of people don't. So it's not a big deal. Whose responsibility do you think it is to 

protect the consumers online data? Is it the government or the company that owns a 

website or an app? Or is it your own responsibility? 

 

I 

Um, I would say, because it is such a big conglomerate, I think it should be the 

companies just because I feel like if it was the government, then it would be… The 

government, I think, shouldn't have access to all the information either. Because we don't 

want to turn out into a situation where there some like censorship, like government 

censorship. I think is easier than if it's coming from the website that’s creating it. So I feel 

like… I would say, the website or the people who create the website or company, because 

I think they have the best way since it is their site, they can take those measures and make 

it as safe as possible. 

 

Helle Andreassen 

What about the individuals’ responsibility in this? 
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I 

I think it's hard if an individual isn't educated or aware. So I would say it's not fair for 

them to know if they're oblivious, like they don't understand. So I don't think they have 

the information or the tools to make those decisions on their own.  

 

Helle Andreassen 

Good. When it comes to your online privacy, is there a difference in how you use your 

smartphone versus your computer? Why or why not? 

 

I 

In terms of privacy, it doesn't matter to me whether I use my phone or my computer. The 

thing about a phone is it’s just easily accessible anywhere. Whereas a computer, you 

know, you got to take it out and put it on. But I most frequently would search things on 

my phone or use my phone to open up any applications. 

 

Helle Andreassen 

So do you check the privacy settings on the different apps on your phone, then? 

 

I 

I do not. I do not check the privacy settings. 

 

Helle Andreassen 

Why not? 
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I 

I don't know. It's a good question. I should, I know. I don't think they even like give you 

that option in the beginning, because it's not like I would go and search for it. But I feel 

like if it was something that was presented to me, then I would. 

 

Helle Andreassen 

Well, you do have to accept the agreement when you download an app. 

 

I 

Yeah, and I just always put it through because I'm too lazy and I don't want to read it all. 

 

Helle Andreassen 

So you’re like everybody else. 

 

I 

Yes (laughs). 

 

Helle Andreassen 

Um, do you worry about your personal information being gathered by a company? 

 

I 
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Um, no, because I'm only a college student. I don't have a lot of information. I feel like 

it's not as valuable. I don't think it matters as much to me if companies are taking 

information. I do feel like they should ask for consent before but because I'm not in a 

state where they'd be really getting any. I'm a college student, I really don't have that 

much that they even want from me. I think as I get older, I think I would be paying more 

attention to those kinds of things. Like once I really have an income and things of that 

nature where I'd want more privacy. 

 

Helle Andreassen 

I mean, they would be able to find out like, what you search for on Google and what your 

preferences are on things, shopping history and stuff like that. Is that a concern? 

 

I 

Um, I think it is, in some aspects. I like the personalization. Like, I like seeing things that 

I like and not other things that I don't. I like the personalization, but I don't think the 

company should have the right to sell that to anyone else, if that makes sense. So if I'm 

like using Google, like, let's say, okay, Google can use that. But Google shouldn't be 

selling that to other companies or other advertisers. 

 

Helle Andreassen 

Because, I mean, Google knows where you are all times.  

 

I 
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Yeah. Completely. 

 

Helle Andreassen 

And they have information about, you know, what you search for, what you do, where 

you are?  

 

I 

Yeah. 

 

Helle Andreassen 

So that doesn't even matter as long as you don't give that out to other people. 

 

Helle Andreassen 

Well, Google is a very big company, though. 

 

I 

Yeah. 

 

Helle Andreassen 

I'm just using Google as an example. But you know, but what type of personal 

information are you most concerned about being gathered or collected by companies? 

Would it be like financial, location, marital status, what?  
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I 

I would say probably location. Just because I hear so many stories of this is like, kind of, 

I mean, I don't know if it's related. But like, people on Facebook, I remember hearing, 

like when they post their location, and people will get robbed if they know that you're out 

of town or something like that. And I think that's something that's scary to me. So I would 

definitely say probably location. 

 

Helle Andreassen 

How about what about your social security number? Financials? 

 

I 

Oh, yeah. Yeah, I don't know. Hopefully, the internet does not have access to my social 

security number. 

 

Helle Andreassen 

Have you ever put it out there? 

 

I 

No.  

 

Helle Andreassen 

Okay. You never applied for like a credit card or anything online? Where you have to put 

that in? 
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I 

I think when I did that, I did it in the bank, like I did it with the banker.  

 

Helle Andreassen 

What about, like, if you go to a company, if you go to, let's say, Target? And they say, 

“what's a good email address for you”? Or “what's a good phone number for you”? What 

about that information? Do you ever think about where that information goes? 

 

I 

Um, I know it goes like for like subscriptions and things of that nature. So I'm okay with 

them, like sending me those kind of stuff, like having my email. But as long as it's like, 

not my location, or my financial information, I think I'm okay.  

 

Helle Andreassen 

Do you know if they sell that information?  

 

I 

Um, no, but I actually, I, recently, last year, was helping a company with email 

marketing. So I saw the whole behind the scenes. So I know, like, it's creepy when 

someone clicks on that, you know, like, you know their prep, like, you know, everything. 

So, it's nice in terms of in a marketing role like that. That's really nice, because then you 

learn, like, what's working and what you need to change, like what's successful. So in 
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terms of that, I feel like it's no harm, like just knowing that, but I don't feel like that's as 

personal. Because if your goal… I guess you don't know someone's intentions, but if the 

intent is to like, please a consumer to help benefit them, or like trying to find resources 

for them, I think it's different than trying to like snatch their location, their financial 

information, because that's just, that's just like, crossing the line. And there should be a 

good in-between.  

 

Helle Andreassen 

What about health information? Like, if you Google, let's use Google as an example 

again. If you google antidepressant drugs, or “am I suicidal” or you know, “what to do if 

I have ADHD”, then then Google would know that, right? 

 

I 

Yeah, I mean, if people are searching that, maybe people should know to get help if they 

need to. But I think it's a double-edged sword, because I think no matter what, like, 

they're always gonna have the information, and they cannot have the data. I think it's in 

terms of how they go about that data. Like, if they lock it up and put it in like a, like a 

safe cyberspace, I don't know. And then, let's say like, they have rules like; Okay, this 

information will not be accessed, not even by the government, unless, like, for some 

bizarre reason, like, you know, get subpoenaed, and you have to do it. But I would say 

there's a good healthy in between, and I think understanding that you're not gonna have 

complete privacy. 
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Helle Andreassen 

Right. And also, I'm thinking there's a line between the government and companies 

because I doubt the company will restrict this unless there are laws.  

 

I 

Yeah. I don't know. That might just be me. Yeah. I don't know. It's hard. 

 

Helle Andreassen 

Yeah, it's hard to think about but in Europe, they have this law that a company is only 

allowed to access and gather information that is relevant to their companies. So if, you 

know, they're in an internet provider, they can only access and gather and collect the 

information about where you are, and what you need, not for instance your gender, 

because that's not necessary for them to have.  

 

I 

Yeah, I agree.  

 

Helle Andreassen 

Well, that's in Europe, but it's not over here yet. 

 

I 

Yeah, then I would agree with that. That would be a good idea to, like you said, like, only 

the required information and nothing more. Right. 
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Helle Andreassen 

Hmm. Anything else you can think of about online privacy and awareness that you want 

to tell me that you can think? 

 

I 

No, I don't think I have anything. 

 

 

Helle Andreassen 

You've answered really well, I'm super happy. You've answered everything I need to 

know. Thank you.  

 

I 

I'm glad I could be of help. 

 

 

Respondent 3, Male, age 21, Norway 

Trainer at a gym  

 

Helle Andreassen  

Shall we just get started?  

 

M 

Go ahead.  
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Helle Andreassen  

How concerned are you about your online safety?  

 

M 

I'm not very concerned about that. Why not, because I'm probably not like most kids that 

just click around. I don't really need to either. I'm not very much online. I'll use the 

computer if I need to do research, but I'm not really concerned about my safety online. I 

don't post very much.  

 

Helle Andreassen  

What kind of steps do you take to protect your online safety? 

 

M 

What steps I take to protect my safety? I usually read what the sites ask of me to approve, 

especially when it comes to apps. Like, why does this app need access to my pictures 

when it doesn't need to. We had a game with some friends. We were gonna use an app 

called Pandora's Box as a drinking game but the app wouldn't download unless I 

approved that they had access to my pictures and videos. Then I lost interest, so I didn't 

use that.  

 

Helle Andreassen  

That's a good thing, then you do take some steps to protect yourself? 



 

 

 82 

 

M 

Yes. And I also have a computer that has none of my private information that I'm scared 

that can be breached. I use that when I go online. I don't have any personal information 

on it. If I'm going to search for something like, for instance, narcotics, everything is going 

to be stored online. And I'm not very interested in that being saved under my name, 

because everything can be used against you if it comes out. So I have a computer that I 

useif I'm interested in searching for something specific.  

 

Helle Andreassen  

Do you use VPN or something for when you're browsing? 

 

M 

I use a browser called Thor. Google collects all your information and stuff. And 

DuckDuckGo does that as well, but Thor is the only browser that doesn't save all your 

information. So I'm very aware of which browser I use. Like if I'm going to search for a 

site like VG (newspaper), I can use Google but that's it.  

 

Helle Andreassen  

What do you know about rules and regulations about online safety? 

 

M 
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I can honestly say I don't know much based on how much there is, and I think that's true 

for most people. I probably know more than most people. I know what's okay and what's 

not okay. Up to a certain point, of course, but I know that I don't know enough. I am 

concerned that things can be used against me. 

 

Helle Andreassen  

Whose responsibility do you think it is to protect your online privacy. Is it your own, the 

government or the owners of a website or an app?  

 

M 

That can vary. I think it can be the consumers. For instance, with YouTube, you have a 

child safety mode to protect them from scary stuff. But for instance, my baby brothers, 

they look at scary things even when they have the child mode enabled. And I feel that's 

both up to YouTube and the consumer. They should probably mark it for, you know, over 

a certain age.  

I would say, a lot is on you. You can find anything online if you know computers. I guess 

the owner of a website is also responsible. They should shield younger people from their 

content. For instance, showing violence to children. It’s a mix, consumers and the 

websites.  

 

Helle Andreassen  

You've talked a little bit about it already. But do you use your computer different than 

you use your smartphone? 
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M 

I really do, yes. I use my cell phone on the forum on Facebook to stay up to date and keep 

in touch with family and stuff and take pictures. I rarely use my computer for that 

(laughs). I guess that's what I use my cell phone for. I don't really use it for social media. 

I guess I don't take it as far as most people. I have Snapchat, Instagram and Facebook, 

and that's about it. That's what I use my cell phone for. I use my computer for more 

thorough research if I have to find more information about something or if I'm doing 

work. I never work on my cell phone.  

 

Helle Andreassen  

Do you check the privacy settings on your apps on your phone? 

 

M 

Yes, I do that all the time. Usually, if I download an app I don't accept anything and then 

I look through and see what the app requires to be able to function. And then I go in and 

check those later. I use an Android, and you have a very wide spectrum of how you can 

set up your cell phone, and that's why I like it so much. I feel like you can decide more 

what settings, you have more freedom than you have on an iPhone. I can also choose.  

Yeah, I really check what the apps need. For instance, like the Pandora's box that I was 

talking about earlier, if they need access to my pictures, I'm not going to use that app. 

When it comes to my computer, I download things. For instance, when I was in school 

and I downloaded programs on my computer, I had a separate disk on my computer. That 
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where I downloaded things. It gives you the functionality of the apps that I needed. But 

they couldn't access the disk itself. So I separated my disk. 

 

 

Helle Andreassen  

That's great. But are you concerned about the information being collected by some 

companies?  

 

M 

No, maybe some, but I'm pretty aware of whether I use my cell phone or my computer, 

and I know what's on there. I know which accounts are logged on. I'm very aware of if I 

accept the app will it have access to all the things on my computer, even though I might 

not see it. For instance, you know, somebody can take over my computer and control it 

from anywhere in the world, whether it's a person or a computer that takes over control of 

my computer.  

 

Helle Andreassen  

Exactly. What what type of information are you most concerned about being leaked about 

you? 

 

M 

About me? I guess my medical history, the conversations between me and my doctor. For 

instance, if you go to a psychologist, I haven't, but you know there's a report. There's 
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something written about it, and I would not like that to be out there. But for me, I guess 

pictures. Because there's pictures of other people, for instance my family, and if that were 

to be leaked without my approval.  

 

Helle Andreassen  

Anything else about your online safety that you want to tell me?  

 

M 

Well, do you have any questions that you haven't asked?  

 

Helle Andreassen  

How about your social security number? Then people can access that and take out a loan 

in your name. 

 

M 

I mean, that happens electronically, and that would be scary if someone were to have 

access to that, because that's one of your private issues, so I guess money and health 

issues. Yeah. If you have access to my bank ID (a digital code generator), you will have 

access to everything, my doctor’s notes and financial.  

 

Helle Andreassen  

Do you use two-factor-authentication?  

 



 

 

 87 

M 

Yeah, I do. My whole family use something called LastPass, if you've heard about that?  

 

Helle Andreassen  

No, I haven't.  

 

M 

It's two-step-authentication. For instance, on Facebook, it creates a new password every 

time with 50 numbers or so. That means I need my bank ID to be able to log in to 

Facebook, so it takes a while longer to log on, but it's safer.  

 

Helle Andreassen  

Wow, that's a new one. I've never heard about that one.  

 

M 

Well, you can Google that one. It's very highly acclaimed when it comes to online safety.  

 

Helle Andreassen  

That's interesting! I'm writing that down. Thank you.  

 

M 

Yeah, it's the perfect thing, you should use that, Helle. It might be a little tricky to get 

into, but when you're used to it, it's really good for web browsers. When they ask “do you 
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want to remember this password”, I never say yes to that. I only use LastPass and they 

create a new password every time. So I never saved my passwords online.  

 

Helle Andreassen  

You seem very up to date on my safety.  

 

M 

Yeah, my dad is very into online safety. You have to be secure online now because 

everything's online. Especially older people are very skeptical about these things. I have a 

scammer from India that calls me every day at 9 a.m. I’m very annoyed by that.  

 

Helle Andreassen  

How'd he get your number? 

 

M 

Well, I guess it's online. I mean, you can find anything online if you really want to.  

 

Helle Andreassen  

What does the scammer want?  

 

M 

Well, I do investments online. And I've tried out different type of apps, and there was one 

app that I didn't like and I switched to another one that I really like. Then I had to register 
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with my phone number to get the authentification, then you have to log in and you have 

to enter your phone number or email. And then he calls me and wants me to buy an 

investment package for 200 euros. I just play with them and tell them all kinds of lies just 

to have fun with them.  

When it comes to verifications, I usually use my email, and I have about probably 20 

different email accounts for different uses. I use this one email account for those things 

because I don't want people to know where I'm from. Even if you turn off your cell 

phone, you're, you know you can be tracked, unless you take out the SIM card. But my 

dad has a jammer. So we can use that to protect us. I didn't think he was gonna be able to 

jam me out of the house, but he turned it on, and I guess he jammed the whole 

neighborhood (laughs).  

 

Helle Andreassen  

Oh wow, that's funny! 

 

M 

Yeah. We're trying to limit what kind of access people get from our devices.  

 

Helle Andreassen  

I feel like you're taking all the right steps so that's wonderful.  

 

M 
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I feel like there might be a difference in how younger people and older people are 

concerned about their online safety. I feel like those at your age, that are, you know, up to 

date and try to keep up, they will be fine online because they think about the risks. But 

for instance, my grandparents, they're scared to click on anything. My grandma's sister 

lives in America. She clicks on everything and she's terrible at this.  

 

Helle Andreassen  

Do you think it has to do with age or education or awareness? I mean, you've gotten this 

from birth with your family, which is good, right? 

 

M 

Yeah, it's really good. I don't know. For instance, when you walk around a lot of people 

just connect to free Wi-Fi. And then you give your computer or phone access to for 

instance the airports or a shopping center, you give them access to everything, but not a 

lot of people know what they give away. I don't even know but I just choose not to do it.  

 

Helle Andreassen  

Yeah, a lot of people use free Wi-Fi.  

 

M 

Yeah, it's everywhere. Whether you go to Burger King or Starbucks, they have to have 

internet. 

Can't live five minutes without the Internet.  
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Helle Andreassen  

Yeah, That's right. We are spoiled.  

 

M 

We only use Androids. My dad deletes all of the Samsung apps. I feel like I can choose 

the safety level, better on my Android. I can set up the phone as I want it to be. But 

people have different opinions, that's fine. 

 

Helle Andreassen  

Alright, thank you so much for all your help!  

 

 

 

Respondent 4, Female, age 25, Norway 

UX and Front End Specialist  

 

Helle Andreassen 

Should we just get started with my questions? 

 

J 

Sure. 

 

Helle Andreassen 

Are you ready.  



 

 

 92 

 

J 

Yes.  

 

Helle Andreassen 

How concerned are you about your online safety? Are you concerned, are you not 

concerned? Why or why not?  

 

J 

I'm actually not that concerned. But that's because I'm very conscious about things I do 

on online accounts, what I choose to have saved on platforms or in the clouds, and what I 

choose to have with me. 

So I guess I'm not that concerned, but then again I have fucked up before so I guess I've 

learned.  

 

Helle Andreassen 

Do you want to tell what happened to you?  

 

J 

Well, I had a boyfriend and shared some images with him. And then he cheated with 

someone else, and my pictures were shared with his friends. I guess I've learned from 

that. Like personal things that you talk about in a relationship and when that is shared 

with other people.  
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Helle Andreassen 

That's not very nice.  

 

J 

No, it's not, so I'm not too concerned anymore. I become more aware, and I think more 

about what I do before I share or save things. And also with my job, you become more 

aware of how things can be shared online, confidential things you keep to yourself and 

you save them on a platform that is safe. Somebody actually has to come back to my 

house and pick up my hard drive in order to breach that information. But you always had 

that in the back of your mind where someone can get you to your information. You know, 

you can have pictures of someone you love. I mean, you have your email, which is 

accessible to everyone. And even though you have a password, you can protect it as 

much as you want, but if I lend out my computer to a colleague, I don't know what that 

person can do. But I think people are aware. I trust the person because I know them, but 

you never know what can happen. 

I think the more experience you have and the more awareness you have, you're more 

aware of what you do and for instance how you respond to messages on Facebook or 

texts. Just think about like a girlfriend chat, what you share on that. And then all of a 

sudden your boyfriend or someone has access to your phone and they will share that 

information with their friends. The threshold of what's private and public has become so 

low. Just like when I get a text on my phone. I also get it on my Mac, and then I get it on 

my iPad. That's the platform I use, and even though you think you might use only the 
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platform that’s right in front of your eyes, it's on all your platforms, and all the physical 

devices you have. 

I guess I don't really have that much control. You can't really do much about it. I guess 

that's just the standard today. I have to expect it. I mean you even think about it, I don't 

need my phone because I also get my texts on my computer or on my iPad so I'm 

accessible all the time. 

I don't know. I guess you learn.  

 

Helle Andreassen 

What steps do you take to protect your online privacy? 

 

J 

I make sure to always update my password. I'm very bad at remembering my passwords. 

I mean, you have a different password on one your emails and then you have one on 

Dropbox. Then two-way authentication and then I need another password there. I tried to 

update them and to be careful. Especially when it comes to work stuff. Because that's not 

related to me. It doesn't concern me as a private person. I mean my boyfriend can't log 

into my work computer. So if somebody hacks, yeah, but I can't control that. My email 

has been hacked before, my private email. And it's such a big hassle. I mean, you get 

emails from the health department, you get emails from the tax office. All of that is on 

my private email. And you have the usernames and the IP address on my email. They 

even have my name. So, ever since I got a more professional job, I tried to protect my 

information as much as I can. Especially my personal email. You know, a picture will 



 

 

 95 

never be completely erased online, so maybe you just think about it one more time before 

you post anything on Facebook, or, you know, congratulatory messages. It's not just 

images, it's also what you type and text, things you comment on, so you just try to be 

more aware. Maybe you don't think about that when you're 18 that when you're 25 and 

your boss becomes your friend on Facebook, then you have to think about it. 

I know I can hide things for certain people, but if they search for the information, they 

can find it. And you have to think about these things, but it comes from experience, both 

your own and the people around you.  

 

Helle Andreassen 

Here comes a different difficult question, what do you know about rules and regulations 

about online safety. 

 

J 

Oh shit. I have to think about this for a second. I mean, I know thinks about plagiarism 

and stuff like that. Are you thinking about GDPR?  

 

Helle Andreassen 

Yes. 

 

J 

I know some of it because of my work, because, you know, we store information from 

our customers. What we can do with that, and not do with that like sell the information to 
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other people. I know we can't do that. For instance, when you have a campaign and, you 

know, sign up for a newsletter, you can't use that information for anything else. But 

there's always that little text underneath, “we can use your information for marketing 

purposes”. I know some of the companies that I've worked for, they need a landing page 

to promote a new product. And they use a platform that lets you store their data every 

week. That information can come out, or questionnaires. We store that information for 

three months. And you don't really know who's gets that information afterwards, you 

know, if is it being sold. For instance, a student survey. If it's done by Survey Monkey, 

Survey Monkey owns that. 

I know something about it and I've learned more about it through my work. I think about 

it, but I guess I don't know. I can sign up for a newsletter for from Kicks (online beauty 

store) or Klarna (credit company), but then they are owned by someone else. So, all of a 

sudden you sit there and you get messages and emails from random banks that want to 

give me a loan or something. And I'm like, how did they get my email address? But that's 

data that's being collected and gathered about me. 

Guess you don't really feel safe. I mean, if I go to my spam filter on my email, I'll have 

10 emails from different banks. And then you're like, Oh my God, what do they think 

about me. Where did where did they get my name? 

I feel like they know too much about me. But, you know, 15 minutes later I’ve forgotten 

about it because it's spam. It's not important. We talk about it all the time at work. I mean 

when we work with our clients, our information is stored on Dropbox, and I don't know 

what their restrictions are. Can they use our information that we put in there? No, none of 

us know. 
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We live in a very weird world. I like to think that the platforms I use are safe and I try to 

be careful when I send things out. So I know some, but not a lot.  

 

Helle Andreassen 

Whose responsibility do you think it is to protect the person's online data? The 

government, the company that owns the app or a website, or is it your own? 

 

J 

I feel like the main responsibility is with the consumer, because the consumer chooses to 

use a service. 

But then there's also a responsibility for the company that owns the website or an app that 

they're clear on what they can use that information for.  You know, we can store this 

information about you, we can do this or we can do that. But the way things are today, 

you don't have to put it in bold type. You can put it on the bottom of the page, you know, 

under 20 documents, and that might not be the smartest. I mean, you see people are being 

scammed all the time and they don't think about it. They don't think about where all this 

information comes from. I don't think it's the responsibility of the government, because 

they will help you if a problem arises, that's why they're there. So I guess it's between 

people and the companies. I don't think the government has a responsibility here. I mean 

they put out the rules that the companies have to abide by. But that's it. So it's up to the 

company to make sure they do their part, and then we as consumers have to make sure to 

think about things and read up on what you do online.  
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Helle Andreassen 

Do you check the privacy settings on the different apps on your phone. 

 

J 

Yes.  

 

Helle Andreassen 

Why? 

 

J 

For instance, location. I mean, there was an issue with the COVID tracking app that the 

Norwegian government put out. They could trace you and track you for everything you 

did every second of the day, and then you feel like you're being surveilled. The post 

office here has now come up with an app where, if you are in the area of where you have 

a package ready to be delivered, you will get a notification on your phone. I don't want 

them to track where I am. So I tried to make sure that they don't do that. I don't store my 

contacts on Facebook or LinkedIn or anything like that. So I make sure to check those, 

you know, allow or not allow. I always check those. For instance, on Pinterest or 

Dropbox, that my contacts should not be shared, or use the camera or the microphone. 

The only person I share my location with is my boyfriend (laughs). 

 

Helle Andreassen 

Google has that information anyway.  
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J 

Yeah, I know. I swear, Google's probably going to send me a lot of ads about what we've 

talked about today, right after our conversation. 

 

Helle Andreassen 

Sorry (laughs).  

 

J 

No, you're fine. That’s a reason why I will never buy an Alexa or use Siri. 

 

Helle Andreassen 

Yeah, I've turned those off myself. I don't want to be tracked more than I am. So what 

type of information are you most concerned about being gathered and used by 

companies? Financial, health, social security number? 

 

J 

I feel things that are related to my health. Like money and assets, you have insurance so 

that can be solved. But if someone finds my social security number or sensitive data, 

you're not insured against that. 

I can always get a new bank card or account number, but I can't stop people from doing 

health related things in my name. If someone finds my card and bends and shops things 

online, I can always cancel my card and I have credit card insurance so I’m safe that way. 
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I get my money back. I'm not too concerned about those things, because I know that I 

have an insurance that can help me if something happens. But if somebody finds out what 

kind of medications I use or something like that. You can't really be prepared about that, 

you can't really safeguard yourself against that. I can't switch my medication like that, 

you know. For instance, with the “Health Norway” app (an app for Norwegian citizens 

that has access to all their health information), they have my prescriptions. And what if 

someone gets access to that? If someone gets access to that they can look at what kind of 

prescriptions I have. And, for instance with my sick leave information. I was reading up 

on this the other day, and those people that work at the NAV (Governmental office 

dealing with sick leave, employment, and social security), they see the reason why I am 

on sick leave. But my employer does not. My employer doesn't have the right to see why 

I am on sick leave, but the people that work in that office can see that. Why should they 

know why I am on sick leave and such sensitive information and my boss can not know?  

 

Helle Andreassen 

Right, it's supposed to be between you and the doctor.  

 

J 

Yeah, it is. But if I check on their website, my diagnoses are listed there, and the people 

that work in that office can see this. If I click to send the paperwork to my employer, that 

information is hidden from the form. That should only be between me and my doctor and 

it should be stored only at my doctor's office. That's concerning to me. I feel that's scarier 

than my financials, I mean, I can move, I can get new credit cards. But when it comes to 
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my health, or my identity, that's the worst. That's the scariest part. I don't care if people 

know what's in my bank account or how much I owe the government for school, but they 

don't need the information about what medications I take. What if a psychiatrist or 

psychologist had, you know, a digital platform where they sent information, like, “this is 

what we talked about today”. That would be so scary. I mean, the fact that psychologists 

can even record conversations, I think that's crazy.  

 

Helle Andreassen 

Yeah, that's when you hope that they use good old fashioned analog cassettes and put 

them in a cupboard and lock that up. But I guess that's not how it works.  

 

J 

Well yeah, they should burn them after a year or something. Oh, there's probably rules 

about that, but I don't know. Yeah, we're scared about what people do with our 

information online. But if you go online yourself, you have no idea. We have a health 

app. And if you log into that, you will get a notification asking “Can we have access to 

your core journal?”. So you're supposed to see everything and anything about me? No!  

 

Helle Andreassen 

On many apps, the apps don't work properly if you deny some of the functionalities.  

 

J 
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Yeah, I know. The fact that people can have access to my medical records is way more 

scary than if somebody knows that I owe for student loans. That's scarier than anything. 

If anyone were to access that information, then you're screwed.  

 

Helle Andreassen 

All right, well that's all the questions I have. Thank you so much.  

 

J 

This was a fun conversation. 

 

Helle Andreassen 

All right. Well, thank you! 

 

 

Respondent 5, Male, age 32, USA 

Food manager at a home care facility 

 

Helle Andreassen  

Okay. You ready? 

 

S 

Yes. 

 

Helle Andreassen  
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Cool. All right. What is your level of concern about your online privacy? 

 

S 

Well, you know, being online, and when I'm out there with my emails and stuff in the 

black market, people getting a hold of those emails or via social security. Or if I say I put 

my credit card out and buy something online, somehow somebody can't get ahold of that, 

you know, that really does scare me because they can get any of your information 

wherever it goes. 

 

Helle Andreassen  

Yeah. What kind of steps do you take to protect your online privacy? 

 

S 

I mean, you know, I'm very secure in what I use online, what I provide when I'm buying 

something, and what information I'm giving. I don't ever give out my social security 

number. But I try to never give out my bank account numbers or nothing so that no one 

can get that one.  

 

Helle Andreassen  

Good. What do you know about the current laws and regulation regarding online privacy? 

 

S 

None that I'm aware of. 
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Helle Andreassen  

You're not the only one, by the way.  

Whose responsibility do you think it is to protect a consumer’s online data? Is it your 

own? Is that the government or the company who owns the website or an app? 

 

S 

I would say it would be the government and the company that owns the website. But also, 

you have part in that as well. Because the information that you put out there, it's what you 

put out there at your own risk. So it should partly be the company and the government 

though, because I think that the government should be able to, and the company should 

be able to secure your information without giving it to a third party or selling it. 

 

Helle Andreassen  

Good. Let's see, when it comes to your online safety, or privacy, is there a difference in 

how you use your smartphone versus your computer? 

 

S 

I use them both the same, because there's information that I do daily on my work 

computer, and on my phone. And there's certain information that I, you know, I'd never 

put on or out there. So even on my cell phone, because if somebody can hack into your 

phone, they can hack into your computer. So I try to keep all that information locked in 

safe, not on my phone. 
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Helle Andreassen  

So you use the devices pretty much the same way? 

 

S 

Yes.  

 

Helle Andreassen  

Do you ever check the privacy settings on different apps on your phone? Why or why 

not? 

 

S 

I do because of certain privacy settings, there's some stuff that gets leaked. And I don't 

know exactly what it is. But privacy on each app is different. It says what it will give out 

what it will not give out of information. So you never know. If you say allow, then you're 

like, why did I allow them to look into? 

 

Helle Andreassen  

Exactly, like, why would an app about fitness need to see your pictures? 

 

S 

I agree. There are certain apps that are downloaded and says, You know, I get into your 

photos or allow photos or this and that. But why would I allow you to do that? I don't get 
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it. Because you're trying to sell to third market. So then I get all these advertising phone 

calls or whatever. I'm like, I don't need all this. No. 

 

Helle Andreassen  

So do you worry about your personal information being collected by companies? 

 

S 

I do. Because, you know, it scares me what information they do have, or somebody can 

clone me and be, you know, like another person, whether they're using my name out there 

on the web, or whatever. You know, use my social security number using my credit 

cards, you know, ruining my image. So yeah.  

 

Helle Andreassen  

So what type of information are you most concerned about being collected and used? 

 

S 

I would say my social security number. You know, your phone number, your money, 

your address, you know, your credit card numbers. 

 

Helle Andreassen  

Cool. Anything else about personal safety or online safety that you want to tell me? 

 

S 
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I think it's very important that each person makes sure that you know, you're only putting 

little information out there online so that no one can steal your identity. 

 

Helle Andreassen  

Perfect. Thank you.  

 

Respondent 6, Female, age 32, USA 

Assistant professor at Seattle Pacific University 

 

Helle Andreassen 

So, what is your level of concern about your online privacy and why? 

 

S 

My level of online privacy, or my level of concern for online privacy is embarrassingly 

low. 

For a couple of different reasons. Number one, I feel like if there's information that is out 

there about me, it's probably already in the hands of whoever it is that wants it. Number 

two, I don't feel like I have anything in particular to hide. And, number three, I feel like 

maybe the targeted ads have a little bit to do with my lack of online privacy. But it 

doesn't bother me, I think, as much as it bothers other people.  

 

Helle Andreassen 

Good. What specific steps do you take to protect your online privacy? 

 

S 
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Well, when I have zoom meetings, I make sure that like I only share the link with the 

people that I want to share it with and it's password protected. I make sure that my 

passwords aren't compromised. I've been better about that. Like if something has been 

compromised, I'm pretty quick to change it. 

 

Helle Andreassen 

That's fine. My point is not to figure out what you know, and what you don't know. It's 

more what people in general feel about online privacy. So there's no right and wrong 

answer here.  

 

S 

Okay.  

 

Helle Andreassen 

What do you know about current laws and regulations regarding your online privacy? 

 

S 

Very little, sorry. Sometimes they can, whoever they are, can take our information or 

images and use them for marketing and whatnot. Outside of that. I'm not super informed 

about it. 

 

Helle Andreassen 
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Good. Whose responsibility do you think it is to protect consumers online data? Is it your 

own, the government or the company who owns the website or app? 

 

S 

I think it's partially on me, the user and I also think it's on the part of the company as 

well, because they are the carriers of our information, which is why you know, some 

companies when they know they've had a data breach, they're very quick to let us know 

about it. 

I don't really think that federal government should have anything to do with it at this 

time. 

 

Helle Andreassen 

So when it comes to your online privacy, is there a difference in how you use your 

smartphone versus your computer? Why or why not?  

 

S 

Yes, because when I I've only recently figured this out, but when I have my smartphone 

on, I have to make sure that the camera and the microphone are turned off in certain apps, 

because that's, you know, the phone is listening to us. Whereas with my computer, I'm 

not really worried about that. Because whatever I'm using my camera or my microphone 

for is usually work related. And I don't have a lot of apps on my computer. So I do feel 

like I need to be more vigilant with the phone and making sure that like my location is 

turned off and all that stuff. 
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Helle Andreassen 

Do you check the privacy settings on the different apps on your phone?  

 

S 

Yeah, so recently I have, which is where I found out about the microphone and camera 

setting that you can turn off with certain apps.  

 

Helle Andreassen 

What made you do that now? Did something specific happen to make you check it? 

 

S 

Two things. The first, the documentary, the Social Dilemma, really freaked me out and it 

made me want to be more vigilant because as I as you can see from this interview, I 

hadn't been very vigilant about it. And number two because a family member had told me 

about it and she is very adamant about online privacy. So, and when she mentioned it 

weirded me out, and so I thought I should probably do something about that. 

 

Helle Andreassen 

Good. Do you worry about your personal information being collected by companies?  

 

S 

Not really. 



 

 

 111 

 

Helle Andreassen 

Well, that's a fair answer. If there was something, though, what type of personal 

information are you most concerned about being collected and used by companies? And 

why? 

 

S 

I don't know. Because and I don't know if it's because I've done my own level of 

marketing in the past that I just find that information is very helpful. And so that doesn't 

bother me so much. One thing that I'm really concerned about would be my location. I 

don't love anybody knowing my location. And of course, credit card information, but I 

don't know if that's something that companies collect, or why they would collect it. But 

those are probably the two things that would bother me the most. And pictures, I guess I 

wouldn't, I wouldn't want them collecting photographs or videos of me, either. But as far 

as like demographic information, that doesn't bother me. 

 

Helle Andreassen 

Good. Is there anything else that you can think of about your online privacy or security 

concerns that you would want to share with me? 

 

S 

About reading the privacy settings for any of the things that I do on my phone, or my 

computer, I'm definitely the person that just clicks I agree, and moves on. 
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But again, I don't know if that's because I feel invincible, but you would think that as a 

media scholar, that I would care more about it. Um, and like I said, it's only until recently 

what I've seen happen with social media and what I saw in the social dilemma 

documentary that I've started seeing how maybe my information can be used in a way 

that could blackmail me, I guess, because I am pretty adamant about my political views. 

The more I'm thinking about it, the more I'm kind of coming to terms with what I feel. 

If somebody knows my political views that could be used against me. Something like 

that, and or if like certain opportunities wouldn't be offered to me because of my 

ethnicity. 

Does that answer the question?  

 

Helle Andreassen 

Yes, it does. 

That's actually all the all the questions I have. So, it was not as bad as you thought, right?  

 

S 

No, not at all. No.  

 

Helle Andreassen 

See. I mean, the whole point is trying to gather information and see what people think 

about this. Do they have concerns, because I am a stickler for this. But I do realize that 

most people don't think about it on the level that I do. So, I was like, it's kind of 

interesting to me to find out, you know, how much people care or not care about this? 
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Am I really invested in something that people don't really care about anymore? So, I 

really appreciate you taking the time.  

 

S 

Oh, my social media accounts are not public. There. There's another one. That's a good 

one.  

 

Helle Andreassen 

And how come? 

 

S 

I don't because I don't want to get weird friend requests from men and other countries 

trying to troll me or whatever. I don't want that. And I also don't want just any, again, 

because I do sensitive work. And I've been to places like that not everybody would 

approve of. I want to keep that as personal as I can. Which I guess I wouldn't be putting it 

on social media if they cared that much. But that is one thing that I'm pretty adamant 

about. I don't feel comfortable having any of my social media accounts up, if that makes 

sense. But like my mother-in-law and my mom are both huge sticklers about online 

privacy. My mother-in-law is who told me about the microphone thing on my phone. So I 

don't know. But that’s about it.  

 

Helle Andreassen 

Thank you so much for your help! 
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Respondent 7, Male, age 38, Norway 

Adjunct at Sørumsand High School 

 

Helle Andreassen  

Should we just jump in? Here we go. How concerned are you about your online privacy, 

and why?  

 

M 

In general, not very, because I feel like I have a good enough control to know what I'm 

doing. And sometimes I know if I do something stupid. I believe I usually know.  

 

Helle Andreassen  

What kind of steps do you take to protect your online privacy? 

 

M 

In general, two step identification or authorization where that's necessary. The classic 

tips, you know, , don't click on links, don't click on ads, limit how many things you 

follow on social media so they algorithms don't take full control. Use anonymous mode 

when that feels natural. And in general, when in doubt, don't do it.  

 

Helle Andreassen  

That's really good. What do you know about the rules and regulations about online 

privacy? 



 

 

 115 

 

M 

In general, quite a bit, but not in depth. For instance, I now teach about GDPR. It’s part 

of the curriculum for high school. And there's a big focus on it. It's very practical focus, 

not necessarily the laws and regulations about it. But that mirrors what I need to learn, 

about what happens more than the rules and regulations and think of the effects.  

 

Helle Andreassen  

Whose responsibility do you think it is to protect a person's online data? The individual, 

the government, or the company behind the website or app? 

 

M 

As Winnie the Pooh says, all of the above. If I'm not notified by an app about what the 

app does with my information, it doesn't matter what I do. So they have to give me the 

information that I need to make an informed consent. And then I need to know what that 

consent means. The authorities are part of this. They need to limit what is allowed and 

what's not allowed, for instance like GDPR. So I guess I would argue that it's everybody's 

responsibility. But bottom line, it's my problem whatever I put out there. But I guess 

we're at that stage where we have to put some information out there at some point. I can't 

completely lock myself out of everything.  

 

Helle Andreassen  

Yeah, there's no way to be completely offline anymore.  
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M 

Now, just for instance about using Teams, you need digital competence to use it. And 

does that information necessarily has to be given out? Well, yeah, I don't think you can 

avoid it. So I think it's important that people are concerned about it.  

 

Helle Andreassen  

Is there a difference in how you use your smartphone versus your computer?  

 

M 

Can I differentiate that question a little bit more. 

 

Helle Andreassen  

Yeah, sure. 

 

M 

I guess there's at least certainly a difference in how I use my work computer versus my 

personal computer, and again another difference in how I use my phone. I feel like I’m 

aware of how I use my work computer for because it has access to some information that 

you're not to share out there. But I am more concerned and pay more attention to what’s 

on my private computer and my phone when it comes to information that I put out there 

because I feel like my work computer is fairly safe and it's being guarded. So I know that 
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stuff is not going anywhere. I know more about my personal protection on my phone and 

my personal computer than on my work computer because somebody else controls that. 

 

 Helle Andreassen  

But at least you're aware about the differences about using them, that's good.  

 

M 

Yeah, there's some things I would never do with my work computer that I would use my 

personal computer for, because I feel like I least I know what to do so it wouldn't 

compromise my privacy.  

 

Helle Andreassen  

Do you check the privacy settings on the difference apps on your phone? Why or why 

not.  

 

M 

Um, no, because I'm lazy. But if I do, it's because it’s been made a point that I should. If 

someone informs me that, you know, for instance the WhatsApp case that was out there a 

while back. Someone who was friends with me told me that with this app there's 

information that's being collected and you should check that. So when somebody tells me 

I would be more careful. But then again, I still have Facebook Messenger, which is even 

worse. There's some cognitive dissonance going on there.  
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Helle Andreassen  

It's not supposed to be easy. Are you worried about your personal information being 

collected by companies? 

 

M 

I probably should be. But I feel like I choose to ignore it. 

 

 

Helle Andreassen  

Why? 

 

M 

It’s probably, you know, looking away from the responsibility, but the advantage of using 

the apps and computer programs is so great, so it doesn't affect me in any major way. 

Possibly it's not that bad. But at the same time, I'm very aware of deleting things that 

come up that I'm not supposed to have. I try to avoid that. It's a weird way to think about 

things. It's almost scary that you have to be so aware. It's easier not to think about it. I try 

not to care too much. I can quote a friend of mine. A group of friends of mine were 

discussing whether we should cross over to using a different app for communication. 

Should we use the Telegraph app instead of Messenger. He said, no, I'd rather not do that 

because I need Facebook Messenger for my friends and family members and I just can't 

be bothered to have another app on my phone. That's my choice. For practical reasons I'm 
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not going to switch over for another app. Sometimes you have to choose between the 

plague or cholera.  

 

Helle Andreassen  

Exactly. What type of information are you most concerned about being collected by 

companies, for instance, are you concerned about your location, financial information?  

 

M 

I feel like I'm more concerned about the pictures that I shouldn't be so concerned about. I 

should probably be more concerned about the fact that my web browser has collected my 

credit card information, and financial ID, but I'm probably more worried about private 

images and pictures if they should be compromised. For instance, pictures of my 

daughter. I guess I'm more concerned about those things that are connected to emotions 

rather than the logical, you know, about your personal information, your bank accounts, 

stuff like that. Does that make sense.  

 

Helle Andreassen  

Yes, it does. Maybe it doesn't matter whether Fitbit knows where you are at one point or 

another, but it's more important that you take care of your and protect your daughter.  

 

M 

Yeah, because if I'm going to use my Fitbit for exercise I need to allow it to use that 

information. And then; do you accept that or you don't? But when you have kids, you 
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have to protect them. Yeah, I'm less concerned about a picture about me being used and 

abused, rather than a picture of my daughter.  

 

Helle Andreassen  

To use Fitbit as an example again, when you install an app like for instance Fitbit, the 

standard settings are usually that they have access to your pictures, your contacts, 

messages, etc. Do you go in and check and change those settings?  

 

M 

There are sometimes where I've been told about it and a certain app that I will go in and 

change settings, but no, as a principal, I don't go in and check. The first thing that comes 

to mind is Vipps (the Norwegian equivalent to Venmo). I got an update saying “we need 

access to you camera” and I'm like what? Why do you need to access my camera? Until 

they told me they need to have access to the camera in order to use QR codes. And of 

course I want to use QR codes, but I don't want them to have access to my phone and my 

camera, my pictures, which essentially they then have. As far as I understood, the 

pictures are kept in buffers for a while and then they're deleted. But I guess I need to 

check it out more, but I probably won't. Then again, how many apps do you have on your 

phone? I have quite a few apps. Should I go in and check every, every app at all times 

and after every update or not. I guess it would be practical if we had like a joint function 

for third party apps. Just approve this of this app, and not for the rest of them. If that 

came up, I would probably have to accept it, but at least then I would have to make a 

conscious decision about my choices rather than going into settings on each app. I don't 
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have time to consider that every I'm using my phone to pay for something. That's not 

gonna happen.  

 

Helle Andreassen  

Anything else you can think of about online safety that you want to tell me?  

 

M 

Awareness is really important. But I think no matter how many campaigns you have 

about awareness, the fact that it's being taught in school is probably really good. We 

teach about tracking information online and who gets that information. So digital 

competency is very important. Knowledge about what your information can be used for. 

And that's why you've seen those pictures on Facebook saying “I'm a teacher. I'm going 

to teach my students how far this picture can reach”. You've seen that a lot. I like the 

idea. But perhaps we should try to circulate a nude picture since maybe they then would 

be more concerned about it (laughs). Maybe they don't catch it when there's a teacher 

standing there telling you “this is what happens”. But they're still going to TikTok and do 

other things no matter what. 10- and 11- year-olds still get access to apps that have a 13-

year-old age limit so it's not gonna change anything. Perhaps we should teach them 

about, you know, handling the consequences, not just teaching them the basics of it. 

Yeah, so what if someone got a hold of a not so flattering picture of you at a party? You 

know, there are worse things that could happen.  

 

Helle Andreassen  
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Yeah, I'm glad I grew up without a digital trace like the kids do now.  

 

M 

I actually have a very nerdy group of friends, two of us are not as nerdy as the other ones, 

but they will sit and discuss how they changed their web browser four times last year. 

And I'm like, “Oh, I've used Chrome for 10 years, so okay”. I feel like most of us know 

what we should do and that we should be doing something. But we don't have the time or 

the effort to do the things we need. But I feel like governmental regulation is not such a 

bad thing. And you can argue that it protects the freedom of the individual. 

 

Helle Andreassen  

So, I have an iPhone and an Android. When I access my messenger with my iPhone, 

which is registered in Norway, I get a little alert saying “Not all functions are available 

due to new personal online safety rules”. Is this because of GDPR?  Does that also entail 

Facebook more than it used to? I don't know, but I think that's super fascinating.  

 

M 

Exactly. And I guess about a year ago, a lot of things like that happened online. And I 

think a lot of people realized that things are changing. Like, I've used this app for so long 

and I've used this app for that long, and all of a sudden I get all these alerts. But then I 

think they forgot about it the next day. 

 

Helle Andreassen  
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Sadly, I think you're right. But at the same time, it's a good thing that people don't have to 

consider it and think about it all the time. If you can live with the fact that you lose that 

information or that picture, maybe it's not as bad. You know, if you look at, look at it 

against all the concern and worry you have all the time. 

 

M 

That's true.  

 

Helle Andreassen  

I am more than more than average interested in this topic, but there are certain things I 

need to have. I have to have Teams, I have to have Zoom, there are certain things I have 

to have. But you become very conscious about what you use your computer for.  

 

M 

Yeah, right. On March 12th,  we went into lockdown here and we all of a sudden we had 

to switch over to digital learning and digital teaching, and at that time we had limited 

access to our Teams settings. It was amazing. A lot of people then started talking about “I 

should get my students over to Discord. I don't really know what they do, but I'll take 

them there”. There, and Twitch and YouTube Live. I had most of my students on 

Facebook Live for a period to tell them about what was going on. But that's when it 

became very clear who was not thinking about these things like personal online safety. 

Maybe you shouldn't give out personal information through a service that you don't know 

what they do with your information. So we got some restrictions about using those apps 



 

 

 124 

eventually, but I think those got there in June or July. “You can't use discord with your 

students because it's not safe”. And by that time they'd opened up Teams so we could 

have the settings that we needed to use it for school. But still, that's three months after the 

damage was done. As a teacher, you know, Teams has the function that where you see 

who's being see that you're being recorded and it reminds you of it. That function doesn't 

exist in Discord, which I used for a while, so I don't know whether the students had 

recorded me during the session and what do they did with that. In that situation, you saw 

really clearly who had thought about these things and who haden’t. And, you know, all 

credit goes to those people who tried to solve a difficult situation. But not all solutions 

were as smart as others. The corona situation happened pretty fast for all of us and it's 

good that we were able to switch things around, but maybe online safety and security was 

not on the forefront at the beginning of the pandemic.  

 

Helle Andreassen  

Yeah, nobody could predict that.  

 

M 

It’s no excuse, but you saw very clearly who was used to thinking about those things, 

thinking “wait, should we do this or not?”. Oh well.   

 

Helle Andreassen  

Well, thank you very much. Anything else you want to tell me before we end this 

conversation? 
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M 

No, not really, you had fewer questions than I thought.  

 

Helle Andreassen  

You've answered way more than you think.   

 

M 

Well, I guess I have. If nothing else, I like the idea that it's a choice not to care too much. 

I guess I say that up until it becomes a consequence for me. We'll see, maybe I just 

decide not to care.  

 

Helle Andreassen  

Right, as long as the family’s safe, I guess that's all that matters. Are we as safe as we 

think we are?  

 

M 

I don't know, I just can't use my time considering or worrying about that. It's as simple as 

that.  

 

Helle Andreassen  

All right. Thank you so much. 
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Respondent 8, Female, age 33, Norway 

Responsible for marketing and communication for a national online teaching 

platform 

 

Helle Andreassen  

How concerned are you about your online safety and why? 

 

A 

Hmm. How concerned am I. I'm not as concerned as I should be, I guess. I think about 

that a lot. Because you know so little about where your information is going. So like, it's 

stricter in Europe, that it has been previously. It has been a free-for-all for about 15 years, 

up until now, when there's been some guidelines squeezed it. I think that's a good thing. 

But you know that things are being collected about you and is sent out of the country. It 

has been for so many years. I guess it still does. Nobody kind of changes that 

information. Nobody reads the terms before you accept it. You're supposed to know 

where your information is sent and stuff, and I don't think many people are doing that.  

 

Helle Andreassen  

What kind of steps do you take to secure your online safety? 

 

A 

What I've started to do is to… Well, you know how sometimes it comes up about 

cookies, and things they collect, right? Yeah. What I've usually done is accept all 

cookies. But now I've seen that there's a button that says “do you want to check your 
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settings”, so now I do that. It's made very weird and it's not meant for you to understand. 

They really want you to put in the information. I've been more aware about that lately.  

 

Helle Andreassen  

So what do you know about rules and regulations concerning your online safety? 

 

A 

I know the GDPR regulation exists, and that it's stricter in Europe than it is in for instance 

the US. And I know that in Europe it's pretty strict on paper. But then again, we have 

apps that are from America, and I've been uncertain about whether that information… I 

guess they're supposed to follow the GDPR regulations and adapt to the GDPR 

regulations. But whether that has happened or whether it will, I don't know. GDPR has 

been around for a while but it's just now that I see that. For instance, Facebook 

Messenger has removed some of the functions in Europe, and I wonder whether that's 

because of GDPR regulations or if they have deadline to change that. I don't know. 

Hm, GDPR, and you have to accept cookies to use websites and stuff. Other than that, I 

know that you can ask to have your information deleted from different apps and websites 

where you've created a profile. But how often do you remember to do that? It's rather 

doubtful, but I know you have the right to do it. I know there's a system to it but I just 

don't know about what that system is, who checks whether that system exist and what 

happens with it. I don't know.  

 

Helle Andreassen  
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Whose responsibility do you think it is to protect consumers information?  

 

A 

Well, I guess, mainly you have a responsibility yourself to, you know, adjust and or. Let's 

see, how do I say this? I guess it's your own responsibility. But you have to be aware of 

what you are sharing, but you should also be able to trust that there are rules and 

regulations that companies have to follow. But you also know that the big data companies 

collect information, and you have no idea what it's being used for. I think a person has to 

consider what you're willing to share not that you can't live in this world without, you 

know, having an online presence. I’ve lived long without having a Google account, but 

then you realize that if you want to share something with someone, or you want to use 

Google Analytics, you have to have a Google account, but I just I've managed without it 

for. Up until now.  

 

Helle Andreassen  

I agree, I just created a Google account this year.  

 

A 

I feel like it is healthy skepticism, but then again I also have Facebook, which is one of 

the worst about gathering your information so I don't know. I wish I would have sat down 

and read all the guidelines and the user agreements. But, yeah, that takes forever.  

 

Helle Andreassen  
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When it comes to your online safety and privacy, is there a difference in how you use 

your computer versus your smartphone? And why? 

 

A 

No, there's not. The difference is that I use my smartphone more, and probably even on 

some unsafe Wi-Fi spots. Not as much now, though. I try not to hook up to Wi-Fi that's 

not secure. I have a cell phone that's paid for by the company I work for, so I try to be 

more careful. I'd rather use 5g and 4g rather than Wi-Fi. I thought about this the other day 

when I sat down at a cafe and I was waiting for someone. I then logged on to their Wi-Fi 

and something popped up on my phone that said your firewall has to approve this. And 

that stressed me out. Is someone trying to access my computer? I don't know, you've 

heard the stories that if somebody's sitting right by you, they can take over your 

computer. So I just had to shut it down and turn it off and just ignore it, but I felt like 

someone was checking what I was doing online.  

 

Helle Andreassen  

Do you check the privacy settings on your different apps on your phone? 

 

A 

Yes, I do. I've turned off for most of them. The location. I don't want them to have the 

information of where I am all at all times. But I do have that turned on for some apps. 

And that's been annoying enough. It's just annoying to turn them off sometimes. You 

know, for instance about my travel app. It's just more of a hassle to turn off the location 
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device because every time I use the app, it asks me to turn it on. So sometimes it just 

makes more sense to keep it on. And I trust that app more than I trust Facebook or 

Google to know where I am at all times. I think for Google Maps, I've turned it on, so it's 

just gonna show my location when I use the app.  

 

Helle Andreassen  

Are you concerned about your personal information being collected by companies?  

 

A 

Yes.  

 

Helle Andreassen  

Why? 

 

A 

Because they use it for things that you don't even understand. They can use it for 

anything. They use it in a bigger setting and you don't even know what they're gonna use 

it for. And they use it for personalized marketing. You know, you can talk about a 

hairdryer or you type it on Messenger to someone. And then you get an ad right after that. 

That is scary. But it's such a big issue. If I want to search for something, I have to put a 

conscious effort into that, because I'm know that I'm gonna get personalized as 

afterwards. I used to do that on my computer because that's not linked up to my phone, 

but it's kind of creepy. When you know, you talk about something and it shows up.  
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Helle Andreassen  

Yeah, Google and Siri are not fun.  

 

A 

I don't use that now. I do have a vacuum cleaner, and it creeps me out. When we tried to 

connect that to the Wi-Fi in the house, we had to download an app on our phone, and then 

you have to accept everything for it to be able to connect to the Wi-Fi. I mean, there's no 

way to hook it up without having to accept everything. So, that has access to everything. 

And, you know, it takes pictures and runs on GPS. And, you know, how Scandinavian or 

European people live? China knows that now. And just the the fact that the app is 

Chinese is kind of scary.  

 

Helle Andreassen  

What kind of information are you most concerned about being collected by companies? 

 

A 

I guess my personal finances and stuff. It took a long time before I signed up for the 

PayPal app or other pay apps. But I've also signed up for, like, how to Pay Later on an 

Klarna app. And you have to put in your credit card information in different places, but I 

feel like the credit card companies must have a really good way to handle that. Or else, 

you know, they would be fucked. I don't know. I guess I have a lot of faith that they have 

to have a good way to deal with this, because they're such a big company, they have to 



 

 

 132 

have good systems to keep it safe. But they're certainly someone who use that 

information for something too. I don't know what else should I be scared about. Hmm, I 

think maybe the amount of information that they can have. About me, about what I do, 

how I move, stuff like that. I think that's the scariest part. It's a scary world, right? 

 

Helle Andreassen  

Yeah, it really is. Alright, that's all the questions I have.  

 

A 

All right. 

 

Helle Andreassen  

Thank you so much! 

 

A 

You’re very welcome! 

 

 

 

Respondent 9, Male, age 47, USA 

Health Executive 

 

K 

So I can answer all of these questions in a variety of ways and methods and answers 

because I've been around all of it. So you just tell me what you need to know. And I'll 

give it to you in that format. Personal security online, it's just common sense. 
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Helle Andreassen 

I agree. It is. 

 

K 

People are not as smart as they think they are. I guess. I mean, that's just my personal 

opinion. I think people think that the internet, unfortunately, is absolute. And what I mean 

by absolute is, it's just, you get something it's, it's, it came in your email, it looks 

legitimate. So it's absolute, it must be legitimate. It must be real if it says it's from 

Amazon, you know, and you have to… We're in a world today where you can't… 

Everything on the internet is not absolute, you have to do a little investigation on just 

about everything. Unless, you know, you're expecting something. That's really what I tell 

my parents a lot is if you're expecting something from me that says, send me your 

password, because I've talked to you about it. Yeah, it's probably legitimate. I'm still; if 

you want to call me and say hey, did you ask me for this, I'll tell you, or email me or text 

me. We we're in a world right now, where the single point of failure today on a lot of 

security is our phones. And the reason I say that is because a lot of security validations to 

verify you come to your phone, two factor authentication, such and such. So if your 

phone is ever compromised online, your online security is at risk. And so you have to 

remediate as a lost phone, a stolen phone, you don't know where your phone is. You have 

to because there's things in there now and you usually protect it with a password or a 

passcode. Until you've got a level of security there. But still, if your phone is 

compromised, and somebody installs some software on your phone to compromise it, 
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even if it's locked, that's where things start getting a little hairy. And so I've had a lot 

there and rambled a little bit. But I kind of go back to my first statement, which is that if 

it seems legitimate, if you're expecting something on the internet, if you're expecting 

something coming toward you, and you'll get something, it's probably legitimate. If 

you're not expecting something and you get an email that says your Amazon accounts 

been compromised, your bank accounts been compromised, you know, all this stuff. Just 

first of all, it raises your awareness and then go to the source that says independently of 

your email or your communication and verify it. I use Bank of America, I can't tell you 

how many emails I get from Bank of America telling me that, oh, we go ahead and 

approved a million-dollar transaction to Taiwan. As much as that would be nice. But now 

if you didn't do that, click this button and then enter in your username and password to 

verify it. And a lot of these websites look legitimate, they look real. They've taken the 

images off the website and they've created and spent a lot of time making you feel that it's 

real. And what you have to do is, I always tell my parents this, I tell people this that ask, 

it's really easy to go into a website and hover your mouse over the from column. And if 

that from column doesn't look right, it's a bunch of letters and jumbled up words and 

things like that supposed to say Bank of America or it's supposed to say region's bank or 

it's supposed to say Wells Fargo or whoever. And it says or it's misspelled, you know, 

Wells Fargo, Wells Fargo with an exclamation point where there’s supposed to be an -i or 

something like that. You gotta keep inspecting. And that's when you go to your bank, you 

actually call them: did this happen, and they'll tell you, yeah. And then make sure that 

another thing too, I would say to online security that people don't know about the images. 

The actual images in these emails are tagged to a location. And it knows, each one of 
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those images has a very unique identifier in the file. The name itself is actually a unique 

identifier. So when you open up a website or open up an email, and the image appears, it 

actually sends a signal back to the sender that hey, when you opened it, you actually did 

open it. And then what that does, now, you may not do anything with it, you may junk it 

and realize it's fake and all that, but you've sent a signal back to the back to the bad actors 

that: Hey, you were silly enough to open it. Let's keep flooding you with stuff and 

sending you things. And that happens so often. And so now you've got to spend, you 

know, who knows. So that's why they say don't even open emails, it's smart in your in 

your email application, whether you use Outlook or another application or you use 

Gmail, it's always smart to turn off downloading photos and pictures from your email. 

Because a lot of times, even if you're browsing through your emails, they'll populate 

those images. And it'll look like you read it. And then you'll start getting a flood of emails 

that say, I've been watching you on your webcam, which I love. Because at the time I 

started, I started getting all these emails from these people in in Ukraine, that said they've 

been watching me on my cameras, and for the last 20 months and all the websites I go to, 

and we're gonna go ahead and send this to all of your contacts on your phone if you don't 

send us $1,000 in Bitcoins. And I thought, that's interesting, because at the time, I didn't 

have any webcams on the computer. They certainly weren't doing it on my phone, 

because I have a slider on my phone that they can turn my camera off. I knew that was 

fake, but it's enough to make you wonder what they can do. So yeah, that was the answer 

to your first question. 

 

Helle Andreassen 
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Wow. Okay. All right. Let's go with my second question, then. What specific steps do 

you take to protect your online privacy? 

 

K 

I answered that one too. 

 

Helle Andreassen 

Yeah, it's in there. You also have the slider for a camera and stuff. So that's good. 

 

K 

I mean, yeah, I think a lot of things. It's just common sense. But I think again, I always go 

back to, I'm always dealing with this with my parents, and it just, elderly folks, they just 

think everything is absolutely safe on the internet. And not so much. I think five, six 

years ago; Oh, I got an email my Amazon accounts. And then world war three would 

start, we got to go ahead and call everybody. I always remind people always use your 

junk. If you see something that doesn't look right, don't just delete it, send it to junk, and 

then delete it and block it. Because what that does is that sends a message and a signal 

back to the email providers, whether it be Microsoft, Google, whoever to say, okay, this 

is a bad email, and all that information around the world gets goes into a repository and 

makes the system smarter. So that the next time you won't see it in your inbox, it just 

goes straight to junk. Yeah. And not just for you, for everybody that uses that platform. 

So that's why it's always important to do that. 
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Helle Andreassen 

I love that you know so much about this. So this is going to be an interesting question. 

What do you know about current laws and regulations regarding your online privacy?  

 

K 

Well, I can speak to health care. You know, there's lots of rules in that anybody that 

touches health care, for example, anything that touches personal information, PHI or PH 

is personal healthcare information. PII is personal identifiable information. PII and PHI 

are very sensitive, and most reputable places should be doing things to protect your PII, 

PHI, and if they're not, you don't need to be doing business with them. My opinion. You 

know, case in point, we used to hear about breaches weekly, for a while there years ago. 

You know, we just heard about another one, solar winds, but that was more in the 

business space what was going on there. But there are many regulations and requirements 

to protect your online privacy as well as spamming too. There's some called ICANN, and 

it's a regulation that says if you send text messages, for example, or you send 

distributions to people, newsletters just randomly, you have to include an unsubscribe 

link that works in the bottom of that email. If not, you could be fined. I don't know. I 

don't have any examples of where people have been fined with that, but that is the statute 

that says that personal identifiable information is protected on the healthcare side. Just 

because that can take over someone's identity with that quite easily. So there's lots of 

info, there's lots of regulations inside of that to protect your person on the internet, and if 

somebody is not protecting that information, if you provide somebody with a you with 

your name, address, phone number, even if you're ordering something online, all of that 
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has to be protected secured in databases that cannot be accessed by the average person, 

credit card information, all of that. And if it's not, or if there's an inside job and somebody 

hacks it, then then there's fines that happen that go into place. So yeah. 

 

Helle Andreassen 

That’s a lot. Whose responsibility do you think it is to protect consumers online data? Is 

it your own, the government or the company who owns the website or app? 

 

K 

Um, that's an interesting question. I do not believe it's the government’s. I believe 

everybody has a responsibility to take care of their own information. If I enter in some 

information, if I order some software, and the website URL ends in dutch.cn, that's going 

straight over to China. Not passing go not collecting $200. It's going right from here to 

China. And I actually own some production software that when I update it, actually true 

story; segue for just a second. Back when I went to Mizzou, back in 1994, I ordered some 

software from China. It was production software when I was making the video intro for 

Deja Vu. And when I ordered it I used a username and password back then and put in 

some credit card information. 1994. That username and password that I used is today is 

the most widely hacked username and password combination on the internet I have today. 

I don't use it anymore. I haven't used it since probably 98. That particular username and 

that email address is when I go in, there's some websites you can go to and type in your 

username and password, or not password but your name, and they'll tell you if it's been 

hacked, and it's all over the place. You know, it's 30 years old, almost, I don't use it. But 
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my point is, is that's my fault. No shame on me, I should have you know, use something 

like Pay Pal or you something as a proxy between if I have to buy something from a 

communist country. 

I should probably add a little bit more. Now. That's on me. At the same time. It is the 

responsibility. If you read through the terms and conditions to access a website, they'll 

tell you that it's your responsibility, and it's your risk to use that. But at the same time, it 

is also their responsibility to protect your data. If you are providing somebody with data, 

it is their responsibility to protect it. Yeah. Hands down. And that is the belief that we 

have in this country with the laws that we have around online security protection, data 

protection, going back to PII and all of that. So yeah, I think it's a shared responsibility. 

One for me, the person entering it in, but also the website provider, the company that is 

storing it, it is their responsibility to store it securely. 

 

Helle Andreassen 

Yeah. On the same note, though, are they going to do that without the government 

coming in? And, you know, telling them they have to do that? 

 

K 

Well, that's a good question. Um, they should because if they don't, it opens up a great 

opportunity for me to sue them. So unless they want to be sued, they should take steps to 

protect that. That data. My wife runs, or she's a CEO for a health care provider. And we 

have PII here in the house that just because of her job, and PHI, and so we have to take 

steps to protect that. 
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The door behind me is locked with a key lock. That's where our servers are, and then our 

servers have credentials that only I can access or she can access to get into it, and then it's 

encrypted on the disk. And then from there, it goes into another. So there's four levels of 

security so that in the event that somebody breaks into the house and takes that computer, 

we would have to report that as a data breach, and all those people would be have to be 

notified. But we can also say that it's been protected.  

 

Helle Andreassen 

Okay, when it comes to your online privacy, is there a difference in how you use your 

smartphone versus your computer? Why or why not?  

 

K 

I don't think there should be any difference in the methodologies behind how you use 

anything that accesses the internet. Because your phone, your computer, a job, your 

computer at work, are all accessing a window to the same internet, no different. 

So I think it should always be the same. Again, though, going back to the phone, the 

phone is usually the single point of failure, if it gets hacked, people can get access to 

anything because again, if I go into your Gmail account, and you've got two factor 

authentication turned on, and I go to try to hack you, it's going to send a notification to 

where to your phone. So if this gets hacked, you got an issue. If your computer gets 

stolen, you probably have a password on it. Somebody's gonna probably have to wipe the 

hard drive or spend a long time trying to access it. We have a technology at Microsoft on 

computers called BitLocker, which a lot of companies use, people can use it as well, 
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depending on the version of Windows 10. And it encrypts your entire disk, doesn't hurt 

the performance. And this isn't a commercial. But the point of this is, is that if you lock 

your disks and use encrypt your disk with this technology and somebody gets a hold of 

your computer and they try to hack that code, we believe it will take a Millennium to 

hack that. It's that long and that tough. I know that because I accidentally locked my 

drives and didn't write down the code. And when I upgraded my computer, I needed to 

get access to my drive. And what happened was it said, What's your code? I don't know. 

So I went and tried to start the process of just randomly going through numbers. And it 

was going to take me 780 years. And so I ended up just starting over. 

 

Helle Andreassen 

That makes sense. That sounds pretty safe. 

 

K 

But that's that that kind of goes to another. That's a segue, right? That's a good reason to 

keep things secure in the cloud, because you just pull it down off the cloud as you need 

to, well, how secure is it in the cloud, and that goes back to the provider. So Google, 

Microsoft, Amazon, whoever is keeping all of your data. They need to be protecting it. 

And you need to feel comfortable with that data. Because that data up in the cloud is 

production data, you would bring that down if you needed to, it’s backup, it needs to be 

protected. Because that can also compromise you somebody could steal your identity 

with that. So anyway… 
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Helle Andreassen 

So scary. All right. Do you check the privacy settings on the different apps on your 

phone? 

 

K 

Always, so I actually have on my phone... I have my browser set to anonymous. I just 

don't like targeted ads. I like ads period. But I just don't want anybody else to start 

sending me ads. You know, I start going and browsing. You know Slinkys? And next 

thing I know I got 45 ads for Slinkys. I just don't need that. I just want to look at a Slinky. 

So on my phone, I do that. On my on my desktop we have profiles. So I can open up a 

different version of Internet Explorer and go into work. And I don't really let the ads 

come through on the desktop. It's just the phone. I don't need all of that. I did just find out 

that Facebook has a setting turned on by default. I found this out yesterday, that I turned 

off that shares, all of your applications, all of your applications on your phones, your 

browser history, all of that stuff goes to Facebook. And people used to think that 

Facebook's listening to you, they're listening to your phone or listening to you talk, you 

know, having your private conversations with somebody and next thing you know you 

got an ad for, you know, Slinkys. And actually, it's because, it's how, they're very smart 

and how we navigate how long we hold down something. And all of that, I've turned all 

that off. Because I just don't want somebody to talk. If I want to find something, I'll go 

find it. That was a long answer to your question. I didn't really answer it. But the short 

answer is, I do secure my online browser history. When I'm online, yeah, I turn off all the 

location, you know, yeah. And the reason why I don't do it on a computer so much too, is 
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because I like to have my passwords stored and those are stored securely on your 

computer and Chrome. A variety of programs do that where you can just you go to a 

website, and there's your username and password. Now, it promotes us forgetting our 

passwords, because if we don't use it often, if you go to another browser, you're like, 

crap, what was my password and you spend 20 days trying to figure it out, and then find 

it, you go in and reset your password, and you type in a new password, and it says a new 

password already, and you go; my god? 

 

Helle Andreassen 

Yeah, that's, that's happened to me, too. Alright, so I guess you've probably answered this 

one already. Um, do you worry about your personal information being collected by 

companies? 

 

K 

I do. I do but not in a breach setting. I do because I don't like profiles made of me telling 

me what I might want. I can't avoid that with Amazon. I go and buy something on 

Amazon. They're really good. You go to Amazon. You buy a bunch of stuff. And the 

next time you go to Amazon, here's three things you probably want. And they're always 

spot on. Yeah, click click, I think sometimes that's valuable. So those things I'm okay 

with. But again, I don't want the bad actors to create a profile of me, either. So I try to 

hide where I think they're probably looking, they're not going to if they hacked my 

Amazon account, I get six emails a day on that. Right? Then maybe I'll have an issue 

because there's addresses, there's passwords or things like that that are stored in there. So 
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it's smart to use a different password where you have lots of your information accessible 

than you do anywhere else. I've always used a different Facebook password. Since the 

beginning, I've never used that password on Facebook, or a password I use on Facebook 

I've never used anywhere else. Because it has a lot of information on me. Amazon has a 

lot of information on me. And that also helps because in the event there is a breach 

somewhere. I mean, that's how breaches happen. That's how online security happens is 

they don't go straight into your bank account to try to hack your bank account. They're 

gonna go over to your Tinder account that you have access to. I'm just kidding. I don't 

know why Tinder popped in my head, or they're gonna go somewhere else that you have, 

and maybe it's Costco or maybe it's whatever. And they're gonna assume that you're not 

smart and you're using a different password or using the sample or using the same 

password there that use everywhere else. And they're gonna start typing that password in 

and see where it works. 

I actually saw a news story pop up just now about some scam on Tinder on MSN news. 

That's where it came from. Go read that. Anyway, but yeah, you're about as paranoid 

about this as I am. Which is good. Because I'm like super careful about everything like 

password storage.  

 

Helle Andreassen 

Yeah. Most of my friends are not so they think I'm all paranoid about this. Like, no, I'm 

not paranoid about it. It's true. This is what happens people, be careful. 

 

K 
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Until you get hacked. You don't get it till you do.  

 

Helle Andreassen 

Yeah. Have you been hacked? 

 

K 

Um, no, not yet. Thankfully, I have not been hacked. I don't see it on Microsoft, 

somebody else manages that, but my MSN email account and on my Gmail account, you 

can go in and see where the attempts are to log into your account. Yeah, and I have 30 or 

40 on each one of those every day. Somebody trying to attack. Thanks for trying to hit it. 

 

Helle Andreassen 

Yeah, it is kind of scary when you think about it, but that's what they do. 

 

K 

And see, that's what you can't access. I mean, it's silly, the technical I don't know, I would 

just be tired if I was a hacker today because I would get overboard with it because of my 

MSN account. I don't even have a real password on that. What it might have is long, 

crazy thing that is saved into my desk, my PC and my phone. And that's it. If I try to 

change the password online, I have gotten actually a couple of those where I'll get a text 

message and an authentication request goes that goes to an app on my phone that says; 

Are you wanting to change your password? Yes or no. And I've seen those a couple of 

times where somebody tried to go in and change my password. 
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Helle Andreassen 

So, alright. Okay, last question. What type of personal information are you most 

concerned about being collected and used by companies? 

 

K 

Um, I don't know. I think any identifiable information is a concern because it could be 

used. Because any identifying information that I don't know how it's being used as a 

concern for me. Yeah, I mean, it is what it is. I just don't know how it's being used. It 

concerns me. Name, address, phone number, all that stuff. I mean, we live in a really 

crazy world. I mean, it's crazy.  

 

Helle Andreassen 

A lot of that information is available. I mean, you can go into a county clerk's website, 

type in an address and see what the property taxes are for that house. And then who owns 

the house. You know, what kind of car they drive what that's worth. Yeah, I did that with 

my students yesterday. 

 

K 

But a lot of those services are available for legitimate reasons. So you kind of have to 

weigh that on both sides. I'm probably most concerned with fallacies in online 

information occurring on the internet. So I regularly go in and I type my name in there 

and there's nothing ever that pops up. Thankfully, but that's probably my biggest concern 
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is how I use the internet Facebook social media accounts as my own personal radio 

station. The internet sees what I want them to see. You know, today on Facebook is first 

time I posted pictures of my girls that didn't look pristine. Because they woke up and I 

thought that's how you're going to look when you're in college. When I first woke up, 

with the hair, yeah. But even that is concerning a little bit. I want to be very careful that 

the pictures of my kids don't end up being copied and pasted and used in some ad. I don't 

care if somebody wants to use my face. I just hope they face it under like Jean Claude 

Van Damme's body or something, but I don't care. 

 

 

 

Respondent 10, Female, age 48, USA 

Public Information Officer at a Colorado Sheriff’s Office 

 

Helle Andreassen 

All right, I will start. I have eight questions for you. And you can expand on those as 

much as you want. And then we'll take it from there. How's that?  

 

K 

Okay.  

 

Helle Andreassen 

What is your level of concern about your online privacy and why?  

 

K 
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My level of concern is high, I would say, super high. I think part of it is, when I see, you 

know, my teenagers and their addiction to it, and the fact that they don't realize what 

they're giving out, and who they're friends with, because it's so out of control at this 

point, that there's no way to rein it in the fact that they make tic tocs every day. And tic 

toc is, you know, owned by the Chinese. And you know, and then you hear about all of 

the Russian attacks that are happening and all the information that they've gathered from 

us that literally at any moment, they could have an internet war with us, and really wipe 

out our ability to do what we do on a daily basis. So it sounds it sounds like a lot of… 

what's that word I'm looking for... like, it almost sounds like a bad movie, but the fact is, 

it's the reality that we live in now. And it's frightening. I would say also, you know, I am 

online, I use social media apps, for my work and personal. And to learn that we are, we 

are not being sold products. For instance, on Facebook, it's not a matter of us being sold 

products, we are the product that is being sold to people all over the place. And every 

time we stop on a screen or look at something. I mean, it's almost like I feel like I could 

talk to you right now about a table that I want. And the next thing I know it's going to pop 

up on my computer or on my Facebook feed, even though I didn't even write anything 

about it. I just spoke about it. And it's getting to that point in that point. 

 

Helle Andreassen 

Yeah, it's frightening.  

 

K 

Yeah, it really is. 
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Helle Andreassen 

What specific steps do you take to protect your online privacy? 

 

K 

Not nearly enough, like most of us, right? I guess I would say, I limit the amount of apps 

that I'm on. Although our kids are on a lot more apps than we are. I really am only on a 

couple social media apps. Really only, I mean, maybe LinkedIn, and Facebook really. For 

work I have to be on more, because that's how we communicate with our residents. And, 

you know, with our stakeholders, that's how we communicate. That's the way people 

communicate now. So it's a necessary evil to have it in some ways. But personally, you 

know, I have a lot of different passwords, I make sure I don't use the same password over 

and over. I use it a couple of times. But I try to vary and I keep a list of all my passwords 

so that I don't get them confused. I never save passwords on… You know, Google always 

asks you, hey, you want to save this password. So you don't have to type it in again. And 

I don't do that. However, 

I have been hacked. I have been the victim of fraud. And so even the few steps I do take 

haven't really saved me from anything. 

 

Helle Andreassen 

Yeah, that's kind of crazy. What do you know about the current laws and regulations 

regarding your online privacy?  
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K 

I know that they are convoluted. They're not thorough. They're not resolute and therefore 

aren't effective.  

 

Helle Andreassen 

Right. Whose responsibility do you think is to protect the consumers online data? Is it 

your own? Is it the government or the company who owns the website or app? 

 

K 

Oh, the question of the century. You know, I think it's all of the above. I think we have to 

take personal responsibility for protecting ourselves. But I also do think that companies 

need to have, there has to be an incentive for companies to protect us too. And right now, 

their incentive is to not protect us, because that's how they make their money. And so that 

would have to come from a government. So the government would have to be the one 

regulating the companies to ensure that they are the ones that are helping to protect us, in 

addition to the protections that we take for ourselves. So to me, it's all three that has to 

happen, or all three of those entities that have to work on making that happen. And the 

fact is, if we don't, I mean, we are literally looking at Russia shutting us down. And so, 

this isn't a, you know, it's just my problem, or it's just your problem, or it's somebody 

else's problem. This is everyone's problem. And whether you're online a lot or a little, it is 

everyone's problem because even if you're not online, guess what; your bank is, your 

taxes are, you know? I mean, everything that you do is in an electronic file somewhere. 

And so we all aren't at this high risk of being violated in this way.  
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Helle Andreassen 

When it comes to your privacy, is there a difference in how you use your smartphone 

versus your computer? 

 

K 

I would say on average, yes. Well, for me there is because I have far fewer apps on my 

phone, because I'm old school. So I actually use my phone as a phone. And not as much 

for all the social media stuff as our kids do. I mean, our kids use their phones for school, 

they're literally doing their schoolwork and watching their teachers and stuff on their 

phones, I can't even see my phone well enough to read documents. 

 

Helle Andreassen 

I can so relate to that. 

 

K 

So I would say that, you know, there's a difference in generations in that. So I would say 

I, I use the computer more aggressively than I use my phone when it comes to social 

media.  

 

Helle Andreassen 

Good. Do you check the privacy settings on the different apps on your phone? Why or 

why not?  
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K 

I have. I couldn't tell you right now which ones I've done that on and which ones I 

haven't. But over time, every time somebody reminds me, oh, did you know that this is 

how you go and, you know, change your privacy settings all I'll say, Oh, I should do that. 

And I'll go in and try to do it and try to figure it out. But I think also, you know, enough 

people do that. And then they change the rules. And then they change how it's done. And, 

and so they find different ways to violate your privacy. Um, and it's not until somebody 

in the social world tells us, hey, this is how you protect yourself. Um, so I would say not 

many of us are probably very proactive when it comes to that kind of stuff. And, you 

know, my bad, I sit here and I'm preaching about, you know, us protecting ourselves, but 

do I do it? Well, probably not. 

 

Helle Andreassen 

Same with everyone else, I think. Yeah. Do you worry about your personal information 

being collected by companies?  

 

 

K 

Absolutely, yes. And it's already happened. I, someone tried to file taxes in my name. 

And so now I have to have like a special way that I that I file my taxes now. Because 

somebody else tried to file in my name. There was also just recently an unemployment 

claim that was filed in my name to my current employer. And so they told me and so now 
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I've had to, I've had to talk to all the creditors, because this person, whoever it was, had 

my full name and my full social security number in order to do that, which means they 

have access to too much of my information. And so now I'm having to watch the my 

credit reports. I am on the identity theft, you know, app to watch out for anything that 

might look like identity theft. I've had to report it to everybody. I mean, it's, it's crazy. 

And the weird thing is, this has been happening to so many people. This unemployment 

thing lately, that every time I tried to call the credit companies, you know, Experian 

TransUnion, and whatever the other one is, I get told that they're so overwhelmed that 

they can't take my call. So their websites are down, their websites aren't working, because 

so many people are on them trying to file these fraud reports. So I've been trying on a 

consistent basis to get in there and file my reports and have yet to be able to do it. And it's 

been like three weeks. 

 

Helle Andreassen 

That is crazy. Wow. What type of information are you most concerned about being 

collected and used by companies? 

 

K 

Well, you know, it's really everything. I mean, because somebody could say they're me 

and commit crimes. And all of a sudden, I'm in handcuffs because somebody has used my 

name, my photo, you know, my ID or a fake ID, and committed a crime and then I'm 

responsible and I knew nothing about it. I mean, there are so many scenarios, in which 

my personal information could be used for evil or bad or against me, or against others, 
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and really destroy lives. And so I would say pretty much everything concerns me about it, 

though. Um, I think that's the question everybody's asking right now. And it doesn't seem 

like anybody, whoever comes up with that answer is going to be a billionaire. Nobody 

seems to know the answer to that. And I think it is becoming more apparent, though, to 

people. how dangerous this has become, I think we were ignorant for a very long time, 

blissfully ignorant, choosing to be blissfully ignorant. And now, we really just can't 

ignore it anymore. And really, one of our very few defenses that we have that I see is to 

be able to set it up so that we can function without being online. Because if we can't, at 

some point, we're going to be targets and you know, our lives will come to a standstill. 

Scary.  

 

Helle Andreassen 

It is scary.  

 

K 

It's really scary. It's and, and you know, we've become so dependent on technology. I 

mean, my job, I sit at a computer 90% of my day, because everything I have to do is 

online. And so how would I change that? How would I go about, you know, you let the 

cat out of the bag, you're not getting the cat back in the bag. So what do you do? I mean, 

what are we supposed to do, we are not going to take steps backward with technology, or 

with the ease of technology, and the immediacy and all this stuff that we've gotten used to 

where everything is. Any question we have, all we have to do is type it into Google and 

find the answer in seconds. We have no patience for anything anymore. And I don't see 
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that as being something we can reverse. I mean, it's not a matter of going back to old 

school but there have to be old school backups, I think we just have to figure out ways to 

survive if we are in fact, attacked in that virtual world. Right. 

 

Helle Andreassen 

That's all I got. Thank you! 

 

 

Respondent 11, Male, age 48, Norway 

Owner and manager of a realtor photography business 

 

Helle Andreassen  

Let's start. How concerned are you about your online safety and why? 

 

J 

I'm not. I'm very rarely on platforms or websites that make me vulnerable, and if I should, 

I use my cell phone. I never use the work computer or my personal computer.  

 

Helle Andreassen  

That's probably smart. What other steps do you take to protect your online privacy? 

 

J 

Nothing really, except switch your passwords at least every six months, even though it's 

usually the same passwords that are being used. But at least they are in different places. 

Besides that, nothing really.  
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Helle Andreassen  

What do you know about laws and regulations regarding online privacy?  

 

J 

Not enough. There's a lot of new rules and regulations that have come out, but I have not 

read up on that. I know we need to be informed more than we used to be. But except that, 

I haven't really looked into it too much. I probably should as an employer, but oh well.  

 

Helle Andreassen  

Whose responsibility do you think it is to protect consumers online data?  

 

J 

I feel like it's the responsibility of the company that's collecting the data. It's their 

responsibility not to misuse that information.  

 

Helle Andreassen  

Why do you feel it's their responsibility and not the government or your own? 

 

J 

Because that's how I have understood the rules are. It's their responsibility. The laws and 

regulations are so that they have to be aware of it and follow through with it.  
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Helle Andreassen  

When it comes to your online safety, is there a difference in how you use your 

smartphone versus your computer? 

 

J 

Yes. I'm way more cautious with my computer than I am on my smartphone.  

 

Helle Andreassen  

Why? 

 

J 

Very good question. Mainly because I use my computer for work. It’s my work’s 

responsibility and my company's property, and I don't want to expose that to anything 

fishy. Even though I work for myself,  

 

Helle Andreassen  

But you're still a person when you're outside of work.  

 

J 

Exactly, and that's when I use my cell phone. I take greater risks on my cell phone than I 

do on my computer that's related to my work.  

 

Helle Andreassen  
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To protect your company?  

 

J 

Yeah, to protect my company and not get a lot of spam or not use my email for that. I 

know it can happen just as easily using my cell phone, but, oh well.  

 

Helle Andreassen  

Are you aware of the privacy settings on the different apps on your phone?  

 

J 

Some of them, but not enough. I should be more aware of that. I just bought a new phone 

a few weeks ago and I was told it had to download 437 apps. And I do not know the 

settings on all those apps.  

 

Helle Andreassen  

Do you check them?  

 

J 

Nope, just on Facebook, Twitter, and the very public once. But for the other apps, no. 

 

Helle Andreassen  

Are you concerned about your personal information being collected by companies?  
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J 

No, not really. You can be mugged anytime anyway, and you can protect yourself as 

much as you want. But at one point or another, you are going to be robbed. It can happen 

digitally and it can happen walking down the street.  

 

Helle Andreassen  

That's a pessimistic view, but I guess you have a point.  

 

J 

Yeah, I feel so.  

 

Helle Andreassen  

Is there any specific information that you're concerned about being collected about you? 

 

J 

I've never posted anything or put anything out there that I can't stand by. But if somebody 

were to hack into my bank account, yeah of course. But, I mean, that's obvious.  

 

Helle Andreassen  

Are there other things about online safety that you want to tell me about?  

 

J 
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I'm sure there is. Huh. Let me think. Not really. I've never had anything bad happen to me 

and I hope it never does. But I know people around me have had it happen to them. Some 

people get their identity stolen all the time. But that's probably mostly because those 

people that are more active online than I am. 

 

Helle Andreassen  

Well, I personally turn off all my all the settings on my apps so sometimes they don't 

really work properly. But then I think, they know what I do and where I am even though I 

don't turn on my location, so does it really matter?  

 

J 

Exactly. And that's what I'm thinking too. My brother is very paranoid about this. He 

doesn't use his phone online simply to protect his privacy, and I feel that's going a little 

bit too far.  

It doesn't take much to be hacked, though. At my company, somebody bought things 

online in my company's name. So it's important to read all the invoices really well.  

 

Helle Andreassen  

So how does that work? Do you have to take them to court?  

 

J 

We've only had to do that once. Usually, we've had to deal with Klarna (credit company). 

And they said, “oh, it's probably our fault”.  
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Helle Andreassen  

That's a big company.  

 

J 

Yeah, that's a really big company. It’s scary. But how they did it, we have no idea. But 

we get the bills and somebody else charged it on our account. That's why I have to 

approve every invoice.  

 

Helle Andreassen  

All right, Well, thank you so much for your time. 
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Helle Andreassen  

Guess we're ready to start.  

 

A 

Oh, whoops, I clicked on Microsoft's privacy settings. Oh my god, that is sooo long. Oh 

well.  

 

Helle Andreassen  
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That takes us right into what we're talking about today.  

 

A 

Exactly. Did I read it? No (laughs).  

 

Helle Andreassen  

Okay, I have eight questions, but there might be more. How concerned are you about 

your online privacy? 

 

A 

Huh. How concerned am I? Is there a scale to use?  

 

Helle Andreassen  

No. You can choose your own scale and choose how to answer.  

 

A 

I will say I'm about 75 to 80% concerned because there are so many platforms to use. 

You know, there's your face, there's your fingerprint, there are the code codes, changing 

passwords. A lot of things now happens on digital platforms, rather than just on your 

phone, as digitized as we are. Yeah, that, that's my concern. 

 

Helle Andreassen  

What steps do you take to protect your online privacy? 
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A 

I learned from you (laughs). I go through and check the settings. I learned from other 

people and then I check my settings. I just went through my location settings on 

Facebook today and tried to turn some of them off and stuff. But, like, how many apps do 

you have, though? 

 

Helle Andreassen  

Do you know how many apps you have?  

 

A 

No, I have no idea. I have probably too many that I don't need. But I'm trying to clear 

them out, and, you know, get rid of some of them. I still think I have too many.  

 

Helle Andreassen  

But that takes us right into the next question. Do you check the privacy settings on your 

apps on your phone?  

 

A 

I try, but I'm not sure if I'm able to catch everything because there's so much. That world 

is kind of complicated to me, but I try.  

 

Helle Andreassen  
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That's good. That's all you can do. What do you know about laws and regulations about 

online privacy? 

 

A 

Not much.  

 

Helle Andreassen  

Anything at all?  

 

A 

Well, yes, we have to accept things or approve when we go into websites and stuff but it's 

very complicated, so you know, you click yes and then you go back and maybe click no 

later. You have to agree one way or another.  

 

Helle Andreassen  

But do you know what you agree to?  

 

A 

No, not necessarily, because you don't know the reach of what you're accepting. So I 

don't know the reach of it.  

 

Helle Andreassen  

Whose responsibility do you think it is to protect people's online data?  
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A 

A combination. Because I think we need to be protected from ourselves, basically. Some 

people are more than averagely concerned about these things. But, and if you're not… 

For instance, how about older people? There's so much. There must be some kind of 

protection, I feel from the government, with some assistance from companies. But 

mainly, the companies behind the apps and websites. They should be responsible about 

gathering our information. I mean, we are responsible for what we put out there, but I 

don't think that's enough. I think that's a little haphazardly, the digitization is happening 

so fast. I mean, even for a government. They have so many apps and websites, too. There 

has to be some kind of protection where the government comes in. Mainly ourselves, and 

the government actually. 

 

Helle Andreassen  

When it comes to your online privacy, is there a difference in how you use a smartphone 

versus your computer? 

 

 

A 

Yes.  

 

Helle Andreassen  

How and why? 
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A 

Because I have a work computer. Besides from that, I don't download everything on my 

work computer, but my phone is very accessible. My phone is the new platform, iPhones 

or phones and iPads. The computer is a work tool. So you don't have as much there. You 

don't use it in the same way, I think.  

 

Helle Andreassen  

So are you more concerned about it being a work tool or is it because it belongs to your 

employer? 

 

A 

Both. But if it were my computer, I probably wouldn't have downloaded much on it 

either. It's not something I use privately. I mean, use my phone for social and, you know, 

hobbies, and personal things. More than a computer. The phone is what you use on an 

everyday basis. I guess it's easier to download things on your computer and I probably 

should, but I don't.  

 

Helle Andreassen  

Are you concerned about your personal information being gathered or collected by 

companies?  

 

A 
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Yes.  

 

Helle Andreassen  

Why? 

 

A 

Because they can use it for anything. Just by accepting for instance location. You know 

they have information about your finances and whether you're single or not. Everything. 

You don't really know the reach of what you have accepted. And a lot of things you put 

out there on the internet yourself. For instance, you know, your marital status. You put 

that on Facebook, and then everybody knows.  

 

Helle Andreassen  

What type of information are you most concerned about being gathered?  

 

A 

My social security number. Why, because that's my identity. That's what makes me me. If 

you had that number, you can do whatever you want without actually knowing me. That 

and my birth certificate, which is not digitized, but if you have my social security number 

you can do so many things.  

 

Helle Andreassen  

Any other information that you'd be concerned about getting out there?  
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A 

I don't know. I guess I don't really have any problems with my financials, but I guess 

that's something that you need to be careful about putting out there. Unless you're totally 

broke or struggling or something, then you might be concerned about that. If people 

know you have $1 in your account, that doesn't really matter to me. I don't really want the 

information about what I own, to be out there. 

 

Helle Andreassen  

But that can be checked using public records.  

 

A 

Yeah. But you don't know the specifics, just the basics. That's not the information I want 

to have out there, finances, and social security number. That's it. The rest doesn't matter. 

Not really. I'm not politically active. And I'm not in a category where… I'm not gay or bi 

or something like that. All of those things are probably important for a lot of people but 

not for me. Whether they know that I'm straight. Well, yeah, I don't care. And which 

political preference I have. It doesn't bother me if people know what I choose, or what I 

prefer. But it's not important to me.  

 

Helle Andreassen  

Anything else about online privacy or safety that you want to tell me, that's important to 

you? 
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A 

I can't really think of anything, but I think it's important and I feel like it's very difficult to 

know what you accept. By doing that, by clicking on things. Click on this and then, you 

know, it's three pages of rules. And you don't really know what you accept by clicking 

that. To me, they're giving away their responsibility, they're putting it on you as a 

consumer. You have to do it. I feel like it should be simpler than that, you know, instead 

of accepting three pages of tiny print. It should be simpler, which I think maybe the 

government or the suppliers should simplify for us, because they they're not making it 

easy. 

 

Helle Andreassen  

Exactly, and then you have cookies and stuff. If you don't check the cookies, they can 

gather things about you.  

 

A 

Exactly.  

 

Helle Andreassen  

It's almost impossible to be 100% safe online.  

 

A 
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Yeah, I think you're right. I feel like a lot of things seem to be innocent. Most of it is 

probably okay, you know, but those things that concern my finances or my social security 

number, that's more important than if I have to accept cookies. Because if I want to go 

into an online store and look for a lamp, I don't care whether they know where I am. But 

maybe that's what's gonna bring me down. Maybe I'm not careful enough. Maybe that's it, 

you know, things that seem to be simple and innocent. Maybe they're not. Maybe that's 

what's gonna bring me down.  

 

Helle Andreassen  

Exactly. Like if you Google something and the next day it shows up in your newsfeed on 

Facebook. 

 

A 

Yeah. Some people think that's okay. That's what they call direct marketing, isn't it? 

Yeah, and because you're interested in that, for some people that's okay. It just annoys 

me. I don't need it, it just bothers me. Just because I searched for something doesn't mean 

I need to have the ads. Just imagine now, we're online all the time and I think of how bad 

this can become, people put up anything out there. For instance, now that everything's 

online, you can click on a company and order groceries, and then you ask for the invoice 

to be sent. And then you put in your social security number. Scary. I have done that, but I 

stopped doing that because I think it's scary. I'd rather use my credit card. And I tried to 

think about it being a safe site. So, I use two-factor authentication. That's why I use a 

credit card, I never use a debit card. I'm very consistent about that. For those people that 
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don't have enough money, if they are low on cash, they will put in their social security 

number and get the invoice sent. And that's not safe. On so many websites it says that it's 

encrypted and stuff, but even though you put in your social security number, and then 

they credit check you. Even though they say it's encrypted it doesn't have to be. 

Do you really want all the websites where you're shopping that, do you really want them 

to credit check you? They don't need that information. But again, if you don't have 

another way, you'll probably use it anyway. It's even more scary now that everything's 

online, especially for older people. People that are not as well versed in this digital world, 

or even younger people that are used to digital world in a different way than we are. 

Maybe they're more enlightened than we are. Or maybe not.  

 

Helle Andreassen  

That's part of what I'm trying to find out.  

 

A 

Yeah, and I don't know the answer, but hopefully you'll find out. 

And that's scary. They're used to this platform from day one. Is that a good thing or is it a 

bad thing? It's not easy because things change all the time.  

Yep, that's me, social security number and finances. The rest is okay. I don't need 

everybody to know everything about me but… Oh, and then there's another thing. Then 

you get doctor's appointment, that's another thing, my social security number I want for 

myself. And, you know, my health, and the doctor and stuff. That's important, just like 

my finances. I forgot to say that. Doctor’s notes and illnesses is important. And then 



 

 

 172 

comes, you know, political and sexual preference and stuff. And then the rest doesn't 

matter.  

 

Helle Andreassen  

All right, thank you so much.  

 

A 

You're welcome. 
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Introduction 

Is it truly possible to stay anonymous and private in today’s digital environment? 

The current laws and regulations around privacy are few and limited, but this does not 

seem to affect online viewers’ behavior and willingness to expose their private lives and 

preferences. Social media poses a paradox for privacy. We share personal information 

widely — posting pictures, sharing our location, and even disclosing our preferences by 

way of “likes” or emojis. The social feedback, accessibility, and the ability to enhance 

social communication and interpersonal relationships is part of why social media is so 

attractive to users, but these features also pose a threat to users’ privacy. 

 According to the Pew Research Center, more than two-thirds of American adults 

used social networking sites as of 2018, more than nine times the number of Americans 

using social networking sites in 2005 (Pham et al., 2019). Numbers from Statista.com 

show Facebook alone reported more than 2.7 billion monthly active users as of the 

second quarter of 2020 (Clement, n.d.). 

 In recent years, many users have voiced concern about their online privacy, but 

that does not seem to halt people’s use of social media platforms. Social media has 

blurred the line between what is public and what is private information. The purpose of 

this project is to look at how privacy has changed since the emergence of the Internet and 

social media, looking at the limitations and benefits of both social media networks and 

general online behavior. 
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Professional component 

My professional component will be to teach one section of J1300 — Fundamentals of 

Written Journalism and Strategic Communication at the Missouri School of Journalism. 

In addition, I will be providing feedback to my supervisor, Laura Johnston, about: 

• how to engage students. 

• how to build community in an online learning environment. 

• develop alternate lesson plans for the class to give the students options. 

• “what to do if”-documents for students as well as teachers. 

• how to help first-time teachers.  

 

I will email weekly field notes to my committee members, and my findings will be also 

be summarized in a separate document at the end of the project period. The findings will 

be included in an appendix in my final project report and can be shared with first-time 

instructors. 

I have a passionate interest in this professional component, as I have taught 

journalism, video production, and general media studies for 10 years at a vocational high 

school in Norway. Teaching is a passion, and using different teaching styles and 

techniques to reach all students is important to me. I have now been given the opportunity 

to teach at a college level, and this will give me a good insight into how college teaching 

is different from teaching high school, even when the subject matter is the same. My plan 

after graduating is to get a job teaching at an American university, so my professional 

component is vital to my future job opportunities.  

 

Literature Review 

Digital Privacy 
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There are many ways consumers give out their private information and 

preferences, some not as overt as others. We give away our phone number and email at 

stores such as ULTA and Target signing up for discounts and rebates, while at the same 

time giving away information about our shopping preferences, our brand preferences, our 

shopping frequency, plus personal information such as age, phone number, zip code, and 

email address.  In the digital age, what can be considered private information? Sharing 

personal information may be the new norm, but research suggests that “privacy is 

essential for human functions such as autonomy, development, and creativity” 

(Zurbriggen et al., 2016, p. 248). Privacy, “the control of who has access to information 

about the self,” also serves psychological functions including personal autonomy, 

emotional release, self-evaluation, and a social function (Zurbriggen et al., 2016, p. 249).  

All social media platforms collect data about their users. Facebook collects data to 

target users more effectively, inserting ads in their newsfeeds to make them aware of 

interest groups and companies that may interest them based on the information provided 

and on past behaviors. Facebook’s algorithm looks at what users have clicked on and 

with what pictures and comments they have interacted.  
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Image 1. Information from Facebook about what information it collects. 

 

 

According to a study published in 2017, 

[a]lthough Facebook claims that personal information is only used for providing 

better services, it is not easy for them to avoid the criticism that personal 
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information is used for marketing purposes. In particular, providing Relevance 

Score for Ads starting from early 2015 definitely shows that users’ information is 

related to targeting consumers which is the directly opponent view of Facebook 

claim (Jung, 2017, p. 304).  

But social media sites are not the only websites that collect users’ information. In 

a broadcast from CBS’s “60 Minutes” (Messick & Gavrilovic, 2014), Steve Kroft 

reported on a business practice called data brokerage. Data brokers collect as much 

information as possible about online consumers and sell that information to companies 

that would benefit from having that information. They collect data from search engines, 

online dating sites, medical websites and others, gathering users’ locations, IP addresses, 

search histories, etc. That means that if a person searched for “signs of depression,” the 

advertising and stories on that person’s social media sites (and others) would give 

information on how to receive mental help, possible prescriptions that battle depression 

and the like.  

Mobile phones create an additional avenue for collecting personal information 

about their users. When using a smartphone, users can give away information about their 

location, browsing behavior and shopping habits, among other things. Some of this 

information can be tracked through the phone’s original system settings, while other 

information can be gathered when using different applications on the phone. This 

information is used to send targeted advertisements that are based on recent search 

activity and interests the user has self-published through images, check-ins and “likes” on 

social media. Gutierrez et al. (2019) found that  



 

 

 179 

[b]y accepting permission at the download stage, users share personal information 

such as device ID, call log information, address book contacts and location, 

possibly even granting some control requests such as the ability to vibrate the 

device. Mobile devices facilitate data collection that can be shared with other 

entities such as application developers, analytics companies and advertisers 

(Gutierrez et al., 2019, p. 295). 

Consumers are not unaware of the privacy concerns associated with these apps 

and platforms. A survey from NortonLifeLock showed that 79% of those surveyed said 

they believe consumers have lost control over how their personal information is collected 

and used (Whitney, 2020). Almost 75% believe it is impossible to protect their online 

privacy, and 60% feel it is too late to protect their personal information because it is 

already out there (Whitney, 2020).  

 

 

Image 2. People’s biggest concerns about data privacy (Whitney, 2020). 

 

Communication privacy management (CPM) theory is a theoretical framework 

that addresses security awareness and digital privacy. According to this theory, private 

information is defined as “any information that makes people feel some level of 



 

 

 180 

vulnerability, thereby resulting in the desire to control the dissemination of that 

information” (Child et al., 2015, p. 250). CPM theory suggest there are three main 

principles for effective management of private information: privacy ownership, privacy 

control, and privacy turbulence (Child et al., 2015).  

“Personal privacy rules regulate choices about sharing private information with 

others. For example, personal information that an individual protects, and therefore does 

not share with others on Facebook, remains in their individual privacy boundary” (Child 

et al., 2013, p. 350). The authors explain this privacy boundary changes then when people 

post on their own Facebook sites or post comments on other users’ posts. These actions 

change information from the individual’s privacy boundary into a co-owned boundary. 

Petronio (2013) states that in these instances, expectations for privacy are not always 

clearly articulated and that allows for privacy disruptions that may lead to turbulence in 

the way an individual’s private information is managed.  

 

Image 3. The principles of Communication Privacy Management theory (Petronio, 2013). 
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A study on “doxxing,” revealing personally identifiable information of another 

individual online, focused on the negative consequences after a news organization 

doxxed an anonymous online commenter (McNealy, 2017). “Cleveland.com published a 

story claiming that someone used Judge Saffold’s email address to post comments on 

articles about cases over which Saffold presided” (McNealy, 2017, p. 285). After the 

commenter’s identity was revealed by the newspaper, it turned out it was the judge’s 

daughter who was posting the comments using her mother’s email address. The study 

explored the readers’ reaction to the media organization and found that commenters 

reacted negatively to the media doxxing. Individuals often use the same username when 

joining websites or participate in online discussions. Personal email addresses may also 

connect doxxers to information about their identity, as well as the use of search engines 

such as Google. “Add the information found on these sites to that personal identity 

information available publicly on a social network, and you have the recipe for a 

thorough identification of a specific target” (McNealy, 2017, p. 283). The audience was 

not willing to accept the newspaper’s behavior, and comments indicated that the editors 

had violated their ethical duties. Some users even claimed they were going to delete their 

user accounts or unsubscribe from the paper (McNealy, 2017). This may be an indication 

that people do believe that both anonymity and privacy online is an important issue, 

perhaps more so on controversial topics. Despite their concerns, studies have shown little 

correlation between the perceived privacy risk and the amount of self-disclosure (Wu, 

2018). This behavior can be attributed to the so-called “privacy paradox” in the context 

of online social interactions, which means that people say they are concerned about 

privacy online but act as if they are not (Wu, 2018).  
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In 2017, Martin et al., tested how data privacy affected customer perceptions and 

trust in relation to firms’ profit and marketing returns. The authors state that “nearly 130 

million personal records have been subjected to risk from data breaches” (Martin et al., 

2017, p. 38). They claim that disclosures and fraudulent activities are the most severe 

form of vulnerability for the customer, since it then moves from susceptibility to actually 

harming the customer. According to their findings, “the greatest effects tend to stem not 

from actual data misuse but from accompanying feelings of violation and the 

indeterminate nature of the threat” (Martin et al., 2017, p. 38). The authors conduced 

three studies that showed if a firm shows transparency and control in its data management 

practices, this can suppress the negative effects of customer data vulnerability (Martin et 

al., 2017). 

The United States does not currently have regulations in place that protect the 

public’s privacy online. The General Data Protection Regulation (GDPR) was put in 

place for citizens within the European Union on May 25, 2018. The GDPR was 

implemented to improve privacy and give consumers and citizens greater control over 

how their personal information is used. The regulation includes seven main principles of 

data protection and eight privacy rights, and “any organization that processes the personal 

data of people in the EU must comply with the GDPR” (https://gdpr.eu/what-is-gdpr/): 

9. The right to be informed. 

10. The right of access. 

11. The right to rectification. 

12. The right to erasure. 

13. The right to restrict processing. 

14. The right to data portability. 

15. The right to object. 

16. Rights in relation to automated decision making and profiling.  

 



 

 

 183 

According to a study by Gutierrez et al (2019), the GDPR has enhanced the relevance of 

privacy for consumers, and  

“all organisations now need to develop better understandings of mobile users' 

perceptions, behaviours and rights. The tension between the personalisation of 

advertising and mobile users' privacy/security represents the personalisation-

privacy paradox (PPP), with users having the opportunity to share personal 

information in exchange for retail value and personalised services” (p. 296). 

In January 2020, California enacted its own privacy act called the California 

Consumer Privacy Act (CCPA). The intentions of the CCPA are to provide California 

residents with the right to: 

7. Know what personal data is being collected about them. 

8. Know whether their personal data is sold or disclosed and to whom. 

9. Say no to the sale of personal data. 

10. Access their personal data. 

11. Request a business to delete any personal information about a consumer collected 

from that consumer.  

12. Not be discriminated against for exercising their privacy rights. 

 

The definition of privacy in GDPR is broader than what is defined in the CCPA, but it 

still means many consumers and lawmakers have recognized the need in protecting 

online privacy (What Is GDPR, the EU’s New Data Protection Law? - GDPR.Eu, 2018). 

 

Security Awareness 

 Smartphones and their security issues have been well studied (Ameen et al.; Goth; 

Gutierrez et al.; Tao et al.), but the literature on security awareness and how smartphone 

users behave is more limited. Breitinger and Nickel (2010) found that people had low 

security levels on their phones, and this was mainly due to the lack of security awareness. 



 

 

 184 

A study focused on participants who self-identified as more tech-savvy than the general 

public found that the respondents had a high degree of security awareness when it came 

to their smartphones, but the findings also suggested that most users were “not concerned 

about the privacy and protection of their personal data, with some believing that they did 

not have anything worth taking” (Breitinger et al., 2019, p. 2). Users have to accept 

privacy policies before they can create online profiles or download new apps, but 

researchers found that only 35% of users look at required permissions before installing an 

app (Breitlinger et al., 2019).  

Users are often not aware of the consequences of granting app permissions and 

what this means to their personal data protection. Some of the issues regarding security 

are giving away personal information by GPS location, password storage, and contact 

information. Most times users have to grant these permissions in order for the app to be 

implemented, and “[s]ince app permissions are generally displayed after users choose to 

download an app (…), or only when a certain function is used for the first time (…), they 

are often overlooked” (Henke et al., 2018, p. 289). To use an installed app, a user has to 

accept the end-user license agreement (EULA) document, which informs users about the 

app’s activities. Accepting this does not mean the user has read and understood the terms, 

however, and people often rely on user reviews and popularity to tell them about the 

quality and security of an app (Koyuncu & Pusatli, 2019). When it comes to security 

awareness, a 2020 study shows that offering consumers a choice over whether or which 

data are collected increases consumer power, and “[p]ower and risk influence consumers’ 

affect and purchase intent” (Bornschein et al., 2020, p. 135). The study showed that if 
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consumers decided to not accept the collection of their browsing information, the system 

of online customer acquisition would be challenged since websites would not be able 

to identify the sources of customer traffic (Bornschein et al., 2020, p. 149). 

A study conducted in 2016 shows that privacy concerns and trusting beliefs 

significantly affect individual perceptions of information practices, and that “people fail 

to think about the risks associated with the use of their information after releasing it 

because they focus only on the process of releasing the information” (Libaque-Saenz et 

al., 2016, p. 340). Previous surveys have also shown that users disregard security during 

app selection and installation, something I believe may be changed if the public was 

properly educated in the general security threats of applications. That is the basis for my 

study. Previous research suggests that users are interested enough in their personal 

privacy for education to make a difference in their usage patterns: “57% of all app users 

have either uninstalled an app over concerns about having to share their personal 

information or declined to install an app in the first place for similar reasons” (Breitlinger 

et al., 2019. p. 2).      

 While adults may be aware of the privacy challenges that social media and the 

Internet raise, teens are susceptible to the risks associated with the advertising based on 

data that apps have collected from them. Youn and Shin (2019) studied teens’ responses 

to Facebook newsfeed advertising and found that due to the lack of regulation, “teens’ 

perceptions and responses to newsfeed ads may be determined by their own 

understanding of ad practices as well as their social learning” (p. 32).  

When users connect their devices to the Internet, whether a mobile phone or a 

computer, it can pose a challenge to their privacy. There are quite a few ways consumers 
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can protect themselves from giving away their personal information, but to avoid it 

completely may be impossible. In a 2017 study about data privacy in marketing, authors 

Martin and Murphy noted that privacy concerns appear to be increasing among both older 

and younger consumers, and that privacy concerns diminish with stronger individual and 

regulatory controls (Martin & Murphy, 2017). Although social media has been a topic of 

extensive research in recent years, there is still a need to look at how privacy issues 

influence the consumer’s choices and if they are aware how their personal information is 

being used. 

 

Privacy in Education  

The risks surrounding privacy also exist in the U.S. school system. The Family 

Educational Rights and Privacy Act (FERPA) protects a student’s right to privacy 

surrounding their educational record. FERPA gives students over the age of 18 the right 

to read and request corrections to their education record (Family Educational Rights and 

Privacy Act (FERPA), 2018). This includes data about:   

• Date and place of birth, parent(s) and/or guardian addresses, and where parents 

can be contacted in emergencies. 

• Grades, test scores, courses taken, academic specializations and activities, and 

official letters regarding a student's status in school. 

• Special education records. 

• Disciplinary records. 

• Mental health records that the school creates, collects and maintains. 

• Documentation of attendance, schools attended, courses taken, awards conferred, 

and degrees earned. 

• Personal information such as a student's identification code, social security 

number, picture, or other information that would make it easy to identify or locate 

the student.  

  



 

 

 187 

Exceptions such as a student's name, address, telephone number, date and place of 

birth, honors and awards, and dates of attendance are not considered private information 

in FERPA (Family Educational Rights and Privacy Act (FERPA), 2018). 

In the classroom, the teacher has to consider forms of discipline and rewards as 

well as technology included in the lessons or assignments. The U.S. Department of 

Education has ruled that a school cannot "require, as a condition of attendance or receipt 

of educational training or services, with any contractor or third party" that is acting on 

behalf of the institution (King, 2017). That means that if you as a teacher choose to use 

programs such as MindMapping or WordPress, you need to have a parent waive their 

right to FERPA to publish and share their work in a public space online.  

Many teachers use digital technologies to teach students and manage classrooms. 

Schools have integrated Google, Microsoft, and Apple products in their classrooms, but 

privacy concerns arise from this. For instance, how do schools monitor the students’ 

technology use, what data do corporations get when students use their devices, and how 

do schools use the student data they collect (Kumar et al., 2019)? Student privacy may 

not be the main focus for a teacher when considering which technological tools to use in 

the classroom. “Educators consider digital privacy through the lens of curricular and 

classroom management goals, and (…) lessons to teach children about digital privacy and 

security are rare” (Kumar et al., 2019, p. 1).  

In a recent study by the United States Government Accountability Office, they 

found that 99 student data breaches had been reported between July 1, 2016 and May 5, 

2020. This compromised the data of students in 287 school districts across the country, 
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and it showed that “students and staff were most commonly responsible for the data 

breaches” (Nowicki, 2020, p.  15). 

 

Image 4. Reported number of data breaches by actor and intent (Nowicki, 2020). 

 

 

Educational data mining (EDM) is “the application of sophisticated data mining 

techniques to solving problems in education” (Sabourin et al., 2015, p. 164). EDM has 

been incorporated into applications that optimize student learning, but it has also raised 

public awareness of how much data is being collected about students (Sabourin et al., 

2015). “There has been a rise in high-profile attacks on consumer data from online 

retailers and financial institutions” (Sabourin et al., 2015, p. 164). 
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Another privacy concern is when schools use online educational resources and 

mobile apps that utilize cloud storage. By doing that, they sometimes relinquish control 

of student data, which is alarming because FERPA “generally requires districts to have 

direct control of student information when disclosed to third-party service providers” 

(Sabourin et al., 2015, p. 167). 

The balance between data mining and maintaining privacy in an educational 

setting can be reached through anonymisation methods. However, by anonymizing, you 

may lose a certain amount of information found in the original data, which you might 

need for educational purposes (Kyritsi et al., 2019). 

 

Research Questions 

 The goal of this research is to use semi-structured interviews to answer these 

research questions:   

RQ1: How aware are smartphone users of how their personal information is 

collected, managed, and potentially used when downloading and using an app on 

their phone? 

RQ2: Do users in the US and the EU perceive their online privacy differently? 

Eventually, I would like to take this research further by making an educational website 

meant to inform the “common person” about data privacy.  

Method 

My project will use semi-structured interviews. I want to look at the broader opinions and 

attitudes in my study, and for that qualitative research methods like semi-structured 

interviews would be the best choice (Hammarberg et al., 2016). Most studies done on this 
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topic have been surveys, and I believe my qualitative study will give me supplemental 

information so I will be able to draw a more in-depth conclusion on people’s privacy 

awareness.  

 I chose to use this type of method to test my research questions because personal 

security settings are individual, and a person’s knowledge and background will influence 

how that person uses the phone and how aware they are about online privacy. When 

conducting interviews, it is important that I earn the trust of my interviewees so I can 

obtain high quality data (Harvey, 2011). I will be transparent to my interview subjects 

about what I am researching, how my study is conducted, and for what the results are to 

be used.  I will also record my conversations to ensure the accuracy of my interviews. 

The interviews will be conducted on Zoom, Skype, or a similar video conferencing 

platform with recording capabilities. 

The interview subjects have to be comfortable with me so they feel they can 

express themselves without feelings of concern or coercion (Harvey, 2011). My 

interviews will subsequently be transcribed and will hopefully be a good supplement to 

the survey results.  

Taking cues from both the NortonLifeLock study and similar privacy studies, I 

believe my questions will give me information about the knowledge of my respondents’ 

security and privacy awareness, and also about their use and habits.  

The target population for this study will be adult users 18 and over who use a 

smartphone. The goal is to get responses from a diverse group with different ages, 

gender, and geographic location. I plan to divide the respondents into age groups; 18-25, 

26-40, and 41 and older. This should give me a chance to see whether there are 
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differences in their answers based on their age. Another demographic I will consider in 

this study is gender, as well as geographic location (EU vs US). 

 I will recruit the respondents from my personal networks on Facebook and 

LinkedIn. I have a vast network of people in all age ranges, both in the US and the EU, so 

I believe this will give me a good sample for this study.  To ensure that I get a 

representative sample for my study, I will use subjects of corresponding identities. This 

means that if I interview a person aged 18-25 from the US, I will also interview a person 

18-25 from the EU.  

A limitation to my study may be whether the different types of apps influence the 

users’ privacy awareness, for instance, is there a difference in applications people use for 

leisure versus work? Another challenge is that it is difficult to be current, since both 

awareness and use of applications are fluid. 

 

Questions for interview subjects 

For my interviews, I will conduct conversations with approximately 12 people. Their 

answers will be anonymized. These are questions I am planning on asking, but I will also 

follow up with additional questions if needed:  

1. What is your level of concern about your online privacy? Why? 

2. What specific steps do you take to protect your online privacy?  

3. What do you know about current laws and regulations regarding your online 

privacy?  

4. Whose responsibility do you think it is to protect a consumer’s online data? 

Your own, the government, or the company who owns the website or app? Why? 

5. When it comes to your online privacy, is there a difference in how you use your 

smartphone versus your computer? Why/why not? 

6. Do you check the privacy settings on the different apps on your phone? 

Why/why not?  

7. Do you worry about your personal information being collected by companies?  
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8. What type of personal information are you most concerned about being 

collected and used by companies? Why?  
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