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ABSTRACT

The introduction of online social networking has allowed people across the world
to share information with each other. It has risen to be one of the most popular forms
of internet usage where almost everyone has created one or multiple types of social
network accounts. Along with its great benefits has come many concerns though,
mainly that the overabundance of information has created a plethora of privacy issues
for not only the users of online social networks, but also for the company hosting
the specific social network. Due to the wide range of privacy concerns associated
with online social networks, it is incredibly difficult to tackle all the current possible
concerns.

In this thesis, we propose works to tackle two privacy issues associated with online
social networks. These two privacy issues are: the friend search engine, and image
content. Firstly we will introduce a new sub-graph approach to the friend search
engine that removes the ability of attackers to gain more information of your friend
list than your privacy settings allow. Secondly we will introduce a new privacy setting
that allows users to define locations they do not wish their face to be seen in images. If
an image is posted with their face in such a location, they will be privatized through
facial replacement so that they are unrecognizable. The overall efficiency of these
works will be tested so that their enhanced privacy does not cause usability issues if
they are adopted by a social network site. These works allow users to remain more
private while using social media and also help users to remain confident that their
privacy is kept safe. These improvements not only help strengthen the privacy of
users, but also help social network sites retain users that are more wary of privacy

breaches online.
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Chapter 1

INTRODUCTION

Social networks, such as Facebook and Twitter, are a way of connecting countless
people through online sharing and media. These types of online social networks have
become one of the most popular pastimes for all ages allowing people across the
world to make connections and share content with one another. This explosion in
popularity and sharing while great, has created an overabundance of information on
people. Many people overshare and inadvertently expose more of their private life
and information than is secure. Privacy issues related to both people’s sharing and
the lack of security within mainstream social media platforms have been on the rise.

Privacy issues can arise in a variety of ways. One way is through the sharing of
content. Image sharing, especially, is gaining increasing popularity in social networks
like Facebook, Instagram and Foursquare [1, 2, 3, 4]. Especially for social image shar-
ing, privacy protection has now become a crucial issue to be addressed since images
can intuitively tell when and where a special moment took place, who participated
and what were their relationships, i.e., sharing images can reveal much of users’ per-
sonal and social environments along with their private lives [1]. Mainstream news
has reported multiple incidents about people being fired due to their private photos
being disclosed to undesired audiences [5, 6]. It has become incredibly difficult to not
only manage how to intelligently share image to intended audiences, but also remain

private in images which you may not have control over.



Another topic of concern is directly related to social media sites. With the com-
plexity and scale of these sites, it can be incredibly hard to design a system which
intelligently deals with conflicting policies between different users and stays useful
enough to allow large interconnected friend networks. One such issue is the friend
search engine. This engine usually allows users to display the friend list of another
user in order to foster new connections, and therefore allow more interactions between
people that would otherwise not be connected. Although this is a useful feature to
some, the friend search engine may help leak unwanted and unnecessary informa-
tion of one’s network, raising privacy concerns. By crawling an online social network
through API tools, a few researchers have found that the friend search engine is more
vulnerable to privacy breaches than many would expect. This lack of control lowers
the confidence of user’s and may in turn lead to people leaving the social media site
since they are wary of privacy breaches.

Due to the wide array and complexity of privacy issues, it is very hard for social
networks to tackle every issue quickly. Unfortunately, there is currently not enough
privacy protection mechanisms to safeguard users and their data. In this thesis, we
take a closer look at two types of privacy issues and propose corresponding defensive
mechanisms. These two privacy issues are: the friend search engine, and image

content.

1.1 FRIEND SEARCH ENGINE

Firstly, we’ll discuss privacy protection in regards to the friend search engine. This
engine usually allows users to display the friend list of another user in order to foster
new connections, and therefore allow more interactions between people that would
otherwise not be connected.

Firstly, we’ll discuss privacy protection in regards to the friend search engine. As

stated previously, this engine allows users to display the friends list of another user
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in order to foster new friendships.

The friend search engine, although useful, has some privacy concerns by its original
design. Conflicting privacy policies between users can cause overexposure allowing
an attacker to gain more information of someone’s connections than their individual
settings allow. Most of a user’s friend list can be revealed using a series of carefully
designed queries that crawl the user’s friends of friends [7, 8]. Figure 1.1 shows an
example of such a vulnerability. User’s queried by the friend search engine will return
the nodes they point to. In this case, we will focus on Alice. From this example,
assume Alice only wants to show Bob, Tom, and Mary. Instead, Gavin and Ben
want to show her as a connection. If every single node within this network is queried,
Alice will have her entire friends list shown including Gavin and Ben. This could
similarly be true if Alice wished that her friend list was private. This shows that with
incompatible settings or random selections, an entire user’s friend list can be inferred

through the picks of others.

Figure 1.1: An Example of Attack Scenario

This vulnerability enables attackers to gain intelligence of a target’s close friend

network, and possibly use this information to gain leverage or obtain sensitive in-



formation regarding the targeted individuals. For example, a business man may not
want to disclose all of its social connections to its competitors since that may contain
business intelligence; a politician may not want to reveal his relationships with all his
potential supporters. Such attacks clearly violate users’ privacy expectations. Unfor-
tunately, this is an under looked issue among social networking users. Someone who
has created a private network and friend list should not have to worry about their
connections being exposed through a work around in the system. When security con-
trols are bypassed, users may feel hesitant to continue using a platform, which would
be a loss for both the product owner and the individual user.

In the recent years, there have been a few approaches that aim to preserve users’
private social connections against malicious friend searches [9, 10]. However, the
latest research shows that they are still vulnerable under collusion-based attacks [11,
12].

In this work, we will propose a new friend search engine, called FriendGuard.
FriendGuard maintains the same key function of the previous defense that allows
people to view a maximum k friends of a user. Meanwhile, FriendGuard provides
strong privacy guarantees. That is, if a user only allows k of his/her friends to be
disclosed, our search engine will ensure that any attempts of discovering more friends
of this user through querying the user’s other friends will be a failure. For example,
the previous attack scenario noted by Figure 1 will be avoided if Gavin and Ben were
not reported as the top k friends of Alice.

The key idea underlying our search engine is the construction of a sub social net-
work that is capable of satisfying query needs as well as controlling the degree of
friend exposure. Specifically, we extract a minimum sub-network from the existing
social network so that any individual or collaborative friend search will not disclose
information outside this sub-network. Every node in this sub-network only has a

desired amount of connections limited by each user’s privacy policy. We have de-



veloped efficient algorithms to support friend queries in real time. These algorithms
include a greedy algorithm that attempts to pick the top friends of a current user, a
depth first search algorithm that prioritizes a single pick for each current user along
a path, and an optimized method for the depth first search algorithm that picks root
nodes for each path by smallest degree in the original online social network. We have
also carried out an extensive experimental study and the results demonstrate both

efficiency and effectiveness of our approach.

1.2 IMAGE CONTENT

Secondly, we’ll discuss privacy concerns in relation to image content. Recognizing
the importance of image privacy, researchers and social media sites have developed
various privacy policies and tools to help users specify the group of people for photo
sharing. However, most existing image privacy protection approaches [13, 14, 15, 16,
17, 18, 19, 20, 21, 22, 23| focus mainly on the privacy of photo owners and at most
the photo owners’ friends. They lack the consideration of other people who are in the
background of the photos and are not related to the photo owners. In fact, when a
person is in the background of someone else’s photo, he/she may be unintentionally
exposed to the public when the photo owner shares the photo online. For example,
Alice had a bad day and visited a pub at night. Someone took a photo of the pub with
Alice in the background. Alice had no idea about the photo until her supervisor came
to show concerns to her because he coincidentally saw her drunk photo online posted
by the other person. A recent interview [24] among college students also confirmed
such privacy concerns, indicating that more and more undergraduates worry about
becoming an Internet meme because their embarrassing moments were photographed
by their peers and posted on social media. As an initial effort towards this new
privacy problem, Llia et al. [23] suggested the use of face recognition to identify

all the people in the photo but their implementation is still limited to identifying
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photo owner’s friends through available image tags and they have not considered the
associated location privacy issues as discussed in the following.

With an increasing frequency of images being associated with geo-tags and times-
tamps, image privacy now comes to the crossroads of location privacy. Such exposure
may cause undesired consequences especially when the person being exposed was vis-
iting sensitive locations. For example, a businessman, Bob, is meeting an important
customer in a restaurant during a business trip while Jack, who usually reviews ev-
ery restaurant he visits, took a photo of the restaurant with Bob and his customer in
the background. Jack published his review along with the photo to a social media
site. Bob's company’s competitor noticed Bob was in the photo. The photo may
have leaked business intelligence since it tells the competitor when and where Bob
met the potential business partner whom the two companies are currently compet-
ing over. There are many other scenarios, such as visiting a specialty hospital or
attending alcoholic counseling, which could cause similar uneasiness to the person if
his/her photos at those sensitive locations were posted online by others. Furthermore,
attackers may even be able to piece together a person’s travel route by analyzing un-
protected online photos. Specifically, the photos containing a target victim’s face may
be identified via face recognition; and the photos locations and timestamps may be
revealed through various means such as geo-tags, metadata, or landmarks obtained
from the advanced image processing tools. In Section 4.1, we demonstrate an example
of such an attack to show its feasibility.

To better understand the aforementioned location related image privacy issues, we
have conducted an exploratory user study among more than one hundred people to
obtain their privacy opinions over a set of scenarios. The findings from the user study
conform with our hypothesis that location sensitive photos could disclose too much
of a person’s privacy. Unfortunately, there have been very little works on how to help

users mitigate such location-dependent image privacy. Thus, we propose a novel im-



age privacy protection system, called LAMP (Location-Aware Multi-party Privacy),
which aims to light up the location awareness for people during online image shar-
ing. The LAMP system is based on a newly designed Location-Aware Multi-Party
image (LAMPi) access control model that allows individual user to specify sensitive
locations and timestamps for any photo in which their faces are identifiable. The
proposed access control model goes beyond the traditional owner-centric privacy pro-
tection model, and the proposed LAMP system will facilitate social network providers
to provide equal protection for any people in the same photo. Specifically, the LAMP
system as an add-on to existing social media sites will automatically detect the user’s
occurrences on photos to be posted online regardless of if the user is the photo owner
or not. Once a user is identified and the location of the photo is deemed sensitive
according to the user’s privacy policy, the user’s face will be replaced with a virtually
generated human face. As we know, face blurring has been commonly used for pri-
vacy protection during photo sharing, while face replacement has been provided by
existing apps mainly as a fun pastime activity. We hereby argue that face replace-
ment would be a better way to protect people’s privacy as it offers several advantages
which cannot be achieved by face blurring. First, it prevents attackers from using the
latest image deblurring techniques [25, 26, 27] to uncover the people being protected.
Second, the use of face replacement maintains the beauty of the photo and reduces
the chance of the photo to become a target of an attack. Considering a photo with
a blurred face and a photo with a swapped face, it is obvious that a blurred face has
privacy concerns whereas a nicely swapped face may not be noticed by the attacker.

The key challenge during the design of the LAMP system is how to achieve the
location-aware privacy protection without affecting users’ image sharing experience.
First, we need to be able to obtain users’ location privacy concerns without adding too
much burden to users. For this, we design a graphic-based policy specification tool

for users to easily specify sensitive locations at different granularity levels following



our proposed LAMP1i access control model. Second, we need to ensure that the image
uploading time is not significantly delayed due to the privacy policy checking. To
protect the privacy for each person in the photo to be uploaded, the first step is
to identify each person. However, given the huge number of social network users
(e.g., 2.4 billion Facebook users), identifying a person who is not related to the photo
owner by comparing the photo against all the social network users would be very
time consuming and negatively impact the user’s photo sharing experience. In order
to overcome this problem, we propose a quick filtering approach that leverages face
encoding and location policy indexing to drastically reduce the face comparison to
a small group of candidates. We have implemented a prototype of the proposed
system, and conducted a second user study. Our experimental results demonstrate
the efficiency and effectiveness of our approach. In a summary, the contributions of

our work are the following:

e We define a novel fine-grained location-aware multi-party image access control
mechanism which breaks the existing limits of privacy protection only for photo
owners and their friends by providing equal privacy protection to every identifi-
able individual in the photo instead of photo owners and their friends. Moreover,
we consider the location-dependent privacy issues that are not studied in the

past.

e We build a proof-of-concept application, LAMPi, to automate the location-
aware multi-party privacy protection process. The algorithms designed for
LAMPi are tested to be efficient and scalable to deal with the huge number

of photos and users on social media sites.

e We conducted two rounds of user studies involving more than 200 people to
obtain valuable user opinions on location-dependent privacy issues and evaluate

the effectiveness of privacy protection offered by our approach.



1.3 SUMMARY

In summary, this thesis is composed of two main works involving privacy concerns
related to online social networks. The first work goes over privacy issues related
to online social network designs. This work, named FriendGuard, defends against
overexposure related to friend search engines. The second work, LAMPi or Location-
Aware Multi-Party Image Privacy, will focus on privacy concerns related to image
content in which a person’s face may be exposed unknowingly. This final work will
create a system to identify and privatize people within photos based on the photo
location regardless of who the owner of the photo is.

The rest of this thesis is organized as follows. Chapter 2 discusses the uniqueness
and related works for the two main privacy concerns. Chapter 3 introduces Friend-
Guard which aims to alleviate privacy issues connected with the friend search engine.
Chapter 4 introduces LAMPi which allows users to utilize a new system to help them
eliminate breaches of their privacy through posted images they are depicted within.
Chapter 5 summarizes the findings and impact of each work. Chapter 6 concludes

the thesis.



Chapter 2

LITERATURE REVIEW

In this chapter, the privacy concerns related to the friend search engine, and image
content will be discussed in further detail. The related works associated with each

privacy concern will be discussed along with the uniqueness of our proposed solution.

2.1 PRIVACY ISSUES IN FRIEND SEARCH

In this section, we tackle the minimally explored issue of securing privacy breaches
associated with the friend search list. With the growing concerns of privacy issues
incurred during the growth of online social networking, many researchers and service
providers have attempted to propose solutions that help provide better privacy pro-
tection for users. Most of the efforts are placed on location privacy and information
sharing privacy [28, 29, 30, 31, 32, 33, 34]. Very few studies have been carried out
to preserve unexpected social network exposure caused by the online friend search
engine.

Several vulnerabilities in the existing friend search engine of Facebook have been
pointed out in [7]. Specifically, Bonneau et al. [7] found an attack that is able to
discover nearly the entire friend list of a user by conducting an abundant amount of
random friend queries using the friend search engine. In [8], Ren et al. point out that
attacks that use intersection set computation may reveal more users’ friend informa-

tion if no privacy protection mechanism is in place. Such kind of attacks are especially
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concerning since users have no control of it and may not even be aware of these vul-
nerabilities, even though they have properly set up their privacy configurations, e.g.,
sharing only a small set of their social contacts.

To address the privacy concerns during the friend search, Ren et al. [10] proposes
a remediation approach that uses a privacy-aware method to verify that the given set
does not leak information. In this solution, user A queries the friend search engine
for user B. If a friend of A and B, say C, is found, then the friends of C and B can be
intersected to find the overlap. This intersection set of B and C will be recommended
to A by the friend search engine, based on the findings that many users are willing
to accept friend requests to strangers if they have a common connection [35]. By
doing this, common connections are needed to gain an accurate estimate of a user’s
network. While this is useful, it restricts the amount of connections given through
a friend search engine to a node that is not inside their common connections. Our
approach aims to give controls to individual users, that can specify the exact amount
of friends that they would like to disclose through a friend search engine. This would
also help to give picks that are outside of a common connection, allowing more diverse
sets to be given than this method allows.

Another solution proposed by Li [9] implements a policy that allows users to set
a k-friend limit to the query results returned by a friend search engine. This solution
utilizes a stack method that tracks the queries made, and changes results based on
prior returned sets. This algorithm checks if current query results would violate the
k-friend integrity of the previous searches when performing the current one. If the
query violates this, the algorithm will not give the user(s) that would be violated,
and instead gives another suitable option. By implementing this method, they are
able to give optimal sets as available, but will then switch to more secure results if
further queries would cause the k-friend policy limit to be violated.

An example of this defense is shown in Table 2.1 which references Figure 2.1.

11
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Figure 2.1: Sample OSN

Suppose that an attacker queries Mike and Tom, when there is no defense. The
friend search engine gives the nodes specified by there arrows. By adding both results
we can see that Tom has friends Mike, Bob, and Sarah violating K=2. When the
defense scheme is in place though, the algorithm changes its behavior after giving
the results from Mike. Because it knows that giving two new friends for T'om would
violate his k friend policy, it instead returns Mike and Bob. This allows the friend

search engine to return a set that does not violate Tom’s k friend policy of 2.

User Being Queried (k=2) Mike Tom
Query results without defense | Tom, Mary | Bob, Sarah
Query results with defense Tom, Mary | Mike, Bob

Table 2.1: Query Results Comparison

This defense scheme was later discovered by the same researchers to contain a
vulnerability. In [11, 12], collusion attacks could be made on this defense scheme to
gain more exposure than the k friend limit policy allowed. By pooling information
across multiple attackers making queries, queries can bypass the defense method by
making queries that gain information of a user’s friend list not possible if the queries
were made by the same attacker. Because this defense uses a stack like system to log
their queries, the stack would not remain for another user, even if they were sharing

information, because it was not in the scope of their defense.
12



User Being Queried (k=2) Mike Tom

Query results obtained by 1% attacker | Tom, Mary | Mike, Bob
2nd

Query results obtained by attacker | mno query | Bob, Sarah

Table 2.2: Collusion Attack

The example in Table 2.2 shows how the defense stack is bypassed by a collusion
attack. Specifically, when the first attacker queries Mike's friends, the friend search
engine returns T'om and Mary. Afterwards, if the first attacker queries about Tom,
the friend search engine will return Mike and Bob but not Sarah in order to prevent
the attacker from knowing more than two friends of Tom. However, this defense
scheme is not able to prevent two or more attackers who combine their query results.
For example, if the second attacker does not query Mike but only query T'om's friends
list, it is possible that the friend search engine returns any two friends of T'om which
could be Bob and Sarah. Once these two attackers share their query results, they will
know that T'om has three friends: Mike, Bob and Sarah. This violates T'om’s privacy
policy whereby he only wants to disclose two friends. While this example is simple,
there is a lot that goes into making attacks on a network through collusion to explore
most of a user’s contact list. Such collusion attack violates users’ privacy settings and
result in the same overexposure as if there was no defense for this network.

Unlike previous works, which rely on runtime privacy checking and query modi-
fication, we tackle the problem from a new angle by extracting a sub-network from
the online social network to form a robust platform for any friend search engine. We
ensure that queries performed on our constructed sub-network will be robust to var-
ious kinds of attacks including the newly discovered collusion attacks, and provide a

strong guarantee of preserving users’ friend exposure degree.
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2.2 PRIVACY ISSUES RELATED TO IMAGE CONTENT

In this section we explore privacy protection with existing works on photo content
labeling, privatization, and potential overexposure. Our work shares similar goals to
previous defenses by privatizing users in photos they do not wish to be a part of.
However, our proposed approach shows increased efficiency when dealing with large
social networks and utilizes facial replacement rather than blurring to hide people
without dramatically altering the initial photo. More details are elaborated in the
following.

Photos are an easy way to recognize people, a place, and an event. Due to this
it can be very easy to tell what many people within a photo are located and doing,
even if they are not the main focus of the image. Being recognized in an image can
cause unwanted disclosure, and usually in this case the person who does not wish to
be seen is not the photo owner. There is a need for the privacy of each person within
an image to be considered regardless of if they are the photo owner or not since they
can be identified within an image. In this section, we briefly review the image privacy

protection methods for photo owners, their friends, and photo metadata.

(1) Image Privacy Protection for the Photo Owner

There have been a large body of image privacy protection works which focus on
protecting the privacy of the photo owners [13, 14, 15, 16, 17]. These types of solutions
include frameworks meant for suggesting privacy policies (i.e., which groups of people
to share the image) for the photo owners at the time of the image being uploaded.
For example, an early work [14] is by Squicciarini et al. who propose a privacy policy
prediction system called A3P which considers image content, image metadata as well
as the photo owners’ historic privacy preferences when generating the policies. In [15],
Hu et al. propose an interesting idea of calculating a level of sensitivity for each photo

based on both user-defined rules and general rules discovered by machine learning.
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Users can then use the sensitivity levels as guidance for their privacy settings. In
[13], Yuan et al. employ machine learning algorithms to analyze a social media user’s
photo sharing behavior, taking into account both the content of the image and the
social context of the users who may see the photo. From that information, the system
then determines whether or not to share the photo, entirely or partially, with a certain

user.

(2) Multi-Party Image Privacy Protection

The protection for a single photo owner has later been extended to co-owners of
the photo, i.e., people who took a group photo together. This type of multi-party
privacy protection is typically achieved by considering privacy preferences of each
party, solve policy conflicts among multiple parties, and then blur the faces with
privacy restriction [18, 19, 20, 21, 22, 23]. For example, Hu et al. [22] define an
access control model to capture the multiparty authorization requirements, based on
which they develop multiparty policy specification scheme and algorithms to solve
policy conflicts among multiple parties. llia et al. [23] propose a new way for multi-
party privacy protection. They employ face recognition to automatically detect faces
on the photo, and present the photo with the restricted faces blurred out. Similarly,
Fan et al. [20] also leverage the blurring technique to enforce privacy policies. They
cluster semantically similar images and generate common privacy settings for privacy-
sensitive classes. Then, the proposed iPrivacy system automatically identifies privacy
sensitive objects on images and also help blur the detected sensitive objects.

Unfortunately, very limited efforts have been devoted into privacy protection of
people who occur in the background of others’ photos like what we discuss in our
work. As acknowledged in [23], identifying a person who is not related to the photo
owner, i.e., not in the photo owner’s contact list, would require a huge amount of
computing resources due to the need to scan the whole enormous social network user

set. A related work by Henne et al. [36] needed up to 1 hour to check an image and
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notify the bystanders. It detects only 50%-70% privacy violations in many cases and

did not enforce the protection.

(3) Privacy Issues Regarding Photo Metadata

Besides achieving protection through proper policy configurations, recent studies
also look into potential privacy breach caused by metadata associated with photos
[37]. Metadata like geotags and timestamps can easily disclose a person’s location
information, and multiple photos with geo-tags and timestamps may be used to track
a person. To prevent undesired exposure, researchers [38] have proposed to remove
metadata. However, such strategy may not be sufficient since the context of the photo
may still reveal the location with the advance of the image processing technology. Our
approach takes another route by hiding the person’s face so as to avoid any location
privacy breach. In another work [39], Chandra et al. developed a mobile app which
can detect human subjects and issue a privacy alert if the location is sensitive. Their
location privacy protection component is relatively preliminary which simply stores

users’ sensitive locations as link lists.

The Uniqueness of Our Work

To summarize, our work is different from existing works in terms of the following
aspects. First, we aim to protect the privacy of every human subject depicted on
a photo regardless he/she is the owner of the photo or happens to appear in the
background of the photo. Second, we aim to preserve location privacy during the
photo sharing. We not only propose a sophisticated location-aware image privacy
policy language, but also design an efficient and scalable approach that minimizes
computational overhead incurred by the privacy protection process. Third, we go one
step further by providing privacy protection through face replacement instead of only
preventing photos from being shared. Face replacement would also provide a better
protection than face blurring since images with blurry faces may invite curiosity and
become targets.
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Chapter 3

PRIVACY PROTECTION FOR THE FRIEND SEARCH EN-
GINE

This chapter goes over a new method to enhance privacy and security for the friend
search engine of online social networks. We introduce a novel friend search engine
that will allow each person to list k friends when other view their friend’s list. This
new approach will guarantee that no more k friends of a user will be exposed even
if the entire social network is queried. This method can be easily integrated with
most current social networks. This method additionally has low space and runtime
overhead so that it does not heavily affect any integration.

The rest of this chapter is organized as follows. Section 3.1 discusses the overall
goal of this chapter in relation to the current security vulnerabilities. Section 3.2
talks about each specific algorithm and how they achieve a more secure friend search
engine. Section 3.3 overviews our implemented algorithm across a variety of tests.
Section 3.4 talks about some of the shortcomings of our solution and other possible

problems. Finally, Section 3.5 concludes this chapter.

3.1 PROBLEM STATEMENT

In this work, the online social network is modeled as an undirected graph as defined

in Definition 1.

Definition 1. (Online Social Network or OSN) An online social network is
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defined as an undirected graph G(Z, R), where = is the set of the users in this social
network, and R is the set of edges connecting pairs of users who have relationship

with each other, i.e., R = (u;, u;j) where u;,u; € =Z.

In the online social network, the users can set the number of contacts that they
allow the friend search engine to disclose. This privacy setting is called friend policy

in this chapter.

Definition 2. (Friend Policy) A friend policy P(u;, k,,) denotes that user u; allows

no more than k of his/her contacts to be disclosed by a friend search engine.

Definition 3. (Friend Query) Given P(u;, k), a friend query on w; is denoted

as Q(u;, ky,) which will return a set of 0-k,, users from w;’s contact list.

Our proposed approach aims to honor user-defined friend policies by ensuring the
friend exposure degree (Definition 5 under the attack model as defined in Definition

1),

Definition 4. (Attack Model) Attackers are assumed to be able to query any user
through the friend search engine, and may share their query results to gain more

knowledge.

Definition 5. (Friend Exposure Degree) Let u; denote a user on an online social
network. User u;’s friend exposure degree (denoted as &,,) is the number of friends
who will be revealed by aggregated query results through any number of queries on the

friend search engine.

3.2 THE FRIENDGUARD SEARCH ENGINE

As users and regulations define more strict privacy control, a fault in the friend search
system that allows attackers to violate these privacy preferences is a big problem.

Attackers who obtain a large percentage of a targeted users’ friend information could
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develop an intelligent social-graph of that targeted user [7, 8] to gain leverage. This
leads to growing privacy concerns from users, and possibly fault on the social network
for not upholding their own privacy rules. To address these issues, we propose a
new scheme to protect social connections during the friend search, which is called
FriendGuard.

Our FriendGuard scheme takes a dramatically different approach compared to
prior works [9, 10]. The FriendGuard will be operated by OSN (online social network)
service providers which have the full knowledge of their own social networks. Our
main idea is to help OSN providers to mark a sub-network for the friend search engine
to constrain the friend exposure for all the users. The sub-network can either be built
all at one time, or can be built incrementally as queries to the friend search engine
are made. It is worth noting that the sub-network does not need extra storage space.
Instead, the OSN providers will just need to add a flag to the user links to indicate
whether this link belongs to the sub-network and can be used during the friend query.

The FriendGuard scheme can be operated in two modes: (i) unweighted friend
selection; (ii) popularity-based friend selection. In the first mode, the FriendGuard
will return any k friends of a user being queried without considering how frequently
the user interacts with the & friends. In the second mode, the FriendGuard will strive
to return the most popular friends while preserving the friend exposure degrees. It is
worth noting that it is almost impossible to always return the most popular friends
while guaranteeing the friend exposure degree for each user, which is likely to lead
to overexposure as shown in the previous examples. In the following subsections, we
will discuss the trade-off that needs to be made to ensure the privacy guarantee.

Figure 3.1 gives an example social network that will be used to compare the
results from our proposed two types of friend search engine results. Specifically,
Figure 3.1 shows the social connections among 7 users, whereby the edges between

two users indicate the two users are friends of each other, and the value on each edge
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Figure 3.1: The Original Online Social Network

indicates an aggregated popularity score between the two users. Assume that the
OSN providers have their own functions for obtaining the original popularity scores.
We will model the connection between two users by using their average popularity
score. For example, if user U; has a popularity score 6 among U,’s friends according
to his/her contact frequency with user Us, and user Us scores 4 among U,’s friends,
their aggregated mutual popularity will be simply modeled as (6+4)/2=5 as denoted
on the graph. This helps us to consider each connection extracted from the original
social network to be bidirectional. That means that if user A is returned as a friend
of user B during the query, user B will also be in user A’s friend query list. In this

way, we eliminate the possible collusion attack as defined by definition 4.

3.2.1 Unweighted Friend Selection

To support the unweighted friend selection, we will construct the sub-network as
follows. First, we sort all the users (i.e., nodes in the OSN) in an increasing order to
denote which users will be selected first. We have explored three kinds of selection
types as presented in the following three algorithms: (1) Independent User Selection;
(2) Path Traversal User Selection; (3) Degree Based Path Traversal User Selection.

The Independent User Selection algorithm (Algorithm 1) is the least complex al-
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Algorithm 1: FriendGuard Independent User Selection

S Gk W N =

®
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/* Z is a set of nodes within an OSN. This set can be an individual
node or the total nodes within the network. NN; denotes the node
selected. */

Data: ( Z)

/* net is the main O0SN, whereas sub_net is the FSE specific
sub-network. Calling sub_net[/V;].friends.size() gives the current
connections of Nj. x/

for (N; €= ) do
k = N;.k_friend_policy()
friends_left = k - sub_net[V;].friends.size()
for ( N; € net ) do
if ( friends_-left < k ) then
if (net[N;][N;] are friends €6 N; I= N; €96
sub_net[N;]. friends.size() < k ) then
if ( N; € sub_net|N;].friends ) then
‘ continue
else
sub_net[N;].friends.append[N;]
sub_net[N;].friends.append[V;]
friends_left -= 1
end
end
else
break
end
end
end

gorithm that could help efficiently build the sub-network, and also allow this network
to focus on one user’s top picks at a time. This algorithm is based off the assumption
that picking each user’s top friends will result in the most optimal sub-network for
the FSE (friend search engine). This greedy strategy picks the maximum amount of
connections for each current node that is selected. Each selection made is a bidirec-
tional pick. This means that if user A chooses user B to be a connection, user B must
also choose user A. At each pick, both the source and destination nodes are checked

to see if they are at their respective k friend policy limit. If one of them is, the pick

is not allowed. This is done until 0 - k picks are found for all users in =.

The Path Traversal User Selection algorithm as shown in Algorithm 2 is a more
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Algorithm 2: FriendGuard Path Traversal User Selection

/* N; is the node selected where c denotes the current node. K is
the friend policy specified by a user. */

Data: ( N, )

/* net is the main O0SN, whereas sub_net is the FSE specific
sub-network. Calling subnet[N;].friends.size() gives the current
connections of NV;. */

1 k = Nk friend_policy()
2 friends_left = k - sub_net[N.].friends.size()
3 for ( N; € net ) do

4 if ( friends_left <k ) then
5 if (net[N.|[N;] are friends &€ N; |= N, €€
sub_net[N;]. friends.size() < k ) then
6 if ( N; € sub_net[N|.friends ) then
7 ‘ continue
8 else
9 sub_net[N.].friends.append[NV;]
10 sub_net[V;].friends.append[N,]
11 friends_left -=
12 DFS( N;, N;.k_friend_policy() )
13 end
14 end
15 else
16 break
17 end
18 end
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complex defense scheme that uses a depth first search to create the FSE sub-network.
This is done by picking a single top friend of the current user, and in iterations
moving through the chosen nodes until no more picks can be made. This algorithm
differentiates from Algorithm 1 because it attempts to optimize the first picks of
every user in a path rather than just the current user. Checking the k friend limit
at each selection and forcing bidirectional picks is still part of this algorithm to keep

the integrity of our core defense.

Algorithm 3: FriendGuard Degree Based Path Traversal User Selection
/* Sorted is a set containing all nodes of the OSN. This list

contains nodes in increasing order of degree from the original
network. */
Data: (Sorted)
/* N; denotes the node selected. Calling sub net[/N;].friends.size()
gives the current connections of N;. x/
for ( N; € Sorted ) do
if ( sub_net[N;].friends.size() < k ) then
‘ Algorithm 2( N;, N;.k_friend_policy() )
else
‘ continue
end

i B =R, B U V.

end

The Degree Based Path Traversal User Selection algorithm (Algorithm 3) is an
optimized depth first search algorithm. In this method, a sort method is conducted
prior so that the nodes with lowest degree are picked first. This then utilizes Algo-
rithm 2 to complete the sub-network. Utilizing this method helps to allow low degree
nodes to make connections before all their connections within the online social net-
work are selected. The resulting sub-network with this method would hopefully have
a reduced number of nodes that return an empty set due to a lack of connections.
While other algorithms are able to make connections at runtime by the FSE, the full
sub-network would need to be made in this case so that low degree nodes can be
made first.

Among the above three algorithms, Algorithm 1 and 2 have a nice feature that
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Figure 3.2: Unweighted FSE Sub-Network

the construction of the friend search sub-network can be carried out incrementally.
In other words, the two algorithms only need to be called during the first query of
each node to create the connections that will be displayed to the user at each later
query.

Recall the example in Figure 3.1, the corresponding friend search sub-network

obtained by our unweighted algorithm is shown in Figure 3.2.

3.2.2 Popularity-Based Friend Selection

The popularity-based friend selection aims to return a user’s popular friends, i.e.,
active users on OSN, since active users may have more potential to help increase
social activities when recommended to new users. It is nearly impossible to provide
k top friends for each user while preserving the security of our system. Therefore,
we employ the following trade off during the friend search. If a connection with the
most popular friend in the extracted sub-network will leak more than k£ contacts of
an individual user, we will substitute this connection with a less popular connection
if possible.

Algorithms 1 and 2 can be modified to utilize weights rather than the node order.
Adding weights to these algorithms only slightly changes their overall design. As

shown in Algorithms 4 and 5, the weighted algorithm adds another step to check each
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Figure 3.3: Weighted FSE Sub-Network

friend of the current node. This is done in two different ways: a prioritization of the
current node’s optimal friends, or a compromise between the current and destination
node’s optimal picks. The two options may lead to similar results in many cases,
but there could be substantial differences in some cases. Since all the connections
within the FSE sub-network must be bidirectional at the end to prevent additional
information leakage, considering both friends’ optimal picks may be a more fair choice
when the selection process occurs. Figure 3.3 shows the resulting sub-network from

Figure 3.1 when utilizing popularity-based (or weighted) selections.

3.2.3 Trade-off between Privacy and Usability

Figure 3.4 shows another example OSN. The FSE sub-network extracted by our
unweighted friend search algorithm is shown in Figure 3.6. It is assumed that all users
have picked £ = 2 within this OSN for simple illustration. This example illustrates
a trade off to be made between privacy and usability. The impact of this will also be
evaluated and discussed in Section 3.3.1.

The FriendGuard Path Traversal User Selection algorithm was used here to make
selections. Figure 3.5 shows the picks made by this algorithm. Each circled number
indicates a root node that has been chosen. Then, the algorithm follows the sub-

network to find other nodes connected to the root nodes until not any new node can
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Algorithm 4: Directional Weight Selection

/* Z is a set of nodes within an OSN. This will be a single node for
DFS versions of this, and one to the total amount of nodes for the

Greedy algorithm. */
Data: (2)
/* net is the main 0SN, whereas sub_net is the FSE specific
sub-network. Calling sub_net[/V;].friends.size() gives the current
connections of Nj. x/

1 for (N, €E )do

2 k = N;.k_friend_policy()

3 friends_left = k - sub_net[V;].friends.size()

4 while ( friends_left <k ) do

5 highest_weight = 0

6 Nh =-1

7 for ( Nj € net ) do

8 if (net[N;][N;] are friends €96 N; I= N; €96

sub_net[N;].friends.size() < k ) then
9 if ( net[N;][N;].weight() ; highest_weight &€
N; ¢ sub_net[N;].friends ) then
10 highest_weight = net[V;][N;].weight() +
network[N;][V;].weight()

11 Np = N;

12 end

13 end

14 end

15 if ( Nj == -1 ) then

16 ‘ break

17 else

18 sub_net[N;].friends.append|[N;]

19 sub_net[N;].friends.append[/V;]

20 friends_left -= 1

21 if ( Algorithm_Type == DFS ) then

22 | DFS( Nj, NjXfriend_policy() )

23 end

24 end
25 end
26 end

be added. The nodes with a % next to them denote a connection already made by
a previous bidirectional pick. A ! denotes that a node was unable to find any other
new connected node. Arrows in the figure represent that the selection algorithm finds

another path starting from the root node. This algorithm continues until all nodes
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Algorithm 5: Bidirectional Weight Selection

Data: ( =)

/* Algorithm 5 follows all the algorithm of Algorithm 4 besides the
selection of the highest node within the friend connections. This
is done through the variation of this selection line within
Algorithm 5. All other lines are exactly the same before and

after this line denoted by ...; */
1.
2 if (net[N;][N;] are friends &6 N; I= N; 66 sub_net[Nj|.friends.size() < k )
then
3 Nh = Nj
4 if ( ( net|N;][N;]l.weight() + net[N;|[N;].weight() ) 4 highest_weight €I
Nj ¢ sub_net[N;].friends ) then
5 highest_weight = net[N;][N;].weight() + network|[N;][N;].weight()
6 Nh = Nj
7 end
8 end
9 .

Figure 3.4: Sample OSN

have reached their k connections or have had a chance to make a selection.

Figure 3.6 is the resulting friend search sub-network from the original sample
osn. Nodes highlighted in green have maximum k connections of 2, yellow represents
having a (0, k) connections of 1, and orange represents a k connection of 0. In this
case, users may have differing connection degrees in the FSE sub-network even with a

constant k friend policy. In a network that has limited connections or an unoptimized
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Figure 3.6: FSE Sub-Network

path, some nodes of the network may be unused or have less than k connections to
make sure there is no more than the max allotted connections for any user. This
trade off allows for a more secure sub-network for the FSE, but limits the degree of
some users in the sub-network. While this does limit some FSE queries, these loses
will be mitigated by the fact that an OSN is usually heavily connected and that some
people will opt out of displaying any friends. This will in turn free up some space for

less connected nodes.

3.3 EXPERIMENTAL STUDY

Our FriendGuard scheme was tested using three unweighted datasets from Facebook,

Twitter, and Google+ [40], along with one Bitcoin weighted dataset [41, 42]. We
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tested efficiency of our algorithms on the unweighted data, whereas we used the
BitCoin dataset to assess algorithm effectiveness. Effectiveness is defined as the most
overall optimized sub-network, and measured by total weight of all connections in the
sub-network for the FSE. Testing was done by creating fully populated sub-networks.

These datasets were extracted into two-dimensional vectors [40, 41, 42]. Table 3.1
shows the size of each network. To ensure fair experimental conditions, we kept the
same k-friend policy for each user, while in an actual OSN users can pick different

policies based on their own privacy preferences.

Facebook | Twitter | Google+ | Bitcoin
Nodes 4,039 81,306 107,614 5,881
Edges 88,234 1,768,149 | 13,673,453 | 35,592
Weighted False False False True

Table 3.1: Social Network Datasets

3.3.1 Sub-Network Node Degree

In the first set of experiments, we evaluate the effectiveness of our algorithms by

varying k£ from 1 to 20. Then, we examine the percentage of nodes of different
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Figure 3.7: Perfomance of Path Traversal User Selection Algorithm in Facebook
Dataset
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degrees in the obtained sub-network. Figure 3.7 shows the results from the Path
Traversal User Selection algorithm. Observe that the percentage of nodes of Degree
k decreases with the increase of k. This is expected since the larger the value of k,
(i.e.each user needs to disclose more friends), the harder to find k£ mutual friends in
the network that will not cause additional friend information disclosure. Although
the extracted sub-network will not return k friends for some queries, we can see that
the sub-network still has a high percentage of nodes with degrees ranging between 1
to k, and very low percentage (less than 5%) of nodes with degree 0 (i.e., no friend to

report) in most cases, which means the majority of friend queries on the sub-network
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Figure 3.9: Percentage of Nodes with Degrees Between 0 and k

will return non-empty results.

Our two other algorithms, the Degree Based Path Traversal User Selection and

the Independent User Selection algorithm demonstrate similar effectiveness as shown

in Figures 10, 11 and 12. Recall that the Path Traversal User Selection algorithm

attempts to optimize first picks for each user. The Degree Based Path Traversal User

Selection that employs the same strategy but picks low degree nodes first, and the

Independent User Selection algorithm aims to optimize all of a single user’s picks. In

the experiments, the Degree Based Path Traversal User Selection algorithm achieved

slightly higher k percentages noted in Figure 3.8, and slightly lower 0 percentage
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Figure 3.10: Percentage of Nodes with Degree 0

nodes in Figure 3.10 than the regular Path Traversal User Selection algorithm for all
datasets besides Google+. This is expected because the Degree Based Path Traversal
User Selection prioritizes nodes with lower degree. This helps these nodes to get picks
before their connections have k connections and are unable to be picked. The Inde-
pendent User Selection algorithm preformed slightly better than the Path Traversal
User Selection algorithm in all cases. It preformed slightly better or around the same
for the Degree Based Path Traversal User Selection algorithm as & grew, and a littler

worse when k was low. While these algorithms have different methods and overall
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performance. They all have very similar node degree results as k grows.

As k increases, the FSE sub-network moves from having mostly k& degree nodes to
mostly (0, k) degree nodes. This could be due to the average degree of nodes being
less than the corresponding £ values. While this would not be an optimal return set,
it still gives most of the desired functionality of the FSE for users. With no nodes
having higher than £ degree, our approach gives most users full or close to full k sets
from the FSE without any vulnerabilities.

Since our system, in theory, may cause some nodes to have no friends to report, we
hereby evaluate its effect in the real datasets. With small values of k, the percentage
of unusable nodes having 0 connections is between 5 - 24 % in Figure 3.10. This is not
the majority of nodes, but still heavily reduces the functionality of the FSE. Because
our testing method keeps k constant for all users, having low k& values heavily affects
nodes that have a low degree in the original OSN. This drawback is substantially
reduced as k increases. Across all datasets, the percent of nodes with 0 connections is
between 2 - 9 % for k = 20. This could be perceived as the expected number of users
who have a k friend policy of 0. While these are average results across three different
datasets, the percentage of nodes in the FSE sub-networks will heavily depend on the
average degree of nodes, and the adopted k friend policies for each user. It is likely
that most results will be similar or better as OSNs are usually highly connective. Our
average degree per node in the Facebook dataset is around 22 friends whereas the
real average is 338 friends [43]. This should help to increase the functionality of our

defense scheme when utilized in a very large OSN.

3.3.2 Node Connections Optimized by Weight

The Bitcoin dataset was used to measure the aggregated weight of all connections
in the FSE sub-network. This test was preformed using the two methods shown by

Algorithms 4 and 5, respectively. Tests were done for both the Path Traversal User
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Figure 3.11: Effect of Weighted Nodes

Selection and Independent User Selection versions of the algorithms, varying 1-20 k
policies. As in the prior experiment, the policies were kept constant for every node.

Shown in Figure 3.11 is the aggregated weight for both the tested algorithms with
two different choices. Directional Weight Selection was done by choosing weights in
deceasing order of connections from source to destination node. Bidirectional Weight
Selection was also chosen in decreasing order, but selected by sum of weights from
source to destination and destination to source.

We find these results not surprising. Due to prior testing done in Section 3.3.1, it
was expected that weights for both Path Traversal User Selection and Independent
User Selection algorithms would be similar due to their near identical node degrees
across the datasets. The Independent User Selection algorithm did have a slightly
lower total weight across all nodes. This could be caused by the fact that it selects
highest weight nodes for one user at a time, whereas the Path Traversal User Selection
algorithm selects a single highest degree node at each iteration in the path from the
starting node. This could allow for more nodes to get their highest pick which would
result in a higher net weight if each method has a similar percentage of degree among
the nodes. Bidirectional weight selection was consistently higher than than directional

weight selection. This is again caused by the fact that this method optimizes picks
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based on both the source and destination weights. Because node selections must be
bidirectional, a directional weight scheme can lead to a situation where one node has
a high weight and its selection a low one. This will usually result in a lower total
weight than a compromised selection.

Both weight selection techniques have very similar runtimes compared to one
another. In this experiment, bidirectional weight selection makes consistently higher
weighted picks in this test network. While the Independent User Selection algorithm
performs slightly worse by comparison with the Path Traversal User Selection method,
either algorithm can be run with similar results. This test emphasizes that our method
can be run under various settings, produce similar results, and still be able to maintain

a strong defense against information overexposure.

3.3.3 Full Sub-Network Runtime

Lastly, all unweighted datasets were tested to measure time performance. In this test,
Twitter and Google+ were capped at 8000 node networks. Results are reported in
Figure 3.12. The Independent User Selection algorithm had a much lower runtime
than the both the Path Traversal User Selection, and Degree Based Path Traversal
User Selection algorithms. While both Path Traversal User Selection algorithms
perform similarly, it must be noted that our reported results do not account for the
creation of a sorted list needed for the Degree Based Path Traversal User Selection.
The sorted list took some time to create putting this algorithm behind the speed
of the original Path Traversal User Selection when accounting for the creation of a
sorted list. While all algorithms show a fairly linear runtime, the sub-network does
not need to be created before any nodes are queried by the FSE.

Running each algorithm as a node is queried seems to be the optimal way of
making the FSE sub-network. While the Degree Based Path Traversal User Selection

algorithm gives slightly better performance in node degree and optimized picks noted
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in Section 3.3.1, this algorithm cannot be made at runtime. Our results show that

both the Path Traversal User Selection and Independent User Selection algorithm at

k = 8 (the standard for the original Facebook FSE when vulnerabilities were found

[7]) average below lms for each node. This would allow our sub-network to be set

up in iterations which additionally helps to make connections with more recent data.

Due to the low average runtime of each node, this type of setup would have little to

no impact on a user making FSE queries.
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3.4 DISCUSSION

As security grows, most companies still view optimization of processes as one of their
biggest concerns. If a solution can not be optimized in a way where normal actions
do not impede the user, it is unlikely the solution will be adopted by the companies.
Therefore, our proposed friend search engine strives to achieve high efficiency while
adding extra privacy protection. Employing either the Path Traversal User Selection
or Independent User Selection algorithm works very quickly when only run on one
node. This allows a sub-network to be setup incrementally, enabling quick friend
search engine queries, while offering a secure environment in the back end.

It is worth noting that our defense scheme requires updates to the constructed
sub-network when someone changes his/her friend policy to a lower k value. This is
due to the fact that sets from the friend search engine are given from sub-network
connections rather than being created in real time. In this case, parts of the sub-
network must be removed so that the security integrity of our approach is kept. This
would require a complexity of O(2kc) in the worst case because all connections to
the changed node must be removed. This is equally true when the popularity scores
of users are changed during the use of the OSN. While this is a low impact on the
performance of our solution, it must be kept in mind that the sub-network will be
continuously changing in response to user policy changes and social activities.

The change to the sub-network leads to another possible attack that has not
been discussed in the existing friend search engine defense schemes [9, 10]. That
is attackers may leverage the historical query results to gain more knowledge. For
example, consider user A with a friend policy k£ of 3. Assume that at the beginning
user A’s top friends are users B, C, and D, but after one year their top friends
change to users E, F, and G. If someone had tracked this information over time, it is

likely to say that they now know user A is still connected to users B-D, and is also
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connected to users E-G. This violates user A’s friend policy which only allows the
disclosure of 3 of his/her friends. This is true for our defense scheme and possibly
the defense schemes in [9] and [10] if common and popular connections change over
time. While our defense can mitigate this by never changing the original setup of the
friend search engine sub-network, this heavily mitigates the overall relevance of the
friend search engine. This is just another consideration to be made when setting up
defense schemes, and if security should be consistent for its original design or should
be consistent across its lifetime. Due to the nature of the friend search engine though,
it is hard to say if any defense scheme can be resistant to this attack without heavily
reducing the relevance of the friend search engine, which is the trade off that our

defense scheme can make.

3.5 RECAP

In this chapter, we have proposed a novel friend search engine called FriendGuard
which honors users privacy policies and guarantees friend exposure degree. The
FriendGuard system is based on the idea of constructing a reliable sub-network that
eliminates vulnerabilities brought by aggregating query results from different rounds
to a friend search engine. This sub-network can be created prior to and updated in-
crementally in response to the changes of social network connections as well as users’
social activities. The FriendGuard supports two kinds of friend searches including
unweighted and popularity-based friend search, and we have developed several al-
gorithms. In the experiments, we have evaluated and compared our algorithms in
different real network datasets. The experimental results demonstrate both efficiency
and effectiveness of our approach. It is believed that by using our system, the friend
search engine will be a more secure environment at the time of implementation while

additionally giving users more flexibility in their privacy controls.
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Chapter 4

PRIVACY PROTECTION FOR IMAGE CONTENT

This chapter discusses protecting user privacy in relation to images content where
their face may be exposed in a photo without their knowledge. We introduce a novel
system that can detect people within photos and obfuscate their appearance based
on the posted photos location and time. This allows users to specify privacy levels
where regardless of who posted an image, they can manage how their face is seen in
an image. This method uses facial swapping so that the obfuscated people within the
photo do not dramatically affect the final image’s appearance. Integrating our system
into existing social networks adds a minor amount of space for a new user privacy
setting, but has minimal impact on posting runtime as our solution is efficient when
used in big and small social networks.

The rest of the chapter is organized as follows. Section 4.1 presents the privacy
risk analysis. Section 4.2 introduces our proposed LAMPi access control model and
its implementation. Section 4.3 describes the LAMP system. Section 4.4 reviews
privacy evaluations. Section 4.5 reports experimental studies. Finally, Section 4.6

concludes the paper.
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4.1 IMAGE SHARING RISK ANALYSIS

4.1.1 Threat Model

As the saying goes, a picture is worth a thousand words. An online photo/image can
give out rich information about who are doing what at when and where. To better
analyze the privacy risks incurred by image sharing, we classify image privacy based

on two criteria: human-oriented, and context-oriented.

Human-oriented image privacy can be further classified into three types:

(1) Photo owner’s privacy: This type of privacy is currently preserved by al-
lowing the photo owner to specify the groups of people who are permitted to access
the shared photo. A majority of previous research work [14, 13, 15, 22] and com-
mercial social media sites provide policy recommendation and configuration tools to
achieve this. For example, Facebook users can choose to share the photos only with
their friends but not friends of friends.

(2) Photo owner’s friends’ privacy: This refers to the privacy of the photo
owner’s friends who took the photo together with the photo owner. For example,
Alice plans to post a party photo that includes her friend Kate. Kate is a shy woman
who rarely shares photos online. Considering Kate’s privacy, Alice may need to
communicate with her before publishing the photo. However, such multi-party privacy
issues are mainly discussed in academic world [3, 22, 21]. The current social media
sites offer very little functionalities that support the multi-party privacy protection.

(3) Unaware people’s privacy: This refers to the privacy of the people who
are in the photo but are not aware of their photo being taken by others. For example,
when someone took a selfie on the street, other pedestrians may be captured in the
photo. These pedestrians will not know when and where their photos would appear
on the Internet. Recently, an interview-based study [24] among college students found

that undergraduates felt a heightened state of being surveilled by their peers when
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their photos were taken without their permissions and shared on social media by
others. Participants in that study stated that they worried about being judged by
others in a negative way based on the images which they were not aware of being

taken.

Context-oriented image privacy can be further divided into two categories:

(1) Activity-dependant privacy: There are various scenarios when a person
does not feel comfortable of sharing that moment with everyone. For example, a
person in a funny costume may just want to share the photo with his/her close
friends. In another case, a woman was drunk and someone else took her photo [24].
If the photo was posted online, it could lead to misjudgement of the woman and
damage her general reputation. News also reported that some people were fired due
to online photos. One case is that a fireman took a sick day off for attending an event,
and he was later fired because his supervisor saw the event photo and identified him
[44].

(2) Location-dependant privacy: A photo can leak location information of a
person in many ways. The photo’s embedded EXIF (Exchangeable image file format)
[45] is a direct source that tells the date and GPS coordinates a photo was taken.
Although some social media sites like Facebook and Instagram stripped the metadata
when publishing the photos, they store the metadata in a separate database. If a
hacker gains the access to these databases, it is even easier for them to track users
since they now just need to look at the collection of metadata from all photos without
spending much time on extracting metadata or analyzing photos one by one. Besides
metadata, the photo itself may tell where the location is. Advanced image processing
algorithms can identify the landmarks and the street signs. Yet another way could be
the crowd sourcing. People living in the neighborhood of the place where the photo
was taken may easily spot familiar buildings on the photo. With this said, posting

photos without metadata is still not sufficient to guarantee the location-dependant
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privacy of people in the photo.

Most existing works on image privacy mainly focus on protecting photo owner
and their friends’ privacy (detailed review can be found in Section 2.2). Very limited
efforts have been devoted into the other equally important privacy issues. i.e., unaware
people’s privacy, context-oriented image privacy. Thus, in this work, we aim to design
a new access control mechanism to protect people’s privacy in the photos which were
taken without their knowledge and permissions. Our approach is complementary to
existing methods and aims to achieve a full spectrum of image privacy protection.
To better motivate our work, we will first present a location tracking attack and an

exploratory user study in the following.

4.1.2 Location Tracking Attack Using Photos

In this experiment, we attempt to track a target person through his/her online photos.
The goal is to show that it is not a difficult task for an attacker to cyberstalk a person.
To avoid legal issues with a randomly chosen normal person, we decided to select a
prominent figure whose images are publicly available in different venues: Joe Biden.

Also, we do not hack into any social site to obtain metadata, whereas attackers can
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Figure 4.1: User Tracking Through Photo Metadata
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certainly gain more information than us by doing so.

We wrote a script to automatically crawl Google images to obtain the target
person’s photos between 2000 and 2019. We collected around 30,000 photos for the
target. From the collected photos, we further analyze the metadata. Although not all
the photos contain the metadata, it is still amazing that we were able to found 721
days of location and visiting time for the target. Based on the obtained information,
we created a tracking map as shown in Figure 4.1, where each point on the figure
shows the location of the target person and the color of the point indicates when the
photo was taken.

It is worth noting that Google images may not return photos of a person if he/she
is in the background. Even so, the photos obtained from Google images already
reveal a lot of location information of a person. When an attacker utilizes advanced
image processing tools to look for any occurrences of a target (either foreground or
background) and combines the knowledge of the metadata stolen from the social
media providers, the target movement may be exposed in a much deeper level due to
the prevalence of photographing nowadays. Considering that people who took photos
of themselves know about the sensitivity of their current locations, whereas people
who were in the background of others’ photos have no idea their locations have been
recorded, one idea in our proposed work is to replace the faces of people who are
in the background of the photos to avoid undesired exposure. In this way, even if
the attackers run the image processing tool and have all the metadata of photos, the

targets’ faces have already changed and would not be identifiable.

4.1.3 A User Study on Unexpected Privacy Disclosure

In order to better understand users’ concerns on location-dependent image privacy
and gauge their interests in our proposed privacy protection mechanism, we conducted

an online user study on Mechanical Turk. The user study is fully anonymous and
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follows the IRB exempted project guidelines.

We have recruited total 111 participants, including 51 females and 55 males. 15%
of them are between 18-25 years old, 41% are between 26-35 years, 23% between 36-45
years, 13% between 46-55, and 8% above 56. The age distribution conforms with the
age groups of people who access the social media more often.

At the beginning of the user study, we asked participants if they were aware that
online images may tell others where they were and what they were doing, and how
much they valued their privacy especially location privacy. From the response, we
find that more than 74% of participants were aware of the privacy issues incurred by
online images, and more than 76% emphasized that location privacy is important.

From there, we presented 10 different scenarios to the participants and asked them
if they would be concerned when their images and their locations are disclosed to un-
expected parties. Specifically, each scenario is accompanied with a short paragraph
of story and an image. The 10 scenarios were designed with the goal to cover various
aspects of our daily life in a nutshell. From the participants’ responses, we found
that when a photo discloses a critical moment or location of a person without being
noticed by the person, more people would hope their identities are protected dur-
ing the sharing of such kinds of photos. For example, when someone (say Bob) is
planning to switch a job and had a job interview at a restaurant, another customer
who also dined at the restaurant took a photo of the restaurant with Bob and his
interviewers in the background. The customer later shared his photo along with the
restaurant review comments in a famous restaurant review website. If Bob’s supervi-
sor or colleagues saw the photo and recognized Bob and competitor company’s people,
that could raise unnecessary tension in Bob’s current workplace. Therefore, we see
that 92.5% of participants would like their identities be protected in this scenario,
which is the scenario with the most concerns. The second mostly concerned privacy

breach scenario is when someone’s children and home location may be exposed to
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strangers. About 91.5% of participants desire an identity protection in this case. On
the other hand, some scenarios that may not lead to severe consequences, such as
having a personal trip and drinking at a bar, have received privacy concerns from a
little fewer people, but still close to 70%. Overall, we can observe that majority of
people are concerned when their photos being taken and published by others without
their knowledge, especially those photos that disclose sensitive locations and reveal
their private issues.

At the end of the survey, we also asked the following general question: “Suppose
you are depicted in a photo published on social media by a stranger while you are in a
location where you wish not to be seen. If social media websites provided functionality
for hiding your identity (e.g., face swapping) when you are in such photos, would you
like to use this function?” More than 93.4% of the participants said that they would
like to use such kind of services, which indicates a promisingly high acceptance rate

of our proposed system.
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4.2 LAMPI ACCESS CONTROL MECHANISM

In the previous section, we have discussed both human-oriented and context-oriented
image privacy, among which context-oriented image privacy of unaware people is least
protected in the literature. To fill the gap, we define the LAMPi (Location-Aware
Multi-Party image) access control mechanism, complementing the traditional image
access control. The LAMPi policies will allow users to specify location sensitivity at
different scenarios and at different granularity levels. Its formal description is given

below.

Definition 4.2.1. A LAMPi policy P of a user u consists of the following components:
e Location range (Loc): The range of locations protected by policy P.

e Location type (T'yp): This indicates whether the location is given as a semantic
location (denoted as ‘S’) or an exact address (denoted as ‘E’).

e Time and date interval (Int): The time and date intervals during which the locations
within Loc should be protected.

e Sensitiveness (£): The sensitiveness of the location Loc, which has two levels: “High”

or “Low”.

Since the LAMPi policies are mainly used to express the users’ privacy concerns
when they are unintentionally captured in others’ photos, there is no need for the
LAMPi policy to specify the sharing group like traditional image privacy policies.
Instead, the user can specify how much they care about themselves being exposed in
the particular location using the sensitiveness level. When the sensitiveness level is
set to high, the user’s face at that location will be replaced for protection even if the
user’s face on the photo is less identifiable, i.e., the face matching score is lower than a
threshold (say 50%). When the sensitiveness level is low, our system will only replace
the user’s face when the face matching score is above the threshold. In this way, we

minimize unnecessary image modifications. For locations which are not specified in
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the user’s policies, the locations are simply considered not sensitive for that user.
The following are some example LAMPi policies which demonstrate the usage of

different policy settings.

Example 4.2.1. Kate does not want others to post photos which show her doing
workout and sweating in a gym near her house. She can set her LAMPi policy as
Prate=(Loc={gym_address}, Typ=EFE, Int=anytime, { =Low), where ‘Loc’ is set to the
gym’s address, ‘Typ=E" indicates that this is an exact location, ‘Int=anytime’ means
Kate wants the privacy protection whenever she is in this gym, €=low’ means that as
long as she is not easily recognizable in the photo, Kate does not care about the photo

being posted.

Example 4.2.2. Alice does not wish her face being recognized on any online photo
that shows she is visiting a pub. She can thus set her LAMPi policy as Pajce =
(Loc={pub}, Typ=S, Int={8pm-5pm on any day}, {=High). That means if anyone
attempts to post a pub photo with Alice in the background to a social network site,
the social network site where Alice has registered and set the LAMPi policy will auto-
matically replace Alice’s face with a synthetic face to preserve Alice’s privacy without

affecting the photo owner’s sharing experience.

4.3 THE LAMP SYSTEM

In this section, we discuss how our proposed LAMP system helps preserve privacy
of users who have no knowledge of their photos being posted by others. Figure 4.2
illustrates the data flow in the LAMP system. The LAMPi policy configuration
function facilitates the users to specify the LAMPi policy through a graphic-based
interface developed using Google Maps API. Users’ policies will be indexed and stored
in a policy database, and users’ face features will be encoded to speed up the future

face recognition. When someone wants to upload a photo to share, our LAMP system
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Figure 4.3: An Overview of the DLP-tree

will first retrieve policies which mark the photo location as sensitive. Among the
owners of the retrieved policies, we will further check if their faces depicted on the
photo. If so, their faces will be replaced with synthetic faces (or faces having no
privacy concerns) to avoid undesired disclosure while maintaining the photo quality.

In what follows, we elaborate the user identification and protection algorithms.

4.3.1 Identify Users with Location Privacy Concerns

In order to provide equal privacy protection to every person on the photo, an in-
evitable step is to know who (especially those in the background) are in the photo. A
brute force method to identifying people in the background of the photo will need to
compare the person’s face on the photo against all the other users’ faces in the social
network site (e.g., 2.4 billion users in Facebook), which will be extremely computa-
tionally expensive and hardly possible to maintain real-time response for the photo
uploading request. This has been a very challenging problem in the image privacy

protection as also pointed out by Ilia et al. in [23].
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To overcome this challenge, we aim to reduce the total number of faces that need
to be compared for each uploaded photo. Correspondingly, we propose a hybrid
data structure that indexes policies and helps significantly reduce the search space,
making the face identification in large-scale user sets a feasible process for real-time

applications.

Indexing LAMPi Policies

Given a photo and its location, we aim to quickly locate users who specify this location
(based on the address) or this type of location (based on the semantic keywords) as
sensitive so that in future occurrences we only need to compare these users’ faces with
those in the photo. To achieve this, we propose to index LAMPIi policies based on
locations, and group policies containing the same location together. Specifically, we
store the LAMPi policies in a policy database implemented using PostgreSQL, and
propose a DLP (Dual-Location-Policy) -tree to speed up the policy retrieval.

PostgreSQL was chosen for a variety of reasons. Most importantly is that Post-
greSQL has great read and write performance compared to MySQL. Additionally, the
PostGIS extension allows for geospacial data support that is incredibly useful when
checking user and image locations. Finally, PostgreSQL easily supports concurrency
in reading and writing that is crucial to speed up the face recognition process in our
system as discussed in the later part of our approach.

The structure of the DLP-tree is illustrated in Figure 4.3. The DLP-tree consists
of two main parts to index exact locations and semantic locations in the LAMPi
policies, respectively. The left side of the DLP-tree organizes exact locations in a
hierarchical way from nation (N), state (S), city (C) to address (A). Each entry in
the leaf node is in the form of (street, city, state, nation, I';, PID), where the first
four attributes are the address specified in the policy PID, and I' is the time and

date interval when the location is considered sensitive. Nearby locations are grouped
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together in the same leaf node or sibling leaf nodes. An entry in an internal node is
in the form of (region, C PT), where region described the region that covers all its
child node pointed by C'PT'. In this way, the internal nodes can efficiently facilitate
the LAMPIi policy search.

Specifically, given a photo’s location, we start the search from the root of the
DLP-tree and traverse to the left side to find the node whose region encloses the
photo’s location. Then, we follow its child pointer to conduct the same boundary
check in its child node until we reach the leaf level. In the leaf node, we further
compare the photo’s location against the locations specified in the LAMPi policies
and retrieve those policies which mark the photo’s location as sensitive. Note that
the DLP-tree is different from a map since the DLP does not need to store all the
places (e.g., all the addresses, all the cities) if no policies have been specified there
yet. Given total n policies to be indexed, the CLP-tree reduces the linear search time
O(n) to approximately the height of the tree O(log(n)).

The right side of the DLP-tree indexes semantic locations based on the hierarchi-
cal relationship among their semantic meanings. In particular, semantic locations are
first classified into the basic categories, such as “bar”, “hospital”, “shopping mall”
and “company”. Basic categories are further classified into more generic categories
which are the upper level of the DLP-tree. For example, basic categories like “bar”
and “shopping mall” can be classified as a more generic category: “entertainment”,
and basic categories like “hospital”, “clinic”, and “urgent care” can be classified as
“medical”. Unlike the top-down search in the left side of the DLP-tree, the search in
this part of the DLP-tree is from the bottom to the top. This is because users are
allowed to specify their sensitive locations using semantic words at different granular-
ity. Some users may specify “entertainment” in their policies while some users may
specify only “bar” in their policies. Thus, the user policies are attached to different

levels of the DLP-tree correspondingly. An entry in a node of this side of the DLP-
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tree is in the form of (w, =, PPT), where w is the semantic keyword specified in the
list of LAMPi policies (denoted as =), and PPT is the pointer to the parent node in
the DLP-tree.

The following is an example of how to look up the LAMPi policies that use seman-
tic locations. Given a photo depicting a group of people, assume that its tag indicates
it is a bar. In order to check if anyone in this photo considers this place as sensitive,
we will search the right side of the DLP-tree. Starting from the leaf level, we find the
node that contains the keyword “bar” and retrieve the associated policy IDs. Then,
we visit its parent node with the keyword “entertainment”, and also retrieve all the
policies associated with it. Again, we go up to the parent node with the keyword
“any place”, and retrieve all the policies.

The owners of the policies retrieved from the DLP-tree will be compared against

the people on the photo using face recognition as discussed in the following subsection.

Speed Up Face Recognition

To speed up the individual face comparison, we adopt two strategies. One is to
pre-compute the user’s facial features when the user set up his/her LAMPi policies,
which helps decrease the time taken for facial recognition when a photo is uploaded.
The other is to employ multi-thread programming to conduct individual pairs of face
recognition simultaneously.

Specifically, we calculate the facial feature using the load_photo(image_path) and
encode(image) functions in an open source python face recognition tool by Geit-
gey [46]. As reported, this face recognition tool has achieve 99.38% accuracy. The
load_photo(image_path) function loads an image from an image path using PIL. This
image is then converted to a numpy array and returned. Then, the encode(image)
function takes the image numpy array as the input, and utilizes a pre-trained algo-

rithm from dlib’s facial recognition library to convert the image numpy array to a
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128 dimension facial description. We then store the 128 dimension face features along
with the user ID for the future face recognition.

Given a new photo, we first detect faces on the photo using the locations(image)
in the Geitgey’s face recognition tool. For the detected faces, we calculate their face
features in the similar way as aforementioned. Then, we compare the face features
of those in the photo with those associated with the retrieved LAMPi policies that
specify the photo location as sensitive. The face comparison is conducted using the
compare(source, destination, tolerance) function in the face recognition tool, which
takes a source facial feature, a destination facial feature, and a tolerance. The toler-
ance value is set based on the sensitiveness value in the corresponding LAMP1 policy.
The function calculates the Euclidean distance between the facial feature vectors and
checks if the distance is below the tolerance value. If the distance is smaller than the
tolerance value, the two faces are considered a match.

It is worth noting that social network sites can also use their existing face recog-

nition tools when adopting our proposed privacy preservation function.

4.3.2 Protect Users with Location Privacy Concerns

After the face recognition, we will obtain a set of users who are in the photo and
concerned about their privacy at the photo location. For these users, we propose to
replace their faces so that they will not be recognizable even if the photo is shared
publicly. There have been several face replacement algorithms and software [47, 48].
We revised an open source software for the face replacement [48] and integrated it
into the LAMP system.

Figure 4.2 illustrates a running example of how the LAMP system protects privacy.
Assume that a student reporter took some photos on campus and plans to post them
online to show the student life at a university in Paris. When she uploaded the photos

to the social media site that deployed the LAMP system, the LAMP system will check
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each photo and conduct the following privacy preservation procedure.

First, the LAMP extracts the photo’s metadata to obtain the location information.
In the example, the location information includes both the university address and
the semantic keyword “university”. Next, the LAMP system will search the policy
database to find the policies which specify the photo’s location as sensitive. For
example, Bob was conducting an important business at Paris from 11/15/2019 to
12/15/2019, and he would like to keep his photos in Paris private as indicated by his
policy P;. Alice, a celebrity, was taking a year off to study abroad. Alice does not
want to be followed or disturbed by her fans whenever she was at the university, and
thus she has set her LAMPi policy as follows: P;=(Loc=Universite Paris Diderot,
Typ=E, Int=Anytime, {=High). Note that Alice sets the time interval of protection
to “Anytime” for convenience instead of using the exact time and date duration. She
can simply remove this policy to release the protection after she returns home.

From the set of retrieved policies, the LAMP system next loads the face feature
vectors of these policies’” owners. These candidate face features will be used for face
recognition, i.e., compared with faces on the uploaded photos which are highlighted
in boxes in Figure 4.2. In the example, Alice’s face was identified (pointed by the red
arrow in the figure). Since Alice has wished to remain private in this location, the
LAMP system will then help privatize this user through face replacement.

In our current implementation of the face replacement, a reference face needs to be
manually selected to replace Alice’s face. In the example, we chose another female’s
face who does not have privacy concerns at this location, and use it to replace Alice’
face. Figure 4.4 shows the original photo uploaded by the user and the photo after
the face replacement. Specifically, in Figure 4.4 (b), Alice’s face (No.2 person) has
been replaced with the face of the No. 4 person. Observe that the modified photo
looks very natural. Therefore, we expect that the modified face will not raise special

attention from users who are viewing the photo.
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(b) Twitter

Figure 4.4: Privatized vs Unchanged Photo Comparison

Future work in this would be to utilize an artificial face generation method so that
the face replacement can be conducted automatically without selecting a candidate
face that does not have privacy concerns. Moreover, besides face replacement, it may
be interesting to incorporate techniques that replace other portions of a user such as
a user’s hair style and attire to prevent someone who is familiar with the user from
identifying the person. However, we also argue that since current face replacement
results in a natural look, people viewing the photo do not know the photo has been
modified or not, and may not try hard to match each person in a photo with someone

they know.
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4.4 PRIVACY EVALUATION

In order to evaluate the effectiveness of our proposed privacy protection, we conducted
another round of user study to see if participants are still able to identify the person
who requires privacy protection and has been processed by our system. The idea is
to present a set of testing photos and two reference photos to the participants, and
ask them to try to identify the female and male references from the photos. Among
the testing photos, some contain the referenced female and male without modification
which represent the scenarios when people did not mark that location as sensitive;
some contain the reference female and male with replaced faces which represent the
scenarios when the people require privacy protection at that location; some contain
blurred faces which represent the traditional privacy protection approach; and some
do not contain any of the referenced people which are used as comparisons. The
details of the user study are described as follows.

We have recruited a total of 102 participants on Mechanical Turk. There are 51
females and 51 males. Among them, 22% are 18 to 25 years old, 43% are between 26
and 35, 19% are between 36 and 45, 12% are 46 to 55, and 4% are above 56 years old.
The user study is fully anonymous and follows the IRB exempted project guidelines.

Our study starts by telling participants that they will review images with num-
bered people within them. They will also have a reference photo for a person’s face.
They are told that if they can identify the reference person in the photo with a large
degree of certainty, they just mark down the number of the person on the photo.
They are also told that some photos may not include the reference person, and if
they can not identify the reference person with a high degree of certainty, they need
to input 0.

Each participant was asked to view 10 images. Each image contains 4 to 10

faces in the foreground and background. Half of these photos were asked about a
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male reference, and the remaining half were asked about a female reference. Photos
for both male and female references included 1 photo with the reference not in the
photo, 1 photo with the references whose face have been replaced, 1 photo with the
references whose faces have been blurred, and 2 photos of the references in clear view.
The photos in clear view give us an understanding of if the majority of participants
can correctly identify the person within the image without any changes, and then
we can compare that with how they react when they see images that have been
modified. Lastly, we ask if they noticed any image that has been altered in some way
by presenting them unaltered photos and photos with replaced faces. We summarize
participants’ responses using the misidentification ratio which is the percentage of
participants who did not correctly identify the reference person in the photo. From

the study, we have the following two major findings.

Finding 1: Photos with replaced faces have on average the highest misidentification
ratio. Specifically, as shown in Table 4.1, 84% of participants did not recognize the
male reference in the photos where his face is replaced. Similarly for the female refer-
ence, 77% of participants did not recognize her in the photo with her face swapped.
Both ratios are higher than that for the photos with blurred faces. This is possibly
because when a face is blurred in the photo, the participants of the study clearly know
which face to examine, and they can pay closer attention to the person of the blurred
face including checking the hair style and other features. Thus, more participants
were able to guess that the blurred faces were the references with high confidence.
When it comes to the photos with swapped faces, the participants do not know which
face is swapped. There is more work for them to examine all the faces in the photo
in great details. Thus, fewer people were able to correctly identify the references. In
addition, the misidentification ratios for photos with full face shown are much lower

than the misidentification ratio of modified faces.

Finding 2: Unaltered and face swapped photos are hard to distinguish. At the end of
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Table 4.1: Privacy Evaluation Results

Image Type Misidentification
Ratio

Male reference with full face shown. 30%

Female reference with full face shown. 26%

Male reference with 40% of face showing. | 76%

Female reference with 50% of face show- | 42%

ing.
Male reference not within photo. 44%
Female reference not within photo. 11%
Male reference with face blurred. 79%
Female reference with face blurred. 68%
Male reference with face swapped. 84%
Female reference with face swapped. 7%

the user study, we present an unaltered photo and a photo that contains a swapped
face to the participants. For each photo, the participants were asked to check if
the photo has been altered. The results are very interesting. Given an unaltered
photo, 45% of participants said it had been altered. However, given the photo with
a swapped face, only 32% of participants said it was altered. Such results could be
because that participants believed that some photos must be altered since the survey
asked the question, so they were taking a guess whether a photo had been altered
even though they were not 100% sure. This interesting result indicates that it would
be really hard for human eyes to distinguish a face swapped photo from unaltered

photos.

The result from our study demonstrates the effectiveness of privacy protection of
our proposed use of face replacement. Moreover, in the real world scenario, when an
attacker suspects a blurred face, he can utilize deblurring technique to further verify.
In contrast, the replaced faces may not even arouse any attention from viewers, and

hence we expect much higher misidentification ratio in the real social media sites.
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4.5 EFFICIENCY EVALUATION

In this section, we aim to examine the efficiency and scalability of our proposed LAMP
system. All of our experiments were conducted on custom Intel based computer
with an 15-6600k at 3.9 GHz turbo clock, and 24 GB of 2133 Mhz RAM (computer
specification).

Users’” LAMPi policies are synthetically generated. We randomly select exact
locations and semantic locations along with time and date constraints for each user
to create the LAMPi policies. In the experiments, we vary the number of sensitive
locations (i.e., the number of policies) specified per user to test the efficiency of our
algorithms.

We collected 5000 facial images from ”Labeled Faces in the Wild” database [49].
These images are used to simulate uploaded images that we need to check the privacy
compliance. Since not all the images that we collected associate with location infor-
mation and our goal is to evaluate only the efficiency of our algorithms, we randomly
generate location tags for each image. Each image is associated with both a coordi-
nate location and 1 to 5 keywords indicating the semantic meanings of the location.
The keywords for semantic locations are generated based on a four-level hierarchy
similar to the one shown in Figure 4.3. In the experiments, we vary the total number

of distinct locations to test their impact on our system performance.

(1) Varying the Total Number of Users: In the first round of experiments,
we aim to evaluate how fast our system can retrieve users whose LAMPi policies
specify the location of the uploaded photo as sensitive. We vary the total number of
users from 100K to 1M. There are total 100K distinct locations. Each location has
a unique address and 1 to 5 keywords. Each location may be marked as sensitive by
1000 users, thus resulting 100M LAMPi policies in total. There are 50% policies on

exact locations and 50% on semantic-based locations.
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Figure 4.5: Effect of Varying the Total Number of Users

We compare the performance of our system with a naive solution which scans all
the users’” policies to identify the match. Figure 4.5 shows the experimental results.
As we can see that, our LAMP system is thousands of times faster than the naive
approach. Specifically, it took the naive algorithm about 1 minute to locate a policy,
while the LAMP system needs only 50 milliseconds. This is because our LAMP
system indexes policies based on their locations using the DLP-tree. Considering 100
entries per node in the DLP-tree, 5 levels of the tree will be able to index about
1 billion policies. In other words, given a location either an address or a semantic
keyword, we only need to check a few nodes (a few hundred entries out of 1 billion)
in the DLP-tree to locate the group of policies that specify this location as sensitive.
The naive approach will have to check every policy to see if the policy specifies the
photo’s location as sensitive, and hence it is extremely slow.

From figure 4.5, we also observe that both approaches are not affected much by the
total number of users. This is because the policy retrieval time is dominated by the
total number of policies rather than the total number of users. In this experiment, the
total number of policies is 100M regardless of the increase of the users. The differences
among the test datasets mainly reside in the policy owners who are selected from a

100K user pool or a 1M user pool.
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(2) Varying the Number of Distinct Locations: In this round of experiments,
we evaluate the effect of the total number of distinct locations. We vary the number
of distinct locations from 10K to 100K. We set the total number of users to 1M and
the number of policies per location to 1000. Under this setting, the total number of
policies ranges from 10M to 100M, and each user has 10 to 100 policies, i.e., each user
specifies 10 to 100 locations as sensitive.

Figure 4.6 compares the performance of our approach and the naive approach.
Observe that the time taken to retrieve the policies for a given photo by the naive
approach increases dramatically with the growth of the number of distinct locations.
In contrast, our LAMP approach achieves constant and efficient performance in all
the cases. Specifically, the naive approach requires 10 to 50 seconds when the num-
ber of locations increases from 10K to 100K, whereas our approach only needs 19
milliseconds to 55 milliseconds. This again demonstrates the effectiveness of the pol-
icy organization by the LAMP approach. Unlike the naive approach, which needs
to check all the policies to find those specifying the photo location as sensitive, the
search strategy adopted by our LAMP system significantly reduces the search scope.
The size of the DLP-tree is only logarithmic to the number of distinct locations.

Therefore, the processing time of the LAMP system only increases a little.
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Figure 4.6: Effect of Varying the Total Number of Distinct Locations
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(3) Varying the Number of Distinct Semantic Keywords: When testing
semantic-based policies, we also set the total number of users to 1M and the to-
tal number of exact locations to 100K. Each location is associated with 5 semantic
keywords. We vary the total number of distinct keywords from 250 to 5000. 5000
categories of places are considered an extreme case in the real world scenario, and

hence we think it is sufficient to be used to test the scalability of our approach.
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Figure 4.7: Effect of Varying the Total Number of Distinct Semantic Keywords

Figure 4.7 illustrates the experimental results which demonstrate a similar trend
as that in the previous experiment regarding the policies on exact locations. Specif-
ically, our LAMP system requires only 49 milliseconds to retrieve policies in the
dataset with 250 distinct semantic keywords and 55 milliseconds for the dataset with
5000 distinct keywords. The naive approach took much longer time (more than 200
seconds) especially when the number of distinct keywords increases. This is because
the naive approach needs to look through each different semantic keyword until find

the matching policies.

(4) Varying the Number of Policies per Exact Locations: Next, we examine
the effect of the number of policies per exact location. We fix the total number of users

to be 1M and the total number of distinct locations to be 100K. We vary the number
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of policies per location from 0.1% to 1% of the total number of users. That means
the number of policies per location ranges from 1M x0.1%=1000 to 1M x1%=10,000.
The total number of policies ranges from 1M to 1 billion. This corresponds to 1 to

1000 policies per user.
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Figure 4.8: Effect of Varying the Number of Policies per Exact Location

The performance comparison between our LAMP system and the naive approach
is shown in Figure 4.8. Observe that the LAMP system significantly outperforms the
naive approach. It took a similar amount of time for the naive approach regardless
the number of policies per location since the naive approach always needs to check
all the policies in all locations for a photo. As for the LAMP system, it only checks
the policies that contain the photo’s location. Thus, when there are more policies per
location to be retrieved, the cost of the LAMP system increases slightly. It is worth
noting that our system is still considerably fast as it needs only 128 milliseconds to

find the candidate policies among 1 billion policies.

(5) Performance of Face Recognition and Replacement: After locating can-
didate users who specify the photo’s location as sensitive, the next step is to check
if the user actually appears on the photo through face recognition. Note that in our

system, we only need to compare faces in the photo with candidate users who specify
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the photo’s location as sensitive, rather than the users in the whole social network.
Therefore, we vary the number of candidate users from 100 to 5000 whereby the value
5000 conforms with our previous setting of 5000 policies per location. We select a
group photo that contains 18 faces as the photo to be uploaded. That means, there
will be up to 5000*18=90,000 face comparisons. We tested both linear and parallel
face recognition performance. As shown in Figure 4.9, the linear algorithm starts to
struggle with the increase of the number of candidate users. Our parallel algorithm
performs relatively constantly and the face recognition time stays below 100 millisec-
onds in all cases. We expect the face recognition to be even faster at the real server

which has better hardware and can spawn more concurrent threads.

2 1000

_— Fa

P —=—Single thread e

£ 800 o

= —=— Multi-thread /ﬁ/

c

o 600 s

= A

c

w400 /

[+ ]

o

u 200 ’/

£, et o a—e T "
100 200 300 400 500 1K 2K 3K 4K 35K

Total Number of Distinct Faces

Figure 4.9: Face Recognition Time (18 faces in the uploaded photo)

We also check how long it takes to replace a user’s face. Since face replacement is
not the research focus of our work, we adopt an existing open source software [48] to
gain the idea of the time needed for face swapping. We observe that it took about 8
seconds to replace a face. We expect the face replacement to be faster at the server
side, and a few seconds of delay before the photo go live online would not be very

noticeable by users considering there are also network and webpage refresh delays.
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4.6 RECAP

In this chapter, we propose a novel idea to address the increasing concerns of location
tracking of an individual through online images posted by others. Specifically, we de-
fine a new access control model, namely Location-Aware Multi-Party image (LAMP1)
access control, which goes beyond the traditional access control that offers protection
to only the owners of the image. Our proposed LAMPi access control mechanism
provides equal privacy protection to every human subject on an online photo, no
matter the human subject is the owner of the image or not, is at the foreground
or background of the image. We also design an efficient policy management system
that leverages policy indexing techniques and uses face replacement as policy enforce-
ment, and we achieve the privacy protection in real time of photo uploading process.
Our user studies and experimental results on the system prototype demonstrate both

effectiveness and efficiency of our approach.
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Chapter 5

SUMMARY

In this dissertation, we introduce two novel privacy protection methods related online
social networks. These novel protection methods focus on the friend search engine,
and image content. This covers a broad view of social network privacy violations
which can occur from the design of the social network, and posts people may not be
able to control.

Firstly we introduced a method to secure the friend search engine. Currently
due to mismatched privacy settings it is possible to get an accurate idea of someone’s
friend list even if they have set this feature to private. While a previous work proposed
a solution to this [9], they found their defense to be insecure against collusion attacks
[11, 12]. We instead construct a sub-graph of the original network and use this for the
friend search engine. By forcing mutual connections and restricting connections to
each user’s friend list limit, it is not possible for attackers to gain more information
than is shared by the user’s settings. This method is robust against attacks, and
minimally impacts an online social network allowing it to be easily adopted.

Secondly we a novel image content privacy protection method. With the explosion
of high resolution cameras and the ability to share content through online social
networks, these images can reach a large audience. To protect people identifiable
within a photo, we propose a location based privacy setting called LAMPi. This

system allow user’s to set locations and times in which they do not want their face to

65



be seen. As a photo is posted, users depicted in the image with conflicting policies to
the photos location and time will have their face replaced. This method lessens the
impact on the image, and allows users to remain private. This system not only secures
the photo owner or the photo owners friends, but is incredibly helpful in protecting the
privacy of people identifiable in the background of an image. Through surveys, many
people can not identify the people after facial replacement. Additionally compared
to other approaches, our system takes less than a few seconds to protect the privacy
of incredibly large networks. This allows people to remain private in photos which
they cannot control, while retaining efficient runtime if adopted.

These methods aim to enhance an online social network’s ability to keep users
safe. If a user sets their privacy settings, these should protect them in all cases.
With the proposed methods, users can remain more confident in a social network
and feel secure that their settings will be enforced. This will not only help users but
will additionally help online social networks to retain users who wish to have privacy

online.
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Chapter 6

CONCLUSION

This thesis examines two privacy issues which are the friend search engine, and im-
age content. These two works respectively protect the design of a social network,
and content a user may wish to privatize. Firstly we introduce FriendGuard, which
protects users against friend list overexposure by creating a sub-graph which gives no
more information than a user’s own privacy settings. Secondly we introduce LAMP1,
which privatizes a user’s face within an image based on their settings and the meta-
data contained within a posted photo. Each of these works help to further the privacy
that users have online and will allow them to be more confident that their privacy
settings will work as designed. All works introduced in this thesis have minimal over-
head, allowing them to be adopted by existing social networks without sacrificing

usability.
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