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Introduction 

•  Biometrics: Identification or verification of individuals 
based on highly specific physiological traits!

•  Examples: Iris, retinal and hand vasculature, 
fingerprints, palm prints, hand and ear geometries, face 
and voice recognition, and body movements (gait)!

•  The general consensus is that a trait should be 
universal, unique, permanent, practical, acceptable, 
and spoof-proof to qualify for biometric identification !



Applications 
•  For securing ports of entry, 

buildings, computer systems, 
ATMs, healthcare, many law 
enforcement applications!

•  Replaces passwords and keys!
–  Cannot be lost or forgotten (how 

about stolen?!)!
•  Document encryption and 

watermarking!
•  Animal Identification!



Iris: One of the Best… 

“The picture of an eye is first processed by software that 
localizes the inner and outer boundaries of the iris, and the 
eyelid contours, in order to extract just the iris portion.” 
www.iridiantechnologies.com 



Iris Recognition: 
Challenges 

•  Iris recognition can become challenging or 
impossible e.g. due to!
–  Subject distance!
–  Needs specialized NIR camera and lighting!
–  Cosmetic contact lenses!
–  Camera-averting gaze directions (off axis or non-

frontal captures)!
–  Glare!
–  Droopy eyelids!
–  Proprietary, locked algorithms!



What’s New-Conjunctival Vasculature 
•  A thin, transparent moist tissue that covers the outer surface 

of the eye!
–  Palpebral conjunctiva !
–  Ocular (bulbar) conjunctiva !
–  Fornix!

•  Rich, complex vascular structure !

Computer Generated Vein Pattern 

Image: The Bioengineering Institute, Auckland  

Microcirculation in Conjunctiva  
Image: University of California, San Diego  



Our Brand-New Biometric 
Technology  



Conjunctival Biometrics: 
Applications 

•  Can be used by itself or whenever iris information is 
poor or partial (e.g. due to glare, gaze direction, or 
distance), where vasculature information can 
supplement or boost the recognition power. !
–  As an example, consider a subject who is looking away from the 

biometric systemʼs camera and thus lacking frontal iris image. 
Naturally, the white of the eye will be exposed and thus identification 
can still take place via vasculature. !

	  	  	  	  	  	  Non-‐frontal	  iris	  	  	  	  	  	  	  	  	  	  	  	  	  	  Sclera 



Market 
•  Biometric market share now up to $2.1 billion/year, 

with iris being the fastest growing  (2.5B by 2015)!
•  Industries: Security (cyber and physical), 

healthcare, financial, recreation!
–  Non-biometric potential: vascular pattern recognition & 

monitoring, e.g. for retinal or cancerous tissues !
•  Some possible interested parties: iris recognition 

manufacturers such as L1 (mostly), Viisage 
(Iridian), OKI, Iritech, LG, Panasonic, AOptix and 
Sarnoff (both working on long range); plus select 
governmental agencies (DHS, DoD, DoJ).!



Pattern Invariance: Distance 
•  Sample multi-distance captures:!

5 feet: 

12 inches: 

9 feet: 



Pattern Invariance: Time 
Initial 

+16 weeks 

+17 week 

(Left eye, close up) 



Pattern Invariance: Visine 
Left eye, 

before Visine 

Left eye,   after  
Visine 

After adaptive histogram 
equalization of the green layer  



More Details on Feature 
Extraction and Matching 

•  Novel texture-based representation of vasculature!
–  Preprocessing!
–  Wavelet feature extraction!
–  Neural network classification!

•  Test results: as low as 4% EER for short term!
•  Good long distance performance!

CDF 9/7 Wavelet 
Preprocessing/   
Segmentation 

Regularized  
Neural Net 



That’s it! 
•  Questions? Comments?!
•  Feel free to contact me:!

– Email: reza@umkc.edu!
– Web: www.sce.umkc.edu/~derakhshanir!

•  Or our OSR and tech transfer, 
www.umkc.edu/ors/tt, James Brazeal 
(BrazealJ@umkc.edu)!



Extra Slides 



Biometrics: A Pattern 
Recognition Problem 
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Data Collection 
•  Distances: 12”, 5ʼ, and 9ʼ!

•  4 gaze directions per eye 
per subject!

•  Two session, 4 months 
apart*!

•  Two capture series in each 
session!

*Many thanks to Dr. Rohit Krishna (Truman Medical Center/UMKC) for his suggestions 



Results 

Test: 5 ft, both eyes: 8.8% EER! Test: 9 ft, both eyes: 9.2% EER!

Test: 1 ft, both eyes: 4.3% EER!



Is this eyeball legit?! 

•  Spoof proofing eye-
biometrics:!

–  Liveness detection!



Liveness Detection 
•  Elicited (challenge 

response) and 
involuntary eye 
movements:!
–  Eye blinks, hippus, and 

saccades, check for 
existence and patterns !

•  Multimodality (using 
more than one 
biometric)!

Liveness inference, elicited dynamics: 
light induced pupil constriction and 
dilation 

Liveness inference, involuntary 
movement: Hippus 


